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Executive Summary 
 

 

The introduction of server virtualization led to a revolution among enterprises that has 
consumed the focus around IT infrastructure for the past decade. Virtualization changed the 
entire operational model around server infrastructure in such a profound way that it laid the 
foundation for a complete re-imagining of enterprise IT. Prior to virtualization, IT 
services were encumbered by the realities of the physical world, but when empowered by 
virtualization, the deployment of a new server could become as simple as the touch of a 
button. Virtualization changed server purchasing from inelegant one-off process to a 
streamlined and always available resource pool. It has fundamentally changed efficiency 
levels driving massive improvements in asset efficiency driving billions in savings across the 
industry. It created the notion and the promise that all other domains of infrastructure could 
also grow to deliver the simplicity and agility of this powerful model. 

However today, traditional networking technologies have not provided any of these 
tremendous advantages. A closer examination into the state of today’s network reveals that 
its condition is far worse than merely being behind on virtualization technology: according 
to leading computer scientists at Stanford, traditional network technology has “turned into a 

bloated 1960’s mainframe!”1 Cloud computing pioneer James Hamilton noted “Data Center 
Networks are in my Way”, observing further that “The network equipment business model is 
broken. We love the server business model where we have competition at the CPU level, 
more competition at the server level, and an open source solution for control software. In 
the networking world, it’s a vertically integrated stack and this slows innovation and 
artificially holds margins high. It’s a mainframe business model.” 

While other infrastructure technologies have become virtualized and automated, 
traditional networking solutions are built using legacy development methodologies that 
prevent application ecosystems from emerging and that are incapable of driving high levels 
of automation and application integration. In response to this need, leading cloud and 
enterprise application developers are turning to a new method of network development 
known as Software-Defined Networking (SDN). SDN enables a new type of network 
virtualization, providing the last piece of the puzzle required to deliver low-lost, all-inclusive 
private cloud solutions to the enterprise data center. 

SDN is the key to enabling significant technologies from the all-inclusive elastic 
private-cloud to secure mobile access, BYOD and beyond, all with a highly automated model 
that can give enterprise IT never-before-seen levels of agility while reducing both capital 
and operational overhead to the lowest levels ever delivered in enterprise solutions. 

Dell is the only leading enterprise vendor who is also the leader in cloud-class 
computing platforms. And our innovations in public cloud have given us unique experience 
with the cloud-class features, density and efficiency that enterprises are now looking to 
adopt. While this experience has enabled us to introduce innovations like our advanced Split 
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Data Plane technology leading the forefront of next-generation SDN technology, our 
approach in enterprise is to provide an easy evolutionary path towards SDN. 

This white paper will provide a background and understanding of SDN technology, 
and showcase Dell’s simple path to enabling enterprise IT organizations with SDN 
technology to empowering IT with the intelligent tools to drive the next generation of 
business innovation. 

 

 
What is SDN? 
Software-defined networking is a new approach to providing networks with more real-time 
intelligence, deep application integration and high levels of automation to prepare 
networking technology for the rigorous demands of the cloud era. This new approach to 
networking was forged within some of the largest data centers in the world where the leading 
innovators in cloud computing have been working to deliver a new breed of highly 
automated and elastic networking technologies. While the term SDN is new to the enterprise 
infrastructure landscape, it has been under development for many years and builds upon 
significant innovations in computer science. A brief history of SDN can help provide 
significant clarity both in understanding the technology itself and more importantly, in 
understanding the purpose and business value it can provide. 

 

The “Last Bastion of Mainframe Computing” 
At the beginning of the modern SDN movement, leading computer scientists and innovators 
in cloud computing realized that to enable the next generation of cloud and internet 
technologies, they needed to have a framework for deep integration between applications 
and network infrastructure; however, unlike x86 platforms, there was no ability for developers 
to modify traditional networking devices. The only way to control commercial- grade 
networking platforms was to use the features that were tightly controlled by a small number 
of networking vendors that had a stranglehold over innovation in networking platforms. 

 

This dilemma is the root of why OpenFlow and SDN have become popular today. While any 
user of cloud services recognizes the significance of the innovation that has enabled the 
robust elastic features of the modern cloud, to create these solutions, cloud developers have 
had to work around the limited capabilities of the industry’s antiquated approach to 
networking. This is the central theme of SDN and the purpose of OpenFlow, simply to allow 
developers the ability to have the same type of control they have had over x86 servers for 
many years, and to bring the latest advancements from cloud computing to the networking 
industry. 

 

The following graphics presented by Dr. Nick McKeown of Stanford2 illustrates this point: 
 
 
 

 
2 http://www.opennetsummit.org/talks/mckeown-tue.pdf 
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OpenFlow: Networking for the Cloud Era 
To bring networking into the cloud era, researchers at Stanford proposed a new protocol 
and architectural model for networking known as OpenFlow. This new model for 
networking shows tremendous promise at solving the key challenges preventing the 
advancement of Ethernet fabrics today while also providing a platform for deep application 
integration and a roadmap to future technologies far beyond what is possible with the 
traditional networking paradigm. 

 

Building a better fabric 
IP routers and Ethernet switches have always worked by doing an initial forwarding lookup 
using the devices CPU complex. After the initial lookup, the forwarding information is cached 
within the switches ASIC complex, and every subsequent packet utilizes the flow-cache for 
forwarding. OpenFlow makes a minor modification to this model by simply moving the 
initial database lookup to a central server; every subsequent packet continues to use the 
local flow-cache for forwarding, just like networking devices have always worked. 

 

 
 

This model solves the performance challenges associated with centralized forwarding 
models, and solves the distribution and replication challenges with TRILL variants. Moving 
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the control plane and forwarding database lookup functions to a server enables significant 
improvements in scale and performance of control plane functions. For instance, it supports 
tremendous scalability of physical addressing tables enabling Djikstra based layer 2 
forwarding across massive-scale fabrics. And beyond simple spanning-tree alternatives, 
OpenFlow provides robust capabilities to control forwarding behavior based on real-time 
network conditions and dynamically changing application demands. 

 

 
The Journey to SDN in the Enterprise 
As a platform, SDN provides tremendous potential to drive the next generation of IT services; 
however, the technology is still in its infancy, and most IT organizations today face the 
complex challenge of integrating new technologies into complex existing environments with 
minimal budget and resources and without incurring downtime. Dell’s holistic approach to 
SDN meets network operators where they are today by providing a comprehensive suite of 
modular solutions designed to easily integrate into existing environments without the 
headaches and costs typically associated with the integration of new technologies. 

 

 
 

Dell’s approach to SDN encompasses all domains of networking and infrastructure. We 
recognize the complex needs of enterprise IT span across legacy, hypervisor, cloud and 
beyond, and we provide a comprehensive modular framework making it simple for IT 
architects to customize the right solution for their business needs with ease. Our network 
solution is designed to provide the most compelling benefits and features of new 
technologies, delivered in modular building blocks, making it easy to get access to the most 
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compelling business benefits without requiring a ‘forklift’ upgrade or complex integration. For 
example, Dell’s networking solutions deliver a hybrid architecture that enables a traditionally 
configured network to provide SDN features as granularly as a single port at a time. Our 
approach also ensures that our OpenFlow-ready platforms shipping today will be software 
upgradeable creating an ideal balance that provides the proven maturity and stability of our 
industry-leading FTOS software with the ability to rapidly and easily provision SDN-enabled 
features across this trusted platform. 

 

Dell Virtual Network Architecture: The industry’s first holistic SDN framework In 

February of 2012, Dell announced the Virtual Network Architecture (VNA) providing a holistic 
framework that is unique in that it lays a foundation that encompasses an evolutionary path 
leading from legacy networking technologies to OpenFlow and beyond to our next-
generation SDN innovations, all within one common and consistent framework. 

 
 

 
“Current networking 
infrastructures are too 
rigid and old to support 
the orchestration of 
services needed to 
optimize a user’s 
experience. Moving 
forward, Forrester believes 
a new architecture will 
emerge: virtual network 
infrastructure” – Forrester 

 

 
 
 

The VNA architecture 
highlights our focus on 
providing consistent 

 

VNA Logical Diagram 

programmatic integration that stems across traditional and SDN-enabled infrastructure, 
traditional and next generation network management platforms, and perhaps most notably, 
provides a robust framework for orchestration and integration into application frameworks. 
One real-world example that can highlight how our software innovations can deliver on this 
promise can be seen in Dell’s Advanced Infrastructure Manager. Today this platform has the 
capability of providing a fully automated elastic private cloud that can automate network 
changes dynamically, in real time, across legacy, programmatic, openflow and hypervisor 
networks all within a single end-to-end system. 

 

All SDN’s are not created equal 
While the modern SDN movement originated primarily around OpenFlow, today, the term 
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SDN has expanded to include 3 broad categories: decentralized SDN, centralized SDN, and 
hypervisor SDN. 

 

Hypervisor SDN 
Hypervisor based SDN is a class of SDN encompassing new approaches to building more 
intelligent networking capabilities into hypervisor switching platforms. The most significant 
new capability these solutions will enable is network virtualization. This feature is essential to 
deliver elastic private-clouds as it enables applications with disparate topology and network 
service requirements to share a common private-cloud infrastructure. Dell’s VNA 
architecture provides a framework for deep integration with leading cloud platforms to 
deliver software-defined network virtualization, enabling our joint solutions to deliver never- 
before-possible levels of efficiency. To deliver on our vision we have tightened relationships 
with leading hypervisor vendors. Our non-competitive strategy is to strengthen platform 
tools and provide advanced solutions for hypervisor ecosystems while driving the next 
generation of L4-7 SDN service delivery and tight coupling between hypervisor and physical 
SDN platforms. 

 

Decentralized SDN 
The networking industry’s initial efforts at dynamically integrating with application 
frameworks has been in the form of traditional, decentralized control plane architectures 
that add more advanced application integration frameworks onto the traditional network 
forwarding model. Devices in this class are characterized by an advanced modular operating 
system, typically UNIX or Linux based, that offers local shell scripting and development 
capabilities along with an advanced application programming interface to facilitate more 
robust application/network integration. 

 

Decentralized SDN solutions have the advantage that they are built as an extension upon 
traditional networking technologies and simply enable applications to have greater access 
and control over standard networking control plane features. While decentralized SDN 
frameworks cannot provide the depth of application integration that centralized models 
provide, they shine in their ability to immediately deliver some of the most compelling SDN 
benefits without changes to the traditional networking control plane. 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
While many of the leaders in traditional networking have only recently announced future 
availability of their decentralized SDN frameworks, Dell has already been delivering a full 
suite of robust decentralized applications through our industry leading Open Automation 
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framework. Dell’s hybrid approach to delivering SDN will enable our OpenFlow ready 
switches to immediately deliver some of the most urgent and compelling benefits of SDN 
over the trusted FTOS platform while providing a software upgrade path to OpenFlow that 
leverages the maturity and fault tolerance capabilities of FTOS. 

 

Centralized SDN 
The OpenFlow architecture provides the leading example of an advanced centralized SDN 
framework. Centralized SDN architectures offer several distinct advantages for driving real- 
time intelligence into an advanced fabric, creating more robust network management tools, 
and providing deeper and more dynamic application integration. 

 
A Platform‐as‐a‐Service for Network Services  
One of the greatest strengths of the OpenFlow architecture is in its ability to provide deep 
levels of integration with applications. The reason behind OpenFlow’s strengths in 
application integration stems from its ability to centralize the networks forwarding database 
providing a global view of network resources and real-time network intelligence. 

 

 
 

As illustrated here, decentralized SDN models expose applications to the complexities of the 
physical topology and can result in applications needing to maintain API connections to large 
numbers of networking devices. With OpenFlow, if an application needs to gather 
information about the network or request network changes, all information is stored centrally 
ensuring the rapid responsiveness necessary to provide the next-generation user experience. 
And because all forwarding database lookups are centralized, the platform itself handles all 
the complexities of distributed application development, reducing the complexity of 
developing powerful network applications by an order of magnitude. With OpenFlow, a 



8 © 2012 Dell Inc. All Rights Reserved.
 

robust application that controls end-to-end network behavior can do so simply by 
manipulating the centralized forwarding database, making OpenFlow and Centralized SDN 
platforms ideal for empowering a more intelligent future where the network plays a much 
more central role in delivering key application capabilities and empowering the next- 
generation end user experience. 

 

Taking the first steps towards SDN 
Today nearly every major enterprise application developer has committed to building the 
future of their application frameworks around SDN. And with this assurance there is no 
longer a question as to if enterprises should plan to adopt SDN. The question for enterprises 
today has become when and how to move forward with this exciting new technology. 

 

One relevant analogy that can provide clarity around the impact of SDN is an examination of 
modern wireless architectures which have recently undergone a transition very similar to 
the changes facing wired networks today. Prior to 2005, the vast majority of wireless 
implementations utilized “fat” access points which functioned essentially the same way that 
wired switches do today. And then the lightweight access points swept the industry almost 
overnight, moving intelligence away from edge devices towards a centralized controller, just 
as the OpenFlow architecture does. This transition did not commoditize enterprise wireless 
networks but rather empowered them. The nature of this architecture itself provided 3 

significant impacts: 1st, it automated non-strategic menial tasks freeing time for 

administrators to spend on more strategic opportunities to drive IT innovation; 2nd, it 
enabled a new generation of more intelligent and robust tools, creating a platform to enable 

technologists to drive operational innovation and architectural best practices; and 3rd, the 
centralization of user and application data facilitated deeper application integration creating 
a platform to empower entirely new IT innovations. 

 

This analogy characterizes Dell’s architectural approach to SDN: 1st, to provide a holistic 

framework to enable end-to-end solutions; 2nd, to provide next-generation tools to 

empower enterprise IT to deliver operational innovation; and 3rd, to drive deep, robust and 
dynamic application/network integration empowering the network to take a much more 
intelligent and proactive role in delivering the next generation of IT services. 

 

And Dell’s architectural approach towards SDN makes it easy for enterprises to adopt and 
start experiencing the benefits of SDN over mature, trusted platforms and applications that 
have already been proven in some of the largest networks in the world. 
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Putting SDN to work for you and your business 
As the cloud era takes shape, technology continues to play an increasing role in all aspects 
of business, and notably this role is shifting from operational support to becoming core to 
product & service delivery and customer interaction. The Data Center is becoming the 
manufacturing floor of the information era. Business investment in technology is growing; 
the question now becomes who will get the budget and control over technology 
investments in the new growth areas in business innovation. 

 

This is where SDN can be of tremendous benefit to both you and your business. Not only in 

mere operational streamlining, but rather through providing robust tools that empower 
administrators to drive operational innovation. SDN does not turn the network into a 
template to pass on to server administrators, rather it provides a deep and dynamic 
application and network integration driving an end to silos through greater collaboration, 
enabling network architects to take a more proactive role in delivering cloud services, 
applications and driving the next-generation user experience. 

 

And that is the real value of SDN … it is not a specific killer feature or use case, but rather, it is 
a platform with the clear potential of solving many of the most critical challenges in the 
traditional networking model, and, it is a platform that creates entirely new possibilities for the 
future of networking. 
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For Dell, the journey to SDN is much more than a technical definition of a protocol or 
architecture. We got our start at the beginning of the open computing movement as one of 
the earliest providers of ‘PC Clones’. Next, we brought key innovations to deliver enterprise- 
class performance and features to x86 platforms, allowing us to play a leading role in the 
transition away from the mainframe era. And as Web 2.0 leaders sought to redefine the 
economics of computing, Dell 
invented an entirely new class of 
server that has led the way to create 
the new performance and 
economics of cloud-class 
infrastructure. As the networking 
industry prepares for this journey 
towards a more open innovation 
paradigm, Dell’s DNA in open 
computing, and our position as the 
leading innovator of cloud-class 
computing platforms prepares us 
uniquely to bring the technical, 
business model, and societal 
innovations of cloud computing and 
open innovation to the network. 

 

Our unique strengths with cloud 
technologies has enabled us to 
simply take the advantages from our cloud-class infrastructure and deliver it through 
enterprise-ready platforms, meaning our architectural approach is the only one among 
leading enterprise vendors that has actually delivered cloud-class features, density and 
efficiency. Rather than riding the bumpy road as others struggle through the complex 
transition to cloud technologies, remember that Dell already leads the cloud, and we invite 
you to come join us, its better up here. 


