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Förvaltningsberättelse
Styrelsen och verkställande direktör avger härmed årsredovisning och koncernredovisning för rä-
kenskapsåret 1 januari – 31 december 2021.  
 
Årsredovisningen är upprättad i svenska kronor, SEK.

Verksamheten 
MBRS Group AB ("MBRS" - namnändrat från We aRe SpinDye AB, org nr 556961-6815 från januari 2022) bedrev under 
2021 två huvudsakliga verksamheter - Fashion Tech  och Brands. I bolaget We aRe SpinDye (WRSD) bedrivs koncernens 
Fashion Tech verksamhet och modeverksamhet som koncernen kallar Brands i bolaget Odd Molly Sverige AB bestående av 
varumärkerna Odd Molly och Hunkydory. 

BRANDS

Odd Molly Sverige AB, bestående av varumärkena Odd Mol-
ly och Hunkydory, har utvecklats till ett starkt varumärkes-
bolag där försäljningen idag sker via den egna webbshoppar 
och andra digitala multi-brand siter och digital försäljning 
representerar över 80 procent av verksamhetens totala för-
säljning. Effektivisering och satsningar på nya försäljnings-
kanaler med nya webbshopar, live-shopping, marketplaces 
och social commerce tillsammans med avveckling av mer-

parten av egna butiker har genomförts under de senaste 
åren och ger bolaget möjligheten att fortsätta sin utveckling 
i samma riktning med stark försäljningstillväxt. I slutet av 
2019 förvärvades Used By International AB, en digital han-
delsplattform för secondhand-försäljning av varumärkesklä-
der och inredning. I november 2021 beslutade bolagets sty-
relse att avveckla bolaget och att genomföra en försäljning 
av inkråmet till extern part.

Utveckling Brands under 2021:
 
Belopp i TSEK

2021 2020

Nettoomsättning  233 306  182 879 

- Varav digitala kanaler  191 311  122 529 

- Varav traditionella kanaler  41 995  60 350 

Operativa kostnader  -244 470  -220 985

Rörelseresultat Brands -11 165  -38 106
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FASHION TECH

We aRe SpinDye (WRSD) AB tillhandahåller en teknik och 
plattform för produktions- och kvalitetskontroll som möj-
liggör för aktörer inom mode- och konfektionsindustrin att 
kraftigt reducera sin miljöpåverkan. Som kärna i plattfor-
men tillhandhåller bolaget en metod för skalbar teknik med 
låg miljöpåverkan vid färgning av textilier. Bolagets metod 
reducerar i genomsnitt, för färdigt tyg, vattenanvändningen 

med 75 procent, kemikalieanvändningen med 90 procent, 
energiåtgång med 30 procent samt koldioxidavtryck med 
30 procent. Koncernen hanterar produktion av garn samt 
färdiga tyger tillverkade med koncernens metod i kundan-
passade färger som sedan levereras till kundernas underle-
verantörer.

Utveckling Fashion Tech under 2021:

Belopp i TSEK  2021  2020 

Nettoomsättning  5 762  11 577 

Operativa kostnader  -14 053  -18 653

Rörelseresultat Fashion Tech  -8 291 -7 076
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FLERÅRSÖVERSIKT KONCERNEN 
2021 2020 2019 2018 2017

Nettoomsättning 235 595 3 015 1 844 4 243 12 632

Resultat efter finansiella poster -49 346 23 811 -21 380 244 8 059

Balansomslutning 210 663 32 841 11 058 30 048 30 798

Soliditet % 73,2 91,2  60,3  93,3  89,2 

Avkastning på eget kapital % -53,1  151,2 -186,2  0,4  8,9 

 
Observera att jämförelsetalen för tidigare perioder avseende koncernen avser Odd Molly Sverige AB till följd av att det genomförda  
förvärvet av Odd Molly Sverige AB anses vara ett omvänt förvärv i koncernredovisningen.

VÄSENTLIGA HÄNDELSER UNDER RÄKENSKAPSÅRET 

Under första kvartalet 
•	 Odd Molly Sverige AB genomförde under första kvarta-

let två rörelseförvärv med Odd Molly International AB 
(numera Logistea AB) som motpart. En inkråmsöverlå-
telse av modeverksamheten med retroaktiv effekt från 
21-01-01 samt ett förvärv av dotterbolaget Used By In-
ternational AB 21-03-31.

•	 MBRS ingick avtal att förvärva Odd Molly Sverige AB ge-
nom kvittningsemission. Detta förvärv anses rent redo-
visningsmässigt vara ett omvänt förvärv där Odd Molly 
Sverige AB förvärvar MBRS Group.

Under andra kvartalet 
•	 Under kvartalet ingicks samarbetsavtal med modevaru-

märket Gina Tricot, norska barnvagnstillverkaren Stokke 
samt det internationella storbolaget Hugo Boss.

Under tredje kvartalet 
•	 Under tredje kvartalet fullföljdes förvärvet av Odd Mol-

ly Sverige AB med dotterbolaget Used By International 
AB. Sedan 1 juli 2021 ingår dessa bolag i koncernen.

•	 Under kvartalet inkom en uppföljningsorder om ca 1 
MSEK från H&M Menswear på 15 ton garn.  

Under fjärde kvartalet 
•	 Styrelsen i MBRS fattade beslut om att avveckla dotter-

bolaget Used By, som ingick i förvärvet av Odd Molly. 
Inkråmet i bolaget såldes till extern part.

•	 Under kvartalet presenterades samarbetet med Gina 
Tricot i form av en klädkollektion.

•	 Anna Lönnerstedt utses till ny VD i Odd Molly Sverige 
AB och hon efterträder Jennie Högstedt Björk.

•	 Gustaf Öhrn, Anna Öhlin och Per Törnberg väljs till nya 
styrelseledamöter i gruppen.

•	 WRSD ingick samarbetsavtal med Kappahl och Björn Borg.
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VÄSENTLIGA HÄNDELSER EFTER RÄKENSKAPSÅRETS UTGÅNG  

•	 We aRe SpinDye AB namnändrar till MBRS Group AB. 

•	 Niclas Ekdahl utses till ny VD i MBRS Group. 

•	 Inkråmet avseende koncernens Fashion tech verksam-
het överläts till nytt bolag inom koncernen vederlags-
fritt i januari 2022.

•	 MBRS Group fullföljer förvärvet av Best of Brands 
Group. Efter förvärvet är antal utestående aktier per 10 
januari 2022 36 931 898 aktier, antalet teckningsoptio-
ner är oförändrat. 

•	 MBRS Group tar upp bryggfinansiering om 15 MSEK från 
Collector bank inför den planerade företrädesemissionen. 

•	 MBRS Group offentliggör utfallet för nyttjande av 
teckningsoptioner av serie to1. Totalt tecknades 1860 
aktier, genom utnyttjande av 1860 teckningsoptioner, 
MBRS Group tillfördes därmed 19 350 SEK före emis-
sionskostnader.

•	 MBRS Group beslutar om att genomföra en fullt ut garan-
terad företrädesemission i mars 2022 om ca. 50 MSEK. 

•	 MBRS Group offentliggör prospekt avseende företrädes-
emission.

•	 I april 2022 beslutade styrelsen i MBRS Group att an-
söka om konkurs för ett av bolagen i koncernen, Cam-
padre Scandinavia AB. Konkursansökan lämnades till 
Stockholms Tingsrätt den 6 april 2022.

•	 I april 2022 tillträder tidigare vd Andreas Andrén som 
tillförordnad vd, då Niclas Ekdahl lämnat vd-posten.

•	 Efter räkenskapsårets utgång har det fruktansvärda kri-
get i Ukraina brutit ut. Koncernen är inte direkt drab-
bad av kriget men kan komma att bli indirekt påverkade 
av ökade transportkostnader, ökade råvarukostnader 
samt ökad inflation. Vad kriget kommer ha för påverkan 
på konsumentbeteenden framåt är svårt att utröna.
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Finansiella kommentarer 2021
Observera att jämförelsetalen för tidigare perioder avseen-
de koncernen avser Odd Molly Sverige AB till följd av att det 
genomförda förvärvet av Odd Molly Sverige AB anses vara 
ett omvänt förvärv i koncernredovisningen, och att Odd 
Mollys jämförelsetal därmed används.

Den nuvarande koncernstrukturen skapades den 1 juli 2021 
genom att MBRS Group AB (publ) genom en kvittningsemis-
sion förvärvade samtliga aktier i Odd Molly Sverige AB (Odd 
Molly). Redovisningsmässigt ses MBRSs förvärv av Odd Mol-
ly som ett omvänt förvärv där Odd Molly förvärvade MBRS. 
Koncernsiffrorna i denna årsredovisning är hänförliga till 
Odd Molly (med dotterbolaget Used By från förvärvsdatum 
2021-04-01) för perioden 2021-01-01--2021-12-31 samt 
för MBRS för perioden 2021-07-01--2021-12-31. Koncern-
siffror för samtliga jämförelseperioder avser endast Odd 
Molly Sverige AB. För moderbolaget MBRS redovisas utfall 
för perioden 2021-01-01 -- 2021-12-31 samt de jämförelse-
tal som tidigare redovisats för detta bolag.

KONCERNEN 

Nettoomsättning och resultat
Den totala nettoomsättningen under året uppgick till 235,6 
MSEK (3), en kraftig ökning som till största del beror på för-
värvet av Odd Molly Sverige AB och dess modeverksamhet. 

Inom affärsområdet tech minskade koncernens nettosätt-
ning till 5,8 MSEK (11,6) då affärsområdet haft stora utma-
ningar givet covid-19 både avseende möjligheter att träffa 
kunder och befintliga kunders försiktighet i beställningar 
under pandemin. Affärsområdet brands ökade sin nettoom-
sättning till 233,3 MSEK (182,9), en ökning med 28 procent 
mot föregående år. Den stora tillväxten är hänförlig till sats-
ningar på nya försäljningskanaler med nya webbshoppar, li-
ve-shoppingevents och vidareutveckling av social commer-
ce samt försäljning genom market places.. 

Rörelseresultatet, uppgick till -48,5 MSEK (23,8). Avskriv-
ning av goodwill som uppstod vid det omvända förvärvet 
påverkar rörelseresultat negativt med 13,2 MSEK, samt 
nedskrivning av goodwill avseende Used By International 
AB, som kommer att avvecklas, påverkar rörelseresulta-
tet negativt med 12,0 MSEK. 

Rörelseresultatet inom affärsområdet tech uppgick till -8,3 
MSEK (-7,1). Rörelseresultatet inom brands uppgick till 
-11,2 MSEK (-38,1), ett förbättrat rörelseresultat med ca 27 
MSEK mot föregående år för affärsområdet.

Bruttovinstmarginalen från affärsområdet brands ökade till 
64,4 procent (54,6), drivet främst av en högre andel försälj-
ning inom egen webbhandel, till lägre rabatter samt en för-
bättring inom grossistverksamheten där varor sålts till be-
tydligt högre genomsnittsmarginal jämfört med föregående 
år. Detta är en följd av bolagets anpassade lagernivå. 

Personalkostnader uppgick till 48,6 MSEK (20,4 procent av 
totala intäkter) jämfört med 0,5 MSEK (18,1 procent av to-
tala intäkter) föregående år. Övriga externa kostnader upp-
gick till 119,8 MSEK (50,5 procent av totala intäkter).

Resultat efter skatt uppgick till -48,9 MSEK (23,3) och resul-
tat per aktie uppgick till -3,31 SEK (932,17). Den absoluta 
merparten av skattekostnaden avser uppskjuten skatt.

Balansposter
Koncernens anläggningstillgångar, bestående av immateri-
ella, materiella och finansiella anläggningstillgångar, upp-
gick den 31 december till 126,5 MSEK (0). Ökningen är hän-
förligt till förvärvet av Odd Molly Sverige AB där den största 
posten är en goodwill om 118,8 MSEK vid årets slut. 

Koncernens omsättningstillgångar, bestående av varula-
ger, kortfristiga fordringar och likvida medel, uppgick den 
31 december till 84,1 MSEK (32,8), varav likvida medel 6,5 
(0,1). Koncernens egna kapital uppgick den 31 december till 
154,2 MSEK (30,0), vilken kan hänföras till förvärvet av Odd 
Molly Sverige AB. 

Bolagets kortfristiga skulder, bestående av posterna kort-
fristig kredit, leverantörsskulder, övriga skulder och upplup-
na kostnader och förutbetalda intäkter, uppgick den 31 de-
cember till 55,2 MSEK (2,8) och där varianserna relaterar till 
förvärvet av Odd Molly Sverige AB.

Total balansomslutning för koncernen var per 2021-12-31 
210,7 MSEK (32,8).
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Kassaflöde
Kassaflödet från den löpande verksamheten under verk-
samhetsåret uppgick till 26,6 MSEK (-0,4). 

Kassaflödet från investeringsverksamheten uppgick till 33,2 
MSEK (0,0) under verksamhetsåret, och relaterar till största 
del till likvida medel vid förvärv av Odd Molly Sverige AB. 

Kassaflödet för finansieringsverksamheten uppgick till 0,0 
MSEK (0,0) under verksamhetsåret.

Det totala kassaflödet för verksamhetsåret uppgick till 6,6 
MSEK (-0,4).

Medarbetare 
Antalet medarbetare var vid periodens slut totalt 69 (70) 
inom Odd Molly och 3 (3) i WRSD.

MODERBOLAGET 

Moderföretagets nettoomsättning under verksamhetsåret 
januari – december uppgick till 5,8 MSEK (11,6) med ett rö-
relseresultat om -8,3 (-7,1) och resultat efter skatt om -8,6 
MSEK (-7,5). 

Moderbolagets anläggningstillgångar, bestående av imma-
teriella, materiella och finansiella anläggningstillgångar, 
uppgick den 31 december till 164,4 MSEK (1,0). Ökningen 
är hänförlig till förvärvet av Odd Molly Sverige AB. 

Moderbolagets likvida medel uppgick per 31 december till 
4,0 MSEK (22,3).

Risker
Nedan beskrivs de risker som enligt bolagets bedömning är 
relaterade till koncernen. De riskfaktorer som för närvaran-
de bedöms mest väsentliga, med beaktande av sannolikhe-
ten att riskerna förverkligas och den förväntade omfattning-
en av riskernas negativa effekter, presenteras först i varje 
kategori, medan riskfaktorerna därefter presenteras utan 
särskild rangordning. Bedömning av den förväntade omfatt-
ningen och/eller effekten av respektive riskfaktors negativa 
inverkan på bolaget görs enligt en skala med följande vär-
den: låg, medelhög och hög. Sannolikheten att risken inträf-
far bedöms med skalan låg, medelhög och hög.

AFFÄRS- OCH VERKSAMHETSRELATERADE 
RISKER

Gemensamma risker för koncernen

Lagerrisker
Vissa av koncernens verksamheter innebär produktion och 
försäljning av produkter, varvid ett varulager tillhandahålls. 
Om genomförda försäljningar återkallas, försäljningsbudget 
är för hög, betalning från kunder uteblir eller liknande, kan 
koncernens varulager komma att öka och koncernen kan 
behöva sälja produkterna till ett reducerat pris och/eller 

hålla ett större varulager än förväntat med en ökad kapital-
bindning i varulager som följd.

Om koncernen inte förmår upprätthålla en kontinuerlig för-
säljning av producerade produkter och därför måste sälja 
produkterna till ett reducerat pris eller hålla ett större va-
rulager, kan det ha en medelhög negativ inverkan främst 
på koncernens resultat och rörelsekapitalbehov. Koncernen 
bedömer att sannolikheten att ovannämnda risk förverkli-
gas är hög.

Risker hänförliga till agenter, distributörer och 
tredjepartsvarumärken
Bolaget och dess koncernbolag genomför till viss del för-
säljning via agenter och distributörer till externa återför-
säljare. Agenten eller distributören har i regel exklusivitet 
på sin respektive marknad vilket regleras genom avtal med 
respektive bolag inom koncernen. Avtalen är upprättade på 
marknadsmässiga villkor och innehåller bestämmelser som 
innebär att avtalen kan sägas upp om vissa på förhand be-
stämda miniminivåer inte uppfylls. Det föreligger risk för att 
koncernens agenter och distributörer inte presterar enligt 
bolagets förväntningar. Därutöver finns en risk för att kon-
cernen inte kan anlita andra agenter eller distributörer på 
den aktuella marknaden eller inte kan ingå avtal med nya 
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agenter på för koncernen tillräckligt fördelaktiga villkor eller 
att koncernens motparter bryter mot befintliga avtal.

Om samarbeten med agenter och distributörer med tred-
jepartsvarumärken inte kan ingås eller om avtalen avslutas 
eller inte tillämpas på ett tillfredsställande sätt kan det få 
en låg negativ inverkan främst på koncernens omsättning. 
Koncernen bedömer att sannolikheten att ovannämnda risk 
förverkligas i enskilda fall är hög.

Leverantörsrisker, plagiat och därtill förknippade 
renommérisker
Delar av koncernens produktutbud produceras i utveck-
lingsländer i vilka anställningsvillkor och anställningsförhål-
landen kan skilja sig avsevärt från förhållandena i länderna 
där produkterna säljs. Konsumentföretag med leverantörer 
i utvecklingsländer kan bli utsatta för kritik avseende exem-
pelvis anställningsförhållanden, produkternas kvalitet eller 
produkternas miljöpåverkan.

Det finns även en risk att tredjepartsleverantörer levererar 
plagierade/kopierade produkter vilket kan medföra försäm-
rad renommé.

Sådan typ av kritik kan påverka förtroendet för koncernens 
produkter och varumärke negativt, vilket riskerar generera 
en minskad efterfrågan på koncernens produkter och i för-
längningen ha en medelhög negativ inverkan på främst kon-
cernens omsättning. Koncernen bedömer att sannolikheten 
att ovannämnda risk förverkligas är medelhög.

Råvarupriser och ledtider
Råvaror för klädproduktion och andra produkter, exempel-
vis bomull, siden och ull, kan öka i pris på grund av ökad 
efterfrågan samt minskad tillgång, vilket kan leda till öka-
de inköpskostnader i koncernen. En ökad efterfrågan kan 
likväl innebära längre ledtider från leverantörerna, vilket i 
förlängningen kan medföra ökade transportkostnader på 
grund av att en större andel av transporten inkluderar flyg-
transport. Detta medför en risk att koncernen behöver höja 
priserna på sina produkter alternativt acceptera en minskad 
vinstmarginal på sålda produkter.

Ökade råvaru- eller transportkostnader samt långa ledtider 
kan medföra att kostnaderna för koncernen ökar samt att 
försäljningen av koncernens produkter minskar, vilket kan 
ha en medelhög negativ inverkan främst på koncernens 

omsättning och resultat. Koncernen bedömer att sannolik-
heten att ovannämnda risk förverkligas är medelhög.

Makroekonomiska faktorer och konjunktur i 
detaljhandel för kläder och accessoarer
Bolaget och dess koncern påverkas av allmänna ekonomis-
ka, finansiella och politiska förhållanden på de huvudsakliga 
marknader där koncernen är verksamma. Dessa förhållan-
den kan påverkas av allmänna affärsförhållanden, räntor, 
valutakurser, inflations- och deflationsnivå, skatter, tillgång 
till finansiering, arbetslöshetsnivån samt statens finans-, 
penning- och regleringspolitik. Koncernens verksamhet 
påverkas främst av att sådana externa faktorer riskerar att 
påverka konsumtionsmönster hos koncernens nuvarande 
eller potentiella kunder, vilket kan inverka negativt på bo-
lagets verksamhet. En svag konjunkturutveckling kan få ett 
negativt genomslag på hushållens privatekonomi och däri-
genom minska deras konsumtion. Koncernen bedriver där-
utöver verksamhet på olika geografiska marknader, vilket 
innebar att konjunkturen kan se olika ut på olika marknader. 
Framtida konjunkturutveckling kan därigenom komma att 
påverka koncernens försäljning negativt.

En generell minskning av konsumtionen av kläder och ac-
cessoarer på de marknader där koncernen är verksamma 
kan därmed innebära en medelhög negativ inverkan främst 
på koncernens omsättning och lönsamhet. Koncernen be-
dömer att sannolikheten att ovannämnda risk förverkligas 
är medelhög.

Avbrott i leverantörskedjan
Bolaget och dess koncern är till viss del beroende av un-
derleverantörer vid produktion och tillhandahållande av 
produkter. Från tid till annan kan underleverantörer avsluta 
eller begränsa koncernens möjlighet att köpa in varor eller 
ändra villkoren för inköp av varor på ett för koncernen oför-
delaktigt satt. Det föreligger risk för att koncernen förlorar 
eller avslutar samarbeten med leverantörer och att kon-
cernen inte i tid kan anlita en annan leverantör på liknande 
villkor.

Därutöver föreligger risk för att leveranserna levereras för 
sent eller uteblir helt. Det beskrivna kan ha en medelhög 
negativ påverkan främst på koncernens omsättning och 
resultat. Koncernen bedömer att sannolikheten att ovan-
nämnda risk förverkligas är medelhög.
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Modetrender
Koncernen är i hög utsträckning beroende av kundernas 
preferenser för design, kvalitet och pris. Det finns en risk 
att koncernen inte alltid har tillgång till finansiella och per-
sonella resurser för att hålla sig uppdaterade avseende nya 
trender, förändrad efterfrågan eller för att anpassa prissätt-
ningen på koncernens produkter efter marknadens prefe-
renser. Det finns fortsatt en risk att koncernen missbedö-
mer trender. Därutöver kan ledtider mellan framtagande 
av kollektioner och försäljning innebära att modetrenderna 
hinner förändras under tiden som koncernens produkter 
tillverkas. 

En missbedömning av kundernas preferenser eller för långa 
ledtider i produktionen kan medföra att efterfrågan på kon-
cernens produkter sjunker, vilket kan ha en hög negativ inver-
kan främst på koncernens omsättning. Koncernen bedömer 
att sannolikheten att ovannämnda risk förverkligas är låg.

Brister i logistik
Koncernen anlitar externa leverantörer avseende lager- och 
transporttjänster. Händelser hos sådana externa transpor-
törer, till exempel brand, strejk eller fel i logistikhanterings-
system, kan leda till avbrott och förseningar av transporten 
av varor och produkter. Sådana avbrott eller förseningar 
kan medföra merkostnader, driftsvårigheter och leverans-
förseningar för koncernen.

Det nämnda kan leda till att koncernens logistikkostnader 
ökar och att bolaget förlorar konkurrenskraft vilket kan ha 
en medelhög negativ inverkan främst på koncernens om-
sättning och resultat. Koncernen bedömer att sannolikhe-
ten att ovannämnda risk förverkligas är låg.

Beroende av eller avbrott i IT-system
Koncernen har för avsikt att fortsätta expandera försäljning 
via koncernens webbshoppar, varför koncernens verksam-
het i större utsträckning än tidigare är avhängigt koncer-
nens IT-system. Detta innebär att prestanda, tillförlitlighet 
av och tillgänglighet till koncernens tekniska plattformar, 
kommunikationssystem, servar, internet och andra teknis-
ka servicetjänster är avgörande för att koncernen ska förmå 
tillhandahålla fungerande webbshoppar. Bolaget och kon-
cernen är beroende av tredjepartsleverantörer/konsulter 
för upprättande och driften av webbshopparna, varför en 
stor del av potentiella verksamhetsproblem ligger utanför 
koncernens kontroll. Det finns en risk att bolagets eller kon-
cernens tekniska system drabbas av internetbaserad brotts-

lighet, avbrott, störningar eller serviceavbrott, vilket kan fö-
rekomma på grund av buggar, datavirus, strömavbrott eller 
liknande händelser. Det föreligger en risk för att bolaget 
eller koncernen inte vid var tid kan kontrollera och följa upp 
arbete som utfors av tredjepartsleverantörer/konsulter.

Om bolaget och koncernen inte förmår upprätthålla ett 
fungerande och tillfredsställande IT-system riskerar bolaget 
och koncernen att inte kunna bedriva försäljning av varor 
och produkter via webbshoppar i förväntad utsträckning, 
vilket kan innebära en medelhög negativ inverkan främst på 
koncernens omsättning och resultat. Koncernen bedömer 
att sannolikheten att ovannämnda risk förverkligas är låg.

LEGALA OCH REGULATORISKA RISKER

Intrång på varumärken
Bolagets och koncernens varumärken samt de varumärken 
som bolaget representerar är av fundamental betydelse för 
bolagets och koncernens ställning på de marknader som bo-
laget och koncernen verkar inom och för bolagets och kon-
cernens framgång. Plagiering av bolagets eller koncernens 
varumärken eller distribution och försäljning av koncernens 
produkter utan tillstånd kan skada koncernens försäljning, 
varumärken och kundernas förtroende för produkterna.

Om bolagets eller koncernens varumärken blir utsatta för 
plagiering eller koncernens produkter säljs utan tillstånd 
kan det ha en medelhög negativ inverkan främst på koncer-
nens varumärken, omsättning och resultat. Koncernen be-
dömer att sannolikheten att ovannämnda risk förverkligas 
är medelhög.

Rättsprocesser gällande immateriella rättigheter
Det finns risk att designers, butiker eller andra aktörer gör 
intrång på bolagets eller koncernens immateriella rättighe-
ter eller att bolaget eller koncernen gör eller påstås göra 
intrång i immateriella rättigheter som innehas av tredje 
part. I sådant fall kan bolaget eller koncernen tvingas för-
svara sina immateriella rättigheter eller behöva försvara sig 
mot påstådda intrång. Rättsprocesser rörande immateriella 
rättigheter är ofta kostsamma och det föreligger en risk för 
att bolaget eller koncernen kan komma att åläggas skade-
ståndsansvar och/eller andra kostnader med anledning av 
sådana rättsprocesser.

Transaktion 09222115557468655268 Signerat GÖ, PT, CR, AÖ, CT, JM, AA, SL



11ÅRSREDOVISNING 2021  |  MBRS GROUP AB (PUBL)

Det föreligger även risk för att sådana rättsprocesser kan 
komma att ha en medelhög negativ inverkan på koncernens 
anseende och på dess resultat och finansiella ställning. Kon-
cernen bedömer att sannolikheten att ovannämnda risk för-
verkligas är medelhög.

Produktansvar
Vissa bolag inom koncernen säljer sina produkter till kon-
sumenter. Det föreligger en risk att sådana av koncernens 
produkter associeras med säkerhetsrisker eller att använda-
re av sådana produkter riskerar att skadas på annat sätt vid 
användning av dessa varor. Bolaget eller koncernen kan bli 
föremål för produktansvarsanspråk och andra anspråk om 
varorna som koncernen säljer påstås vara defekta alternativt 
orsakar eller påstås orsaka person- eller sakskada. I vissa län-
der, exempelvis USA, kan produktansvar leda till betydande 
skadeståndsanspråk. Produktansvarsanspråk kan vara kost-
samt samt leda till minskad efterfrågan på koncernens pro-
dukter och skada bolagets och koncernens renommé.

Detta skulle kunna innebära en medelhög negativ inver-
kan främst på koncernens renommé samt resultat. Kon-
cernen bedömer att sannolikheten att ovannämnda risk 
förverkligas är medelhög.

FINANSIELL RISK

Risk för kapitalbrist
Det finns risk att koncernen i framtiden inte kommer att 
lyckas generera återkommande intäkter för att finansiera 
den fortsatta verksamheten och uppnå ett positivt resultat. 
Det finns risk att koncernen inte heller på annat sätt kom-
mer att kunna erhålla nödvändig finansiering för den fort-
satta verksamheten eller att sådan finansiering kan erhållas 
på, för befintliga aktieägare, fördelaktiga villkor. Bristande 
förmåga att långsiktigt finansiera den egna verksamheten 
kan medföra att koncernen måste skjuta upp, dra ner på, 
eller avsluta verksamheter.

Detta skulle ha en hög negativ inverkan på koncernens för-
måga att fortsätta driva verksamhet. Koncernen bedömer att 
sannolikheten att ovannämnda risk förverkligas är medelhög.

Risk för valutakursförändringar
Koncernen exponeras för valutarisk vid inköp från leve-
rantörer samt vid försäljning till utlandet. En stor del av 
koncernens inköp sker i EUR och USD. Koncernen erhåller 

även intäkter i ett flertal olika valutor. Eftersom koncer-
nens redovisningsvaluta är svenska kronor och inköpen 
och en del av försäljningen sker i andra valutor är bolagets 
och koncernens exponering mot valutasvängningar avse-
ende svenska kronor stor, vilken i framtiden kan komma 
att få negativ effekt på koncernens verksamhet, resultat 
och finansiella ställning. 

Exponeras bolaget och koncernen för valutasvängningar så 
skulle det ha en medelhög negativ inverkan på främst kon-
cernens resultat. Koncernen bedömer att sannolikheten att 
ovannämnda risk förverkligas är hög.

SPECIFIKA RISKER HÄNFÖRLIGA TILL 
AFFÄRSOMRÅDET FASHION TECH

Tillgång till data
I syfte att kunna göra tillförlitliga analyser om färgavvikel-
ser, miljöpåverkan, ledtider kring produktion etc. är bola-
get beroende av att kunna inhämta kvalitetsdata från dess 
olika leverantörer. Sådan data kan vara svår att inhämta då 
den å ena sidan måste inhämtas manuellt, dvs. det finns för 
närvarande ingen automatiserad lösning för detta, å andra 
sidan brukar sådan data vara begränsad varför det blir svå-
rare för bolaget att göra en så korrekt analys som möjligt.

Detta skulle kunna innebära en låg negativ inverkan på 
bolagets produktutveckling och omsättning. Bolaget be-
dömer att sannolikheten att ovannämnda risk förverkli-
gas är medelhög.

Applikationskompatibilitet
Bolagets plattform är till stor del beroende av att bolaget 
kan erbjuda kompabilitet och integration mot andra pro-
gramvaror och att plattformen enkelt kan anpassas och 
uppdateras för att möta olika kunders behov. Det finns en 
risk att bolagets plattform inte är kompatibel med, eller kan 
integreras mot, bolagets kunders nuvarande eller framtida 
plattformar, programvaror eller system vilket kan leda till 
att sådana kunder i stället måste söka sig till någon av bo-
lagets konkurrenter som kan erbjuda sådan kompabilitet 
och/eller integration.

Skulle någon eller flera av dessa risker inträffa kan det ha en 
låg negativ inverkan främst på bolagets omsättning. Bolaget 
bedömer att sannolikheten att ovannämnda risk förverkli-
gas är medelhög.
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Hållbarhetsupplysning inom Brands
Att gå sin egen väg handlar om att se och fånga möjligheter.  
Det gör vi på Odd Molly och Hunkydory.

Odd Molly Sverige AB driver de båda varumärkena Odd Molly 
och Hunkydory.

Att driva starka unika varumärken med stort hållbarhets-
fokus är en tydlig del av vår företagsstrategi och det är en 
självklarhet för oss att sträva efter att ta en aktiv del i att 
ställa om modeindustrin till att bli mer hållbar. 

Att designa och tillverka kläder av hög kvalitet med lång 
livslängd är ryggraden i vår verksamhet. Vi vill göra positiv 
skillnad och arbetar konsekvent med en tydlig ambition, 
mot tydliga mål. Vår ambition är att tillverka tidlösa kvali-

tetskläder med så lite påverkan på miljön som möjligt. Vi 
har ett stort fokus på hållbara material samt lägger vikt vid 
att säkerställa de sociala förhållandena på de fabriker vi ar-
betar med. 

Ett hållbarhetsråd med representanter från olika delar av 
organisationen under ledning av bolagets hållbarhetschef 
säkerställer att arbetet utvecklas. I rådet ingår även en per-
son med specialistkunskap inom området hållbarhet. Håll-
barhetschefen ingår i företagets ledningsgrupp och rappor-
terar till VD.

VÅRT ANSVAR 

Vår hållbarhetsvision
Att göra positiv skillnad

Våra fokusområden
Vi har delat upp vårt hållbarhetsarbete i tre fokusom-
råden som ska integreras i vår affär och vårt sätt att ar-
beta.

•	 Vi har en hållbar idé och design.
•	 Vi inspirerar tjejer att gå sin egen väg.
•	 Vi påverkar vår omvärld i en positiv riktning.

Våra övergripande mål
•	 Vi ska maximera vår påverkan på omvärlden i en po-

sitiv riktning och minimera vår negativa påverkan, 
genom hela vår värdekedja från inköp till försäljning.

•	 Vi ska fokusera på det som gör skillnad, som är vik-
tigt för våra kunder och positivt för vår affär. Vi är 
övertygade om att vårt hållbarhetsarbete är en för-
utsättning för nöjda kunder och bidrar till långsiktig 
lönsamhet.

•	 Vi ska vara aktiva i övergången till ett hållbart sam-
hälle. Det är en självklarhet och något som vi, våra 
kunder och andra intressenter förknippar med oss.

Vårt förhållningssätt
•	 Vårt ansvar är att varje dag, i varje beslut och vid var-

je vägskäl, tänka till kring innebörden av hållbarhet 
enligt våra värderingar.

•	 Våra medarbetare ska ges utrymme att tänka och ta 
beslut som leder till ett mer hållbart samhälle, utrym-
me att gå sin egen väg och utveckla sin fulla potential.

•	 Vår framgång är beroende av ett målinriktat arbete i 
samverkan med våra partners.

Transaktion 09222115557468655268 Signerat GÖ, PT, CR, AÖ, CT, JM, AA, SL



13ÅRSREDOVISNING 2021  |  MBRS GROUP AB (PUBL)

Odd Molly is a brand with a heart, a mind 
and a conscience

Vi vill hjälpa våra kunder att klä sig på ett miljömässigt håll-
bart sätt. Våra slitstarka plagg av hög kvalitet är skapade för 
att hålla länge och återanvändas många gånger om. I hela 
produktionskedjan är långsiktiga, tillitsfulla relationer viktigt 
för oss. Relationerna är en möjliggörare för att kunna på-
verka våra samarbetspartners, anställda och samhället på 
ett positivt sätt. Vi håller kvinnors självständighet, frihet och 
drömmar lite extra nära om hjärtat. Därför är vårt samhäl-
leliga fokus att bidra till att kvinnor känner sig fria och vågar 
följa sina drömmar. Vi vill se en värld där självständighet, 
yttrandefrihet och accepterad mångfald är lika självklart 
som det är för oss.

Hunkydory — The Lasting Contemporary

Med ansvar som grund strävar vi efter att vara eftertänk-
samma i alla våra val. Kvalitet över kvantitet, stil över tren-
der. Vi ignorerar den stressiga takten i vår omgivning. Med 
inspiration från eviga ikoner och ett tidlöst uttryck, skapar vi 
design som varar i längden. I en samtida kontext, där vi alltid 
är uppdaterade kring vår omvärld, skapar vi vår egen värld. 
Vi kallar den The Lasting Contemporary.
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HÅLLBARHET I SAMMANDRAG 
 
MILJÖ MÄNSKLIGA  

RÄTTIGHETER
PERSONAL OCH SOCIALA  
FÖRHÅLLANDEN

ANTIKORRUPTION

Ansvar
Vi följer tillämpliga lagar  och 
bedriver ett målinriktat miljöarbe-
te. Vi är sedan 2011 medlemmar 
i Kemikaliegruppen inom RISE. Vi 
är också sedan 2019 medlemmar 
i STICA (Sweden Initiative for 
Climate Action).

Ansvar
Vi följer tillämpliga lagar  och 
internationella konventioner  för 
mänskliga rättigheter som baseras 
på ILO-konventioner och FN:s 
barnkonvention. Uppförandeko-
den ställer också krav på leveran-
törer att respektera internationellt 
erkända mänskliga rättigheter.

Ansvar
Vi strävar efter ett öppet klimat 
med stor möjlighet för varje individ 
att utvecklas.
Bolaget har en stark företagskul-
tur. Vi har ett samarbete  med 
Amfori BSCI som framförallt   
stärker utvecklingen av goda so-
ciala förhållanden bland bolagets 
leverantörer.

Ansvar
Vi tillämpar en anti-korruptionspo-
licy samt en uppförandekod också i 
vår handbok för medarbetare.

Styrning
Vi kräver att alla leverantörer följer 
reglerna om förbjudna kemikalier.
Vi utbildar våra anställda och 
kunder inom produktvård och ma-
terialkunskap för klädernas längsta 
möjliga livslängd.
I vår hållbarhetsstrategi inkluderas 
även förbättringsplaner för de 
egna arbetsplatserna
(centralt och butiker) vad gäller 
förbrukning och klimatkompen-
sation.

Styrning
Uppförandekoden är ett viktigt 
verktyg för att styra efterlevnad  av 
mänskliga rättigheter.
Uppföljning och översyn av 
arbetsvillkor i produktion sker dels 
av våra egna medarbetare, dels av 
oberoende externa organisationer.

Styrning
Vi har en jämställdhets- och 
mångfaldsplan samt rutiner för 
kränkande särbehandlingar och 
anti-diskriminering.
Utbildning för personal om ergo-
nomi samt massage på jobbet.
Bolaget har riktlinjer för sina leve-
rantörer och följer Amfori  BSCI:s 
uppförandekod.

Granskning
Vi låter genom stickprover kont-
rollera våra leverantörer.

Granskning
Genom Amfori BSCI genomförs 
årligen sociala kontroller/revision-
er på fabriker som tillverkar våra 
produkter.

Granskning
Vi låter genom revisioner kontroll-
era våra leverantörer.
Utvärdering och uppföljning sker i 
samarbete med Amfori BSCI.

Granskning
•	 Samtliga medarbetare skriver på 

policydokument för anti-kor-
ruption.

Risker och riskhantering
Ineffektiv resursanvändning i 
produktion och transport.
Utbildning av medarbetare om 
miljö.
Kontinuerlig kontroll och revide-
ring av leverantörer.

Risker och riskhantering
Goda arbetsförhållanden på    
fabrikerna där våra produkter 
tillverkas är centralt vid val av 
leverantör.

Risker och riskhantering
Vi har inga egna fabriker, men 
tillverkar i olika delar av världen 
där levnadsstandard och villkor är 
lägre än i Sverige.
Skador och olyckor på arbetsplats 
är något som vi arbetar aktivt för 
att minimera.

Risker och riskhantering
•	 Mutor vid och inför beställ-

ningar.
•	 Interna och externa bedrägerier.
•	 Intern utbildning i uppfö-

randekod.

 
Vi har uppförande- och policydokument för både medarbe-
tare och samarbetspartner för miljö, mänskliga rättigheter, 
sociala förhållanden och antikorruption.

Läs vår hållbarhetsrapport i sin helhet på:
www.oddmolly.com 
www.hunkydory.com 
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Hållbarhetsupplysning inom Fashion Tech

WE ARE SPINDYE®

Uppdrag: Textilindustrin ansvarar för stora mängder av vat-
tenföroreningar och forskning visar att infärgning står för 
24% av ett plaggs fulla klimatpåverkan i sin livscykel.

På We aRe SpinDye® tror vi på att förbjuda den skadliga vat-
teninfärgningen och istället föregå med gott exempel för att 
inspirera textilindustrin att välja en modern och mer hållbar 
medod av infärgning.

Det går att undvika vatteninfärgning helt och hållet genom 
att addera färg till fibern medans den blir tillverkad. Med 
denna infärgningsmetod är pigmenten integrerade i materi-
alet från början, utan att använda vatten.

Vi använder 100% GRS certifierad polyester från post consumer 
waste pet flaskor eller återvunna kläder. Alla våra KPIer är tredje-
partsverifierade av RISE, som följer ISO standarden 14040.

KPIerna är jämförda mot industriell vatteninfärgning och 
mätta under hela produktionskedjan för en textil. Genom 
att utesluta vatteninfärgningen reducerar vi generellt

•	 75% vatten
•	 90% kemikalier
•	 25% energi
•	 30% Co2
 
Vår strävan: Reducera klimatavtrycken hos varumärken 
substantiellt genom vår infärgningsteknik och dessutom 
synliggöra transparens och spårbarhet i värdekedjan via 
vårt ingredient brand-erbjudande.

Långsiktigt mål: Att SpinDye®-infärgning skall bli en global 
standard för syntetfibrer och därmed utesluta vattenan-
vändning vid infärgning av syntetfibrer.

Cirkularitet: Potential för återvinning
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HÅLLBARHET I SAMMANDRAG 
 
 

MILJÖ MÄNSKLIGA  
RÄTTIGHETER

PERSONAL OCH SOCIALA  
FÖRHÅLLANDEN

ANTIKORRUPTION

Ansvar
We aRe SpinDye® följer rådande 
kemikalielagar och uppfyller våra 
kunders Restricted Substances 
Lists. Våra färgpigment uppfyller 
kraven för Zero Discharge of Ha-
zardous Chemicals och våra tyger 
genomgår LCA och får utfärdade 
certifikat.
Vi använder återvunnen råvara 
som har GRS certifiering.
WRSD är transparenta och har en 
spårbar process.

Ansvar
We aRe SpinDye® följer tillämpliga 
lagar och internationella konven-
tioner för mänskliga rättigheter 
som baseras på ILO-konventioner 
och FN:s barnkonvention. 

Ansvar Ansvar
We aRe SpinDye® följer alla våra 
kunders uppförandekod.

Styrning
•	 We aRe SpinDye® kräver att alla 

leverantörer följer reglerna om 
förbjudna kemikalier.

•	  We aRe SpinDye® begär in Sa-
fety Data Sheets för kemikalier 
som används från leverantörer-
na, dessa granskas av RISE.

•	 We aRe SpinDye® kräver GRS 
certifikat från varje leverantör.

•	 We aRe SpinDye® samlar in 
hållbarhetsdata(Kemikaliehan-
tering, Vattenanvändning, Co2 
utsläpp, Energianvändning) och 
spårbarhetsdokument i realtid 
från leverantörerna.

Styrning
•	 Fabriker får göra self assess-

ment och uppvisa existerande 
dokument som verifierar de 
uppförandekoder som följs.

•	 Uppföljning och översyn av 
arbetsvillkor i produktion sker 
av We aRe SpinDye’s egna med 
arbetare.

Styrning
De kontroller som görs hos leve-
rantörer för sociala förhållanden är 
baserade på BSCI ramverk.

Anställda på We aRe SpinDye®  
har gällande anställningsavtal och 
medarbetarsamtal med individuell 
utvecklingsplan.

Granskning
•	 ”We aRe SpinDye® Certificate of 

Quality, Compliance Traceabi-
lity” är tredjepartverifierade av 
RISE.

•	 Färgpigment är granskade av 
Zero Discharge of Hazardous 
Chemicals.

Granskning
•	 RISE besöker de fabriker vi sam-

arbetar med och bekräftar goda 
arbetsförhållanden.

Granskning
•	 Fabriker får göra self assess-

ment och uppvisa existerande 
dokument som verifierar de 
uppförandekoder som följs.

•	 Uppföljning och översyn av 
arbetsvillkor i produktion sker 
av We aRe SpinDye®  egna 
medarbetare.

•	 Medarbetarsamtal och utveck-
lingsplan följs upp årligen av 
närmaste chef.

Granskning
•	 Samtliga leverantörer skriver på 

våra kunders uppförandekod.

Risker och riskhantering
•	 Utbildning av medarbetare om 

miljö.
•	 Kontinuerlig kontroll och revide-

ring av leverantörer.

Risker och riskhantering
•	 Vid nya partnerskap hos fabriker 

är det grundläggande att det rå-
der goda arbetsförhållanden för 
att bli en godkänd leverantör.

•	 Under pandemin har RISE ej 
besökt nya samarbetspartners 
och detta behöver följas upp när 
världsläget stabiliserats.

Risker och riskhantering
•	 We aRe SpinDye®  har inga egna 

fabriker men har personal på 
plats i våra partners fabriker i 
samband med produktion och 
möten. Där kan vi diskutera 
de risker som eventuellt kan 
uppkomma gällande sociala 
förhållanden.

Risker och riskhantering
•	 We aRe SpinDye® har inga egna 

fabriker men har personal på 
plats i våra partners fabriker i 
samband med produktion och 
möten. Där kan vi diskutera de 
risker som eventuellt kan upp-
komma gällande korruption.
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FÖRSLAG TILL VINSTDISPOSITION 
 
Till årsstämmans förfogande står följande vinstmedel:

Överkursfond 214 489 978

Balanserad vinst -40 180 573

Årets resultat -8 648 131

Summa 165 661 274

 

Styrelsen föreslår att vinstmedlen disponeras så att:

Balanseras i ny räkning 165 661 274

165 661 274
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Finansiella rapporter

KONCERNENS RESULTAT 
 
Belopp i TSEK Not 2021 2020

Rörelsens intäkter

Nettoomsättning 3 235 595 3 015

Övriga rörelseintäkter 4 1 820 –

Totala intäkter 237 415 3 015

Rörelsens kostnader

Handelsvaror -85 018 –

Övriga externa kostnader 5,6 -119 839 21 342

Personalkostnader 7 -48 551 -545

Avskrivningar av materiella och immateriella anläggningstillgångar 8 -3 218 –

Avskrivningar/nedskrivningar goodwill 8 -25 118

Övriga rörelsekostnader 9 -4 219 –

Rörelseresultat -48 547 23 812

Ränteintäkter eller liknande resultatposter – –

Räntekostnader eller liknande resultatposter 10 -799 -1

Resultat efter finansiella poster -49 346 23 811

Skatt på årets resultat 11 433 -506

Årets resultat hänförligt till moderbolagets aktieägare -48 913 23 304
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BALANSRÄKNING - KONCERNEN 
 
Belopp i TSEK Not 31 dec 2021 31 dec 2020

TILLGÅNGAR

Anläggningstillgångar

Immateriella anläggningstillgångar

Övriga immateriella anläggningstillgångar 1, 12 5 526 –

Goodwill 1, 12 118 802 –

124 328 –

Materiella anläggningstillgångar

Inventarier, verktyg och installationer 1, 13 741 –

741 –

Finansiella anläggningstillgångar

Uppskjuten skattefordran –

Övriga finansiella anläggningstillgångar 14 1 447 –

1 447 –

Summa anläggningstillgångar 126 516 –

Omsättningstillgångar

Färdiga varor och handelsvaror 16 52 758 –

52 758 –

Kortfristiga fordringar

Kundfordringar 17 15 126 32 645

Övriga fordringar 5 132 30

Förutbetalda kostnader och upplupna intäkter 18 4 636 58

24 894 32 734

Likvida medel 21 6 495 108

Summa omsättningstillgångar 84 147 32 842

SUMMA TILLGÅNGAR 210 663 32 842
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Belopp i TSEK Not 31 dec 2021 31 dec 2020

EGET KAPITAL OCH SKULDER

Eget kapital  

Aktiekapital 23 1 625 50

Övrigt tillskjutet kapital 188 555 390

Annat eget kapital ink årets resultat -35 958 29 588

Eget kapital hänförligt till moderblagets aktieägare 154 222 30 028

Avsättningar

Uppskjuten skatt 19 1 231 1 659

1 231 1 659

Kortfristiga skulder

Checkräkningskredit – –

Förskott från kunder – –

Leverantörsskulder 31 585 –

Aktuella skatteskulder 249 –

Övriga skulder 11 321 1 084

Upplupna kostnader och förutbetalda intäkter 20 12 056 70

55 210 1 154

SUMMA EGET KAPITAL OCH SKULDER 210 663 32 842
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KASSAFLÖDESANALYS - KONCERNEN 
 
Belopp i TSEK Not 2021 2020

Den löpande verksamheten

Rörelseresultat -48 548 23 811

Justeringar 

   Avskrivningar och nedskrivningar 32 753 –

   Omvärdering av derivat – –

   Kursvinster -214 2

   Övrigt – –

Erhållen ränta – –

Erlagd ränta -799 -1

Betald/erhållen skatt – -386

Kassaflöde från den löpande verksamheten före förändringar av rörelsekapital -16 808 23 426

Kassaflöde från förändringar i rörelsekapital

Ökning(-)/Minskning(+) av varulager -23 333 –

Ökning(-)/Minskning(+) av rörelsefordringar 22 607 -22 232

Ökning(+)/Minskning(-) av rörelseskulder -9 109 -1 643

Kassaflöde från den löpande verksamheten -26 643 -449

Investeringsverksamheten

Förvärv av immateriella anläggningstillgångar -2 443 –

Förvärv av materiella anläggningstillgångar -70 –

Förvärv av finansiella anläggningstillgångar – –

Förvärv av dotterbolag 15 5 738 –

Förvärv via inkråmsförvärv 15 30 000

Förvärvade likvida medel – –

Kassaflöde från investeringsverksamheten 33 225 –

Finansieringsverksamheten

Amortering av lån – –

Nyemission – –

Transaktionskostnader – –

Upptagna lån – –

Kassaflöde från finansieringsverksamheten – –

Årets kassaflöde 6 582 -449

Likvida medel vid årets början 108 558

Utnyttjad checkkredit vid periodens början – –

Likvida medel vid periodens början (netto) 108 558

Kursdifferens i likvida medel -195 -1

Förändring utnyttjad checkkredit – –

Likvida medel vid periodens slut 21 6 495 108

Utnyttjad checkkredit vid periodens slut – –

Likvida medel vid årets slut (netto) 6 495 108
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FÖRÄNDRING I KONCERNENS EGET KAPITAL

Belopp i TSEK Aktiekapital Övrigt tillskjutet 
kapital

Annat eget kapital in-
klusive årets resultat

Eget kapital hänförligt 
till moderbolagets 

aktieägare

Eget kapital 2019-12-31  50  390 6 284 6 724

Årets resultat 23 304 23 304

Eget kapital 2020-12-31  50  390 29 588 30 028

Eget kapital 2020-12-31  50  390 29 588 30 028

Aktieägartillskott 30 518 30 518

Apportemission samt effekt av omvänt förvärv 1 575 157 647 -16 633 142 589

Årets resultat -48 913 -48 913

Eget kapital 2021-12-31 1 625 188 555 -35 958 154 222
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RESULTATRÄKNING - MODERBOLAGET 
 
Belopp i TSEK Not 2021 2020

Nettoomsättning 3 5 762 11 577

Övriga rörelseintäkter 4 141 959

5 903 12 536

Rörelsens kostnader

Handelsvaror -4 022 -9 654

Övriga externa kostnader 5,6 -5 006 -6 244

Personalkostnader 7 -4 859 -3 430

Avskrivningar av materiella och immateriella anläggningstillgångar 8 -306 -284

Övriga rörelsekostnader 9 – –

Rörelseresultat -8 291 -7 076

Ränteintäkter – –

Räntekostnader 10 -357 -456

Resultat efter finansiella poster -8 648 -7 532

Bokslutsdispositioner

Förändring periodiseringsfond – –

Resultat före skatt -8 648 -7 532

Inkomstskatt 11 – –

Årets resultat -8 648 -7 532
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BALANSRÄKNING - MODERBOLAGET 
 
 
Belopp i TSEK Not 31 dec 2021 31 dec 2020

TILLGÅNGAR

Anläggningstillgångar

Immateriella anläggningstillgångar

Övriga immateriella anläggningstillgångar 12 755 884

755 884

Materiella anläggningstillgångar

Inventarier, verktyg och installationer 13 328 141

328 141

Finansiella anläggningstillgångar

Andelar i koncernföretag 15 163 320 –

Övriga finansiella anläggningstillgångar – –

Fordringar hos koncernföretag – –

Uppskjuten skattefordran

163 320 –

Summa anläggningstillgångar 164 404 1 025

Omsättningstillgångar

Varulager m m

Färdiga varor och handelsvaror 16 1 260 707

Förskott till leverantörer – –

1 260 707

Kortfristiga fordringar

Kundfordringar 17 – –

Fordringar hos koncernföretag – –

Skattefordringar 16

Övriga fordringar 1 439 900

Förutbetalda kostnader och upplupna intäkter 18 505 1 238

 1 960 2 137

Likvida medel 21 4 025 22 263

Summa omsättningstillgångar 7 245 25 107

SUMMA TILLGÅNGAR 171 649 26 132
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Belopp i TSEK Not 31 dec 2021 31 dec 2020

EGET KAPITAL OCH SKULDER

Eget kapital  

Bundet eget kapital

Aktiekapital 23 1 625 770

Fond för utvecklingsutgifter 755 884

2 380 1 654

Fritt eget kapital

Överkursfond 214 490 56 842

Fond för utvecklingsutgifter – –

Föreslagen utdelning – –

Balanserad vinst -40 181 -32 777

Årets resultat -8 648 -7 532

165 662 16 533

Eget kapital hänförligt till moderblagets aktieägare 168 042 18 187

Obeskattade reserver  

Periodiseringsfonder – –

– –

Långfristiga skulder 

Långfristid skuld – –

Uppskjuten skatt 19 – –

– –

Kortfristiga skulder

Skulder till kreditinstitut   

Checkräkningskredit – –

Förskott från kunder 212 683

Leverantörsskulder 1 772 1 590

Skulder till koncernföretag 1 000 –

Aktuella skatteskulder – 99

Övriga skulder – 4 489

Upplupna kostnader och förutbetalda intäkter 20 624 1 083

3 607 7 945

SUMMA EGET KAPITAL OCH SKULDER 171 649 26 132
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KASSAFLÖDESANALYS - MODERBOLAGET 

Belopp i TSEK Not 2021 2020

Den löpande verksamheten

Rörelseresultat -8 291 -7 076

Justeringar för poster som inte ingår i kassaflödet:

   Avskrivningar och nedskrivningar 306 284

   Omvärdering av derivat – –

   Kursvinster / kursförluster – 0

Erhållen ränta – –

Erlagd ränta -357 -456

Återbetald/betald skatt – –

Kassaflöde från den löpande verksamheten före förändringar av rörelsekapital -8 342 -7 248

Kassaflöde från förändringar i rörelsekapital

Ökning(-)/Minskning(+) av varulager -553 -229

Ökning(-)/Minskning(+) av rörelsefordringar 178 6 961

Ökning(+)/Minskning(-) av rörelseskulder -4 338 -10

Kassaflöde från den löpande verksamheten -13 055 -526

Investeringsverksamheten

Förvärv av dotterföretag 15 -4 818 –

Förvärv av immateriella anläggningstillgångar – –

Förvärv av materiella anläggningstillgångar -365 –

Förvärv av finansiella anläggningstillgångar – –

Kassaflöde från investeringsverksamheten -5 183 –

Finansieringsverksamheten

Nyemission – 20 869

Emissionskostnader – –

Ändring kortfristiga finasiella skulder – -624

Kassaflöde från finansieringsverksamheten – 20 245

Årets kassaflöde -18 237 19 720

Likvida medel vid årets början 22 263 2 543

Utnyttjad checkkredit vid periodens början – –

Likvida medel vid periodens början (netto) 22 263 2 543

Kursdifferens i likvida medel – –

Förändring utnyttjad checkkredit – –

Likvida medel vid periodens slut 21 4 025 22 263

Utnyttjad checkkredit vid periodens slut – –

Likvida medel vid årets slut (netto) 4 025 22 263
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FÖRÄNDRING EGET KAPITAL MODERBOLAGET

TKR Aktiekapital Fond för  
utvecklingsutgifter

Överkursfond Balanserat resultat Summa EK

2021-01-01 770 884 56 842 -32 777 25 719

Balanseras i ny räkning -7 532 -7 532

Apportemission 855 157 648 158 502

Omklassificering -129 129 0

Årets resultat -8 648 -8 648

2021-12-31 1 625 755 214 490 -48 828 168 042
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Noter

Not 1 Redovisningsprinciper
Årsredovisningen är upprättad i enlighet med årsredovisningslagen och BFNAR 2012:1 Årsre-
dovisning och koncernredovisning.  
 
Principerna är oförändrade jämfört med föregående år.

KONCERNREDOVISNING

Grunder för konsolidering 
Koncernredovisningen omfattar moderbolaget och dess 
dotterbolag. De finansiella rapporter för moderbolaget 
och dotterbolagen som tagits in i koncernredovisningen 
avser, p.g.a det omvända förvärvet där Odd Molly Sveri-
ge AB ses som förvärvare av MBRS Group AB, de perioder 
som följer; Odd Molly Sverige AB för perioden 2021-01-
01—2021-12-31, för Odd Mollys dotterbolag Used By in-
ternational AB från förvärvstillfället och till räkenskaps-
årets slut (2021-04-01—2021-12-31) samt för MBRS från 
förvärvstillfället till räkenskapsårets slut (2021-07-01—
2021-12-31). P.g.a. det omvända förvärvet avser koncer-
nens jämförelsesiffror Odd Molly Sverige AB. De finan-
siella rapporterna för moderbolaget och dotterbolagen 
är upprättade enligt de redovisningsprinciper som gäller 
för koncernen. Alla koncerninterna fordringar och skul-
der, intäkter och kostnader, vinster eller förluster som 
uppkommer i transaktioner mellan företag som omfattas 
av koncernredovisningen elimineras i sin helhet. 

Dotterföretag
Dotterföretag är företag i vilka moderföretaget direkt el-
ler indirekt innehar mer än 50 % av röstetalet eller på an-
nat sätt har ett bestämmande inflytande. Bestämmande 
inflytande innebär en rätt att utforma ett företags finan-
siella och operativa strategier i syfte att erhålla ekono-
miska fördelar. Redovisningen av rörelseförvärv bygger 
på enhetssynen. Det innebär att förvärvsanalysen upp-
rättas per den tidpunkt då förvärvaren får bestämmande 
inflytande. Från och med denna tidpunkt ses förvärvaren 
och den förvärvade enheten som en redovisningsenhet. 

Tillämpningen av enhetssynen innebär vidare att alla till-
gångar (inklusive goodwill) och skulder samt intäkter och 
kostnader medräknas i sin helhet även för delägda dot-
terföretag.

Anskaffningsvärdet för dotterföretag beräknas till sum-
man av verkligt värde vid förvärvstidpunkten för erlagda 
tillgångar med tillägg av uppkomna och övertagna skulder 
samt emitterade egetkapitalinstrument, utgifter som är 
direkt hänförliga till rörelseförvärvet samt eventuell til�-
läggsköpeskilling. I förvärvsanalysen fastställs det verkliga 
värdet, med några undantag, vid förvärvstidpunkten av 
förvärvade identifierbara tillgångar och övertagna skulder 
samt minoritetsintresse. Minoritetsintresse värderas till 
verkligt värde vid förvärvstidpunkten. Från och med för-
värvstidpunkten inkluderas i koncernredovisningen det 
förvärvade företagets intäkter och kostnader, identifier-
bara tillgångar och skulder liksom eventuell uppkommen 
goodwill eller negativ goodwill.

Goodwill
Koncernmässig goodwill uppkommer när anskaffningsvär-
det vid förvärv av andelar i dotterföretag överstiger det i 
förvärvsanalysen fastställda värdet på det förvärvade före-
tagets identifierbara nettotillgångar. Goodwill redovisas till 
anskaffningsvärde med avdrag för ackumulerade avskriv-
ningar och eventuell nedskrivning.
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FORDRINGAR OCH SKULDER I UTLÄNDSK 
VALUTA

Monetära fordringar och skulder i utländsk valuta har räk-
nats om till balansdagens kurs. Valutakursdifferenser som 
uppkommer vid reglering eller omräkning av monetära pos-
ter redovisas i resultaträkningen det räkenskapsår det upp-
kommer, antingen som en rörelsepost eller som finansiell 
post utifrån den underliggande affärsmodellen

INTÄKTER 

Intäkter redovisas till verkligt värde av erhållen ersättning 
eller den ersättning som kommer att erhållas för sålda va-
ror och tjänster inom koncernens ordinarie verksamhet. 
Intäkterna består i huvudsak av försäljning av kläder och 
andra produkter inom koncernen via egna butiker, egen 
webbshop och till återförsäljare. Intäkten redovisas då leve-
rans har skett till kunden enligt gällande försäljningsvillkor. 
Intäkter redovisas exklusive mervärdesskatt och netto efter 
returer och rabatter. Övriga rörelseintäkter utgörs i huvud-
sak av kursvinster på fordringar/skulder av rörelsekaraktär 
och royalties.

ANLÄGGNINGSTILLGÅNGAR

Immateriella anläggningstillgångar
Immateriella anläggningstillgångar redovisas till anskaff-
ningsvärde med avdrag för ackumulerade avskrivningar och 
eventuella nedskrivningar. Tillgångarna skrivs av linjärt över 
tillgångarnas bedömda nyttjandeperiod. Nyttjandeperioden 
omprövas per varje balansdag. Pågående projekt skrivs inte 
av utan nedskrivningsprövas årligen. Följande nyttjandepe-
rioder tillämpas: 

 
Materiella anläggningstillgångar

Materiella anläggningstillgångar redovisas till anskaffningsvär-
de med avdrag för ackumulerade avskrivningar och eventuella 
nedskrivningar. Tillgångarna skrivs av linjärt över tillgångarnas 
bedömda nyttjandeperiod. Nyttjandeperioden omprövas per 
varje balansdag. Följande nyttjandeperioder tillämpas: 

Antal år

Inventarier, verktyg och maskiner 3-5

FINANSIELLA INSTRUMENT

Finansiella instrument redovisas i enlighet med reglerna i 
K3 kapitel 11, vilket innebär att värdering sker utifrån an-
skaffningsvärde.

Finansiella instrument som redovisas i balansräkningen inklu-
derar kundfordringar och övriga fordringar, leverantörsskulder 
och låneskulder. Instrumenten redovisas i balansräkningen när 
koncernen blir part i instrumentets avtalsmässiga villkor.

Finansiella tillgångar tas bort från balansräkningen när rätt-
en att erhålla kassaflöden från instrumentet har löpt ut eller 
överförts och koncernen har överfört i stort sett alla risker 
och förmåner som är förknippade med äganderätten.

Finansiella skulder tas bort från balansräkningen när förplik-
telserna har reglerats eller på annat sätt upphört.

Fordringar
Fordringar har upptagit till de belopp varmed de beräknas 
inflyta.

LEASING

Koncernen är leasetagare genom så kallade operationella 
leasingavtal då de ekonomiska risker och fördelar som är 
förknippade med tillgången inte har övergått till koncer-
nen. Leasingavgifterna, inklusive en eventuell första förhöjd 
hyra, redovisas som en kostnad linjärt över leasingperioden. 

Leasingavtal som innebär att de ekonomiska riskerna och 
fördelarna med att äga en tillgång i allt väsentligt överförs 
från leasegivaren till ett företag i koncernen klassificeras i 
koncernredovisningen som finansiella leasingavtal och re-
dovisas som tillgång respektive skuld i balansräkningen.

I moderbolaget redovisas samtliga leasingavtal, såväl finan-
siella som operationella, som operationella leasingavtal. 

VARULAGER 

Varulagret består i huvudsak av ordinarie kollektioner och 
provkollektioner. Varulagret värderas till det lägsta av an-
skaffningsvärdet och nettoförsäljningsvärdet. Provernas an-
skaffningsvärde består av varans produktionskostnad samt 
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tull och frakt. Kostnaderna för att utveckla varuprovet (s.k. 
surcharges) kostnadsförs direkt i resultaträkningen under 
övriga externa kostnader. Nettoförsäljningsvärdet motsvarar 
det uppskattade försäljningspriset vid normala förhållanden, 
med avdrag för kostnader som krävs för att genomföra för-
säljningen. Anskaffningsvärdet beräknas enligt den s.k. först-
in-först-ut-metoden som innebär att de tillgångar som finns i 
lager vid årsskiftet anses vara de senast anskaffade.

AVSÄTTNINGAR 

Avsättningar redovisas i balansräkningen när koncernen har 
en förpliktelse (legal eller informell) på grund av en inträffad 
händelse och då det är sannolikt att ett utflöde av resurser 
som är förknippade med ekonomiska fördelar kommer att 
krävas för att uppfylla förpliktelsen och beloppet kan be-
räknas på ett tillförlitligt sätt. Om koncernen räknar med 
att erhålla en gottgörelse motsvarande en avsättning som 
gjorts, till exempel genom ett försäkringsavtal, redovisas 
gottgörelsen som en tillgång i balansräkningen när det är 
i det närmaste säkert att gottgörelsen kommer att erhållas. 
Om effekten av tidsvärdet för den framtida betalningen be-
döms som väsentlig fastställs avsättningens värde genom 
att den bedömda framtida utbetalningen nuvärdesberäk-
nas med en diskonteringsfaktor före skatt som avspeglar 
marknadens aktuella värdering av tidsvärdet och de even-
tuella risker som hänförs till förpliktelsen. Den successiva 
ökning av det avsatta beloppet som nuvärdesberäkningen 
medför redovisas som en räntekostnad i resultaträkningen.

ERSÄTTNINGAR TILL ANSTÄLLDA 

Ersättningar till anställda avser alla typer av ersättningar 
som koncernen lämnar till de anställda. Koncernens ersätt-
ningar innefattar bland annat löner, betald semester, betald 
frånvaro, bonus och ersättningar efter avslutad anställning 
(pensioner). Redovisning sker i takt med intjänandet. 

Avgiftsbestämda pensionsplaner 
Avgifter för avgiftsbestämda pensionsplaner kostnads-
förs löpande. 

Bolagen har avgiftsbestämda pensionsförpliktelser, som 
innebär att bolaget betalar pensionsavgiften till en extern 
pensionsförsäkringsgivare. Medarbetarna får själva förvalta 
sina pensionstillgångar.

INKOMSTSKATT

Aktuell skatt är inkomstskatt för innevarande räkenskapsår 
som avser årets skattepliktiga resultat och den del av tidiga-
re räkenskapsårs inkomstskatt som ännu inte har redovisats. 
Aktuell skatt värderas till det sannolika beloppet enligt de 
skattesatser och skatteregler som gäller på balansdagen.

Uppskjuten skatt är inkomstskatt för skattepliktigt resultat 
avseende framtida räkenskapsår till följd av tidigare trans-
aktioner eller händelser. 

Uppskjuten skatt beräknas på temporära skillnader. En tem-
porär skillnad finns när det redovisade värdet på en tillgång 
eller skuld skiljer sig från det skattemässiga värdet. 

Uppskjuten skattefordran avseende underskottsavdrag 
eller andra framtida skattemässiga avdrag redovisas i den 
omfattning det är sannolikt att avdragen kan avräknas mot 
framtida skattemässiga överskott. 

För poster som redovisas i resultaträkningen redovisas där-
med sammanhängande skatt i resultaträkningen. För poster 
som redovisas direkt mot eget kapital redovisas även skat-
ten direkt mot eget kapital. 

MODERBOLAGETS REDOVISNINGSPRINCIPER

Moderbolaget tillämpar samma redovisningsprinciper som 
koncernen.

Aktier och andelar i dotterbolag redovisas till anskaffnings-
värde efter avdrag för eventuella nedskrivningar. I anskaff-
ningsvärdet ingår köpeskillingen som erlagts för aktierna i 
dotterbolaget samt förvärvskostnader. Eventuella kapital-
tillskott och koncernbidrag läggs till anskaffningsvärdet när 
de lämnas. Utdelning från dotterbolag redovisas som intäkt.

Transaktion 09222115557468655268 Signerat GÖ, PT, CR, AÖ, CT, JM, AA, SL



32ÅRSREDOVISNING 2021  |  MBRS GROUP AB (PUBL)

Not 2 Uppskattningar och bedömningar

INKURANS I VARULAGER

Koncernens försäljning är i vissa fall säsongsberoende och 
inför varje försäljningssäsong så finns ett betydande lager 
av varor färdigställda. Övervägande delen av dessa produk-
ter är både starkt modeberoende men även säsongsbeto-
nade och det finns risk för att priserna måste sättas ned. I 
bokslut görs nedskrivningar för inkurans enligt fastställd in-
kuranstrappa som är baserad på tidigare utfall. Årets resul-
tat har belastats med 9037 TSEK (0) för inkuransnedskriv-
ningar. Att fastställa nedskrivningsbehovet är en väsentlig 
och svår bedömningsfråga.

BONUSCHECKAR FRÅN KUNDKLUBBEN

Bonuscheckar som kunder erhållit vid köp och som inte 
utnyttats vid bokslutstillfället värderas till verkligt värde 
och redovisas som en kortfristig skuld, 446 TSEK (0). Bonu-
scheckens verkliga värde beräknas utifrån historiskt utfall 
baserat på de senaste årens nyttjandegrad. Tidigare erfa-
renhet visar att endast 30% av de tilldelade bonuscheckarna 
utnyttjas och värderingen av den kortfristiga skulden beak-
tar därmed detta.

Not 3 Fördelning per geografisk marknad
Fördelning av nettoomsättning sker baserat på den geografiska marknad där kunden finns.  
All försäljning avser varor.

NETTOOMSÄTTNING 
 
Koncernen 2021 2020

Sverige 124 253 3 015

Tyskland 23 572 –

Norge 15 416 –

Danmark 12 075 –

Schweiz 10 667 –

Övriga 49 612 –

235 595 3 015

Moderbolaget 2021 2020

Asien 5 594 8 441

EU 141 2 773

Sverige 27 353

Övriga - 11

5 762  11 577
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Not 4 Övriga rörelseintäkter 

 
Koncernen 2021 2020

Royalties produkter 257 –

Övrigt 1 563 –

1 820 –

Moderbolaget 2021 2020

Kursvinster på fordringar/skulder av rörelsekaraktär – 473

Övrigt 141 486

141 959

 
Not 5 Arvode och kostnadsersättning till revisorer 

Koncernen 2021 2020

Öhrings PricewaterhouseCoopers revisionsuppdrag 510 –

Öhrings PricewaterhouseCoopers Revisionsverksamhet utöver revisionsuppdraget 803 –

1 314 –

Moderbolaget

Öhrings PricewaterhouseCoopers revisionsuppdrag 299 –

Öhrings PricewaterhouseCoopers Revisionsverksamhet utöver revisionsuppdraget 283 –

Parameter revision revisionsuppdrag – 23

Parameter revision Revisionsverksamhet utöver revisionsuppdraget – 45

We Audit Sweden AB revisionsuppdrag – 34

582 102
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Not 6 Leasingavgifter avseende operationell leasing
Koncernen hyr ett antal lokaler för kontors- och butiksändamål samt har andra anläggningstillgångar enligt operationella 
leasingavtal. Framtida minimibetalningar avseende ingångna avtal för förhyrda tillgångar per 31 december:  
 
Koncernen 2021 2020

Inom ett år 3 819 –

Mellan ett och fem år 4 056 –

Efter fem år – –

7 875 –

varav hyreskostnader 7 248

Årets leasingavgift 8 049 –

 
Moderbolaget 2021 2020

Inom ett år 81 196

Mellan ett och fem år – 20

Efter fem år – –

81 217

varav hyreskostnader 81 217

Årets leasingavgift 496 607

 
Not 7 Anställda och personalkostnader

Medelantalet anställda 2021 varav män 2020 varav män

Koncernen 77 7 1 –

Moderbolaget 3 1 3 –

Alla anställda inom koncernen är anställda i Sverige. 

Styrelseledamöter och ledande befattningshavare 2021 2020

Koncernen 

Styrelsen 6 3

varav kvinnor 2 1

varav män 4 2

Moderbolaget

Antal styrelseledamöter 4 4

varav kninnor 1 1

varav män 3 3
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Löner, ersättningar m.m
Löner, ersättningar, sociala kostnader och pernsionskostnader har utgått med följande belopp:

Koncernen 2021 2020

Löner och ersättningar 33 363 396

Sociala kostnader (varav pensionskostnader) 15 188 149

(3 572) (20)

48 551 545

Moderbolaget 2021 2020

Löner och ersättningar 2 582 1 781

Sociala kostnader (varav pensionskostnader) 994 743

(128) (141)

3 575 2 524

Av moderbolagets pensionskostnader avser 67 TSEK (0) gruppen styrelse, VD och övriga ledande befattningshavare. Företagets uteståen-

de pensionsförpliktelser till dessa uppgår till 0 (f.å. 0). 

Löner och andra ersättningar fördelade mellan styrelseledamöter m.fl. och övriga anställda
 
Koncernen 2021 2020

Styrelseledamöter och VD 1 166 –

Sociala kostnader (varav pensionskostnader) 367 –

(67) (–)

Övriga anställda 32 196 396

Sociala kostnader (varav pensionskostnader) 14 822 149

(3 505) (20)

48 551 545

Moderbolaget 2021 2020

Styrelseledamöter och VD 1 166 813

Sociala kostnader (varav pensionskostnader) 367 342

(67) (–)

Övriga anställda 1 416 968

Sociala kostnader (varav pensionskostnader) 627 402

(61) (141)

3 575 2 525
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AVGÅNGSVEDERLAG

Företaget har inte träffat avtal om avgångsvederlag eller 
liknande förmåner till styrelseledamöter, verkställande di-
rektören eller andra personer i företagets ledning.

ERSÄTTNINGAR TILL LEDANDE 
BEFATTNINGSHAVARE			 

Ersättning till styrelse				  
	
Till styrelsens ordförande och ledamöter har ett arvode för 
2021 uppgående till totalt 670 TSEK kostnadsförts, vilket är 
i enlighet med den ersättning till styrelsen som årsstämman 
beslutat. Styrelsens ordförande erhåller ett arvode om 220 
TSEK. Samtliga övriga ledamöter erhåller en årlig ersättning 
om 150 TSEK vardera.  

Ersättning till verkställande direktören och ledande 
befattningshavare
Grundlönen till verkställande direktören uppgick 2021 till 
993 TSEK (0). Pensionskostnaderna 2021 uppgick till 67 TSEK 
(0). Villkor för ersättningspaket för verkställande direktören 
beslutas av styrelsen. Mellan företaget och verkställande di-
rektören gäller en uppsägningstid om 12 månader vid upp-
sägning från styrelsen och 6 månader vid uppsägning från 
verkställande direktörens sida.

Med ledande befattningshavare avsees endast den verkställande 
direktören.

Ersättningar till VD och övriga ledande befattningshavare har 
endast utgått i moderbolaget. Ingen rörlig ersättning i form av 
bonus har kostnadsförts för VD eller övriga under 2021

Not 8 Av- och nedskrivningar av materiella och immateriella 
anläggningstillgångar 
 
Koncernen 2021 2020

Balanserade utgifter för utvecklingsarbeten o likn -64 –

Koncessioner, patent, licenser, varumärken -200 –

Goodwill -25 118

Affärssystem -2 141 –

Inventarier, verktyg och installationer -813 –

-28 336 –

Moderbolaget 2021 2020

-129 -129

– –

– –

-177 -155

-306 -284
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Not 9 Övriga rörelsekostnader 
 
Koncernen 2021 2020

Förlust vid inkråmsförsäljning -4 416 –

Övrigt 197 –

-4 219 –

Moderbolaget 2021 2020

Förlust vid inkråmsförsäljning – –

Övrigt – –

– –

 

Not 10 Räntekostnader eller liknande resultatposter 
 
Koncernen 2021 2020

Räntekostnader -535 -1

Dröjsmålsränta -134 –

Övrigt -130 –

-799 -1

Moderbolaget 2021 2020

Räntekostnader -357 -456

Dröjsmålsränta – –

Övrigt – –

-357 -456

Not 11 Skatt på årets resultat 

Koncernen 2021 2020

Aktuell skatt – –

Uppskjuten skatt 433 -506

Skatt på schablonränta på periodiseringsfonder

433 -506

Moderbolaget 2021 2020

Aktuell skatt – –

Uppskjuten skatt – –

Skatt på schablonränta på periodiseringsfonder – –

– –
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AVSTÄMNING AV EFFEKTIV SKATT 

Koncernen 2021 2020

Resultat före skatt -49 346 23 811

Skatt enligt gällande skattesats för moderbolaget 20,6% (21,4%) 10 165 -5 095

Effekt befarade kundförluster – –

Effekt av ändrad skattesats –

Effekt ej avdragsgilla kostnader -223 -1 150

Effekt ej skattepliktiga intäkter – 5 743

Avdragsgilla ej resultatpåverkande poster – -120

Skatt på schablonränta på periodiseringsfonder -8 -8

Effekt av förändrad skattesats - -

Underskott för vilka uppskjuten skattefordran redovisas  –

Underskott för vilka uppskjuten skattefordran ej redovisas  -9 934

Övrigt 433 125

433 -506

Moderbolaget 2021 2020

Resultat före skatt -8 648 -7 532

Skatt enligt gällande skattesats för moderbolaget 20,6% ( 21,4%) 1 781 1 612

Effekt ej avdragsgilla kostnader – –

Effekt ej skattepliktiga intäkter –

Avdragsgilla ej resultatpåverkande poster – –

Skatt på schablonränta på periodiseringsfonder – –

Underskott för vilka uppskjuten skattefordran redovisas  

Effekt av underskott för vilka uppskjuten skattefordran ej redovisas  -1 781 -1 612

Övrigt

0 0
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Not 12 Immateriella anläggningstillgångar 

Koncernen 2021 2020

Övriga immateriella anläggningstillgångar

Ackumulerade anskaffningsvärden

Vid årets början – –

Anskaffningar övriga immateriella tillgångar via inkråmsöverlåtelse 10 090

Anskaffningar övriga immateriella tillgångar via rörelseförvärv 23 311

Årets inköp 2 450 –

 –

Omklassificeringar – –

Avyttringar och utrangeringar -22 024

Årets valutakursdifferenser – –

13 827 –

Ackumulerade avskrivningar enligt plan

Vid årets början – –

Avyttringar och utrangeringar 17 608 –

Avskrivningar vid övertagande genom inkråmsöverlåtelse -6 534

Avskrivningar vid övertagande genom rörelseförvärv -16 970

Årets avskrivning enligt plan på anskaffningsvärden övriga immateriella tillgångar  
via inkråmsöverlåtelse

-1 236 –

Årets avskrivning enligt plan på anskaffningsvärden övriga immateriella tillgångar  
via rörelseförvärv

-1 170

-8 301 –

Redovisat värde vid periodens slut 5 526 –

Övriga immateriella anläggningstillgångar består till största delen av aktiverade kostnader för webbshop. 
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Koncernen 2021 2020

Goodwill

Ackumulerade anskaffningsvärden

Vid årets början – –

Anskaffningar goodwill via rörelseförvärv 143 920 –

143 920 –

Ackumulerade avskrivningar enligt plan

Vid årets början – –

Årets avskrivning enligt plan på anskaffningsvärden goodwill -14 949 –

-14 949 –

Ackumulerade nedskrivningar - 

Årets nedskrivningar -10 169 –

-10 169 –

Redovisat värde vid periodens slut 118 802 –

 
Moderbolaget 2021 2020

Ackumulerade anskaffningsvärden

Vid årets början 1 287 1 287

Nyanskaffningar – –

1 287 1 287

Ackumulerade avskrivningar enligt plan

Vid årets början -403 -274

Årets avskrivning enligt plan på anskaffningsvärden -129 -129

-532 -403

Redovisat värde vid periodens slut 755 884

 

Nyttjandeperioden uppgår till  5 år 5 år

Moderbolagets övriga immateriella tillgångar består av aktiverade kostnader för utvecklingsutgifter.

Transaktion 09222115557468655268 Signerat GÖ, PT, CR, AÖ, CT, JM, AA, SL



41ÅRSREDOVISNING 2021  |  MBRS GROUP AB (PUBL)

Not 13 Materiella anläggningstillgångar 

Koncernen 2021 2020

Ackumulerade anskaffningsvärden

Vid årets början – –

Anskaffning av materiella tillgångar via inkråmsöverlåtelse 21 909

Anskaffning av materiella tillgångar via rörelseförvärv 1 141 –

Avyttringar och utrangeringar – –

Årets valutakursdifferenser – –

23 050 –

Ackumulerade avskrivningar enligt plan

Vid årets början – –

Avyttringar och utrangeringar – –

Avskrivningar vid övertagande genom inkråmsöverlåtelse -20 790 –

Avskrivningar vid övertagande genom rörelseförvärv -706

Årets avskrivning enligt plan på anskaffningsvärden övriga immateriella tillgångar  
via inkråmsöverlåtelse

-706

Årets avskrivning enligt plan på anskaffningsvärden övriga immateriella tillgångar 
 via rörelseförvärv

-107 –

-22 310 –

Redovisat värde vid periodens slut 741 0

Moderbolaget 2021 2020

Ackumulerade anskaffningsvärden

Vid årets början 777 777

Nyanskaffningar 365 –

Omklassificeringar – –

Avyttringar och utrangeringar – –

1 141 777

Ackumulerade avskrivningar enligt plan

Vid årets början -636 -481

Förvärv av dotterföretag – –

Avyttringar och utrangeringar – –

Omklassificeringar – –

Årets avskrivning enligt plan på anskaffningsvärden -177 -155

-813 -636

Redovisat värde vid periodens slut 328  141

  

Nyttjandeperioden uppgår till 3-5 år 3-5 år

Materiella anläggningstillgångar består i moderbolaget och i hela koncernen till största delen av inredning. 
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Not 14 Övriga finansiella anläggningstillgångar   

Koncernen 2021 2020

Ackumulerade anskaffningsvärden

Vid årets början – –

Depositioner 1 447 –

Avyttringar och utrangeringar – –

Omklassificeringar – –

Redovisat värde vid periodens slut 1 447 –

 
Not 15 Andelar i koncernföretag 
 

2021 2020

Ingående ackumulerade anskaffningsvärden – –

Anskaffningar 163 320 –

Utgående ackumulerade anskaffningsvärden 163 320 –

SPECIFIKATION AV MODERFÖRETAGETS OCH KONCERNENS  
INNEHAV AV ANDELAR I KONCERNFÖRETAG 
 
Dotterföretag / Org nr / Säte Antal andelar Antal i % i) Redovisat  värde

Odd Molly Sverige AB, 556953-9066, Stockholm, Sverige 50 000 100,0 163 295

Used By International AB, 556650-9211, Stockholm, Sverige

NewCo 8223 Sweden AB, 559348-5427, Stockholm, Sverige 25 000 100,0 25

163 320

Ägarandelen av kapitalet avses, vilket även överensstämmer med andelen av rösterna för totalt antal aktier. Under 2022 har NewCo 8223 
Sweden AB bytt namn till We aRe Spin Dye AB. 

Den 1 januari 2021 förvärvade Odd Molly Sverige AB den del 
av rörelsen i Odd Molly International AB (numera Logistea AB) 
som avsåg modeverksamheten genom ett inkråmsförvärv 
med motpart under gemensamt bestämmande inflytande. 

Köpeskillingen, som erlagts med revers, uppgick till 5 920 
TSEK, vilket motsvarar de koncernmässiga värdena. Förvär-
vade tillgångar och skulder har redovisats i koncernen till 
historiskt koncernvärde.

Den 31 mars 2021 förvärvade Odd Molly Sverige AB 100% 
av aktierna i Used By International AB. Transaktionen ge-

nomfördes med motpart under gemensamt bestämman-
de inflytande.

Köpeskillingen, som erlagts med revers, uppgick till 13 504 
TSEK, vilket motsvarar de koncernmässiga värdena. Förvär-
vade tillgångar och skulder har redovisats i koncernen till 
historiskt koncernvärde.

Den 1 juli förvärvade MBRS Group 100% av aktierna i Odd 
Molly Sverige AB genom att emittera 7 769 718 aktier till 
den före detta ägaren i Odd Molly Sverige AB, dvs Odd Mol-
ly International AB (publ) (numera Logistea AB).
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Logistea AB har därefter vid bolagsstämma beslutat om att 
dela ut aktierna i MBRS till dess aktieägare. Genom transak-
tionen fick därmed Odd Mollys tidigare ägare en ägarandel 
om 52,95% i MBRS.

Genom att Odd Mollys tidigare ägare därmed fått bestäm-
mande inflytande över MBRS anses förvärvet utgöra ett 
omvänt förvärv. Marknadsvärdet av de aktier som MBRS 
emitterat uppgår till 158 502 TSEK. 

Som  köpeskilling vid förvärvsanalysen används det antal 
aktier som Odd Molly skulle behövt emittera för att uppnå 
en ägarandel om 52,95% i MBRS. Detta belopp uppgår till 
142 862 TSEK.

Not 16 Varulager
Lagervärdet i koncernen är per 31 december 2021 redovisat efter avdrag för inkurans som uppgick till 9 037 TSEK (0).  
Kostnaden för nedskrivningar och lagerjusteringar under 2021 uppgick till 0 TSEK (0). 

Not 17 Kundfordringar 

Koncernen 2021-12-31 2020-12-31

Totala kundfordringar 15 126 32 645

Moderbolaget 2021-12-31 2020-12-31

Totala kundfordringar – –

Reserv för förväntade kreditförluster
Avsättningar för befarade kreditförluster uppgår i koncernen till 22 procent (0) av totala kundfordringar. I moderbolaget 
finns ingen avsättning. Samtliga avsättningar avser kundfordringar äldre än 60 dagar. Förfallna ej reserverade kundfordring-
ar avser fordringar för ett antal kunder vilka tidigare ej haft några betalningssvårigheter. För koncernen uppgick konstate-
rade kundförluster till 0,2 procent (0) av periodens nettoomsättning. I moderbolaget har inga kundförluster konstaterats 
under året. 
 
Koncernen 2021 2020

Avsättning vid årets början -2 752 –

Årets reserveringar för befarade kreditförluster -977 –

Konstaterade kreditförluster 472 –

Valutakursdifferens – –

-3 258  -      

Moderbolaget 2021 2020

Avsättning vid årets början – –

Årets reserveringar för befarade kreditförluster – –

Konstaterade kreditförluster – –

– –

Transaktion 09222115557468655268 Signerat GÖ, PT, CR, AÖ, CT, JM, AA, SL



44ÅRSREDOVISNING 2021  |  MBRS GROUP AB (PUBL)

Not 18 Förutbetalda kostnader och upplupna intäkter 

Koncernen 2021-12-31 2020-12-31

Hyreskostnader 1 437 –

Produktionskostnader 152 –

Övriga poster 3 047 58

4 636 58

Moderbolaget 2021-12-31 2020-12-31

Hyreskostnader – 19

Produktionskostnader 152 1 082

Övriga poster 353 137

505 1 238

Not 19 Avsättning för uppskjuten skatt
Uppskjuten skatt på obeskattade reserver redovisas till skattesats 20,6% (21,4%).

Koncernen 2021-12-31 2020-12-31

Uppskjuten skattefordran

Uppskjuten skatt temporära skillnader – –

Underskottsavdrag – –

– –

– –

Uppskjuten skatteskuld

Uppskjuten skatt periodiseringsfond 1 231 1 659

Internvinst lager – –

1 231 1 659

Moderbolaget 2021-12-31 2020-12-31

Uppskjuten skattefordran

Underskottsavdrag – –

Uppskjuten skatt temporära skillnader – –

– –

Uppskjuten skatteskuld

Uppskjuten skatt periodiseringsfond – –

Internvinst lager – –

– –
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Not 20 Upplupna kostnader och förutbetalda intäkter 

Koncernen 2021-12-31 2020-12-31

Försäljningsprovisioner 196 –

Semesterlöneskuld 2 296 24

Upplupna löner 127 –

Sociala avgifter semesterlöneskuld 714 8

Övriga poster 8 724 38

12 056 70

Moderbolag 2021-12-31 2020-12-31

Försäljningsprovisioner – –

Semesterlöneskuld 343 221

Upplupna löner – –

Sociala avgifter semesterlöneskuld 108 69

Reserver returhantering – –

Särskild löneskatt – –

Övriga poster 173 792

624 1 083

Not 21 Likvida medel  

Koncernen 2021-12-31 2020-12-31

Kassamedel – –

Banktillgodhavanden 6 495 108

Spärrmedel – –

6 495 108

Moderbolag 2021-12-31 2020-12-31

Kassamedel – –

Banktillgodhavanden 4 025 22 263

Spärrmedel – –

4 025 22 263
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Not 22 Ställda säkerheter   

Koncernen 2021-12-31 2020-12-31

Företagsinteckningar 5 000 –

Pantsatta fordringar 3 287 –

Eventualförpliktelser – –

8 287 –

Moderbolag 2021-12-31 2020-12-31

Företagsinteckningar 5 000 5 000

Pantsatta fordringar – –

Eventualförpliktelser – –

5 000 5 000

Företagsinteckningarna är ställda som säkerhet gentemot bank för att fungera som säkerhet för checkkredit  samt säkerheter för lån.

Pantsatta fordringar som säkerhet vid fakturabelåning. 

Not 23 Upplysningar om aktiekapital  

Antal aktier Aktiekapital (TSEK)

Antal/värde vid årets ingång 7 003 041 770

Apportemission 2021-07-01 7 769 718 855

14 772 759 1 625

Aktiekapitalet består av 14 772 759 A-aktier med ett kvotvärde 0,11 kr (7 003 041 aktier med ett kvotvärde 0,11).

Not 24 Transaktioner med närstående
Under räkenskapsåret 2021 köpte MBRS-Group konsulttjänster för 300 TSEK avseende rådgivning ibland annat finansiella 
och strukturella frågor från ett av styrelseledamoten Christian Rasmussen helägt bolag. Samtliga transaktioner med närstå-
ende har, enligt styrelsens bedömning, skett på marknadsmässiga villkor. 
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Not 25 Händelser efter 
balansdagen
•	 We aRe SpinDye AB namnändrar till MBRS Group AB. 

•	 Niclas Ekdahl utses till ny VD i MBRS Group. 

•	 Inkråmet avseende koncernens Fashion tech verksam-
het överläts till nytt bolag inom koncernen vederlags-
fritt i januari 2022.

•	 MBRS Group fullföljer förvärvet av Best of Brands 
Group. Efter förvärvet är antal utestående aktier per 10 
januari 2022 36 931 898 aktier, antalet teckningsoptio-
ner är oförändrat. 

•	 MBRS Group tar upp bryggfinansiering om 15 MSEK från 
Collector bank inför den planerade företrädesemissionen. 

•	 MBRS Group offentliggör utfallet för nyttjande av 
teckningsoptioner av serie to1. Totalt tecknades 1860 
aktier, genom utnyttjande av 1860 teckningsoptioner, 
MBRS Group tillfördes därmed 19 350 SEK före emis-
sionskostnader.

•	 MBRS Group beslutar om att genomföra en fullt ut garan-
terad företrädesemission i mars 2022 om ca. 50 MSEK. 

•	 MBRS Group offentliggör prospekt avseende företrädes-
emission.

•	 I april 2022 beslutade styrelsen i MBRS Group att an-
söka om konkurs för ett av bolagen i koncernen, Cam-
padre Scandinavia AB. Konkursansökan lämnades till 
Stockholms Tingsrätt den 6 april 2022.

•	 I april 2022 tillträder tidigare vd Andreas Andrén som 
tillförordnad vd, då Niclas Ekdahl lämnat vd-posten.

•	 Efter räkenskapsårets utgång har det fruktansvärda kri-
get i Ukraina brutit ut. Koncernen är inte direkt drab-
bad av kriget men kan komma att bli indirekt påverkade 
av ökade transportkostnader, ökade råvarukostnader 
samt ökad inflation. Vad kriget kommer ha för påverkan 
på konsumentbeteenden framåt är svårt att utröna.

Not 26 Disposition av vinst
Förslag till disposition beträffande bolagets vinst 
 
Till årsstämmans förfogande står följande vinstmedel:

Överkursfond 214 489 978

Balanserad vinst -40 180 573

Årets resultat -8 648 131

Summa 165 661 274

Styrelsen föreslår att vinstmedlen disponeras så att:

Balanseras i ny räkning 165 661 274

165 661 274

 
Not 27 Definition av nyckeltal
Soliditet
Justerat eget kapital i procent av balansomslutning 

Avkastning på eget kapital 
Resultat efter finansiella poster i procent av genomsnittligt 
justerat eget kapital.

Resultat per aktie
Periodens resultat efter skatt dividerat med antal aktier.
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Underskrifter
Styrelsen och verkställande direktören försäkrar att årsredovisningen 2021 ger en rättvisande översikt av företagets och 
koncernens verksamhet, ställning och resultat samt beskriver de väsentliga risker och osäkerhetsfaktorer som företaget och 
de företag som ingår i koncernen står inför.

Stockholm den dag som framgår av vår elektroniska underskrift

 
Vår revisionsberättelse har lämnats den dag som framgår av vår elektroniska underskrift
 
Öhrlings PricewaterhouseCoopers AB 

 
Sandra Lindvall  
Auktoriserad revisor 

FÖR VIDARE INFORMATION VÄNLIGEN KONTAKTA:

Andreas Andrén, Tillförordnad VD 
Mail: andreas@spindye.com 
Tel:  073-679 14 75

Denna information är sådan som MBRS Group AB (publ) är 
skyldig att offentliggöra enligt EU:s marknadsmissbruksför-
ordning. 

Johan Mark
Styrelseledamot

Andreas Andrén  
Tillförordnad VD

Gustaf Öhrn
Styrelsens ordförande

Anna Öhlin
Styrelseledamot

Christian Rasmussen
Styrelseledamot

Per Anders Törnberg
Styrelseledamot

Christina Tillman
Styrelseledamot
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Brands 

Fashion Tech

MBRS Group AB (publ) 
Hornsbruksgatan 23B 

117 34 Stockholm  
Org. nr. 556961-6815 

 
För mer information besök 

www.mbrs-group.com
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      217.198.74.212

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The initiator Hanna Nilsson (HN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-05-08 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gustaf.ohrn@verb.se) to Gustaf Öhrn (GÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pelle@tornberg.to) to Per Törnberg (PT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Christian@Rasmussen.se) to Christian Rasmussen (CR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annasofiaohlin@gmail.com) to Anna Öhlin (AÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (christina@stocksundet.com) to Christina Tillman (CT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan74mark@gmail.com) to Johan Mark (JM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (andreas@spindye.com) to Andreas Andrén (AA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:36.000812 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sandra.lindvall@pwc.com) to Sandra Lindvall (SL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-05 11:38:41.181976 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gustaf Öhrn (GÖ) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.205367 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per Törnberg (PT) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.228212 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Christian Rasmussen (CR) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.25069 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Öhlin (AÖ) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.273562 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Mark (JM) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.296091 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Andreas Andrén (AA) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:41.318909 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sandra Lindvall (SL) was delivered.

      


    

  



  

  

    		2022-05-05 11:38:47.524643 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pelle@tornberg.to was opened.

      


    

  



  

  

    		2022-05-05 11:38:47.577555 UTC ±6 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Christina Tillman (CT) was delivered.

      


    

  



  

  

    		2022-05-05 11:43:27.1738 UTC ±7 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gustaf.ohrn@verb.se was opened.

      


    

  



  

  

    		2022-05-05 12:02:22.110107 UTC ±11 ms

    		2022-05-05 11:09:28.386744 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sandra.lindvall@pwc.com was opened.

      


    

  



  

  

    		2022-05-05 12:31:48.185546 UTC ±4 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to andreas@spindye.com was opened.

      


    

  



  

  

    		2022-05-05 12:46:21.461182 UTC ±7 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      193.12.104.58

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The party Andreas Andrén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 12:46:22.677378 UTC ±7 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to andreas@spindye.com was opened.

      


    

  



  

  

    		2022-05-05 12:48:13.690667 UTC ±7 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Sandra Lindvall (SL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 12:48:18.11519 UTC ±7 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sandra.lindvall@pwc.com was opened.

      


    

  



  

  

    		2022-05-05 12:52:59.656174 UTC ±8 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      94.234.64.116

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Christian Rasmussen (CR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 12:53:00.353916 UTC ±8 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Christian@Rasmussen.se was opened.

      


    

  



  

  

    		2022-05-05 12:53:42.065857 UTC ±8 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      176.10.207.189

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Christian Rasmussen (CR) changed the text in the text field “ID number” from 

  blank

 to 

  “8309258211”

.  

      


    

  



  

  

    		2022-05-05 12:53:46.986973 UTC ±8 ms

    		2022-05-05 12:09:29.898104 UTC

    		

      176.10.207.189

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Christian Rasmussen (CR) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: CHRISTIAN RASMUSSEN

  
ID number: 

  198309258211



  
IP: 176.10.207.189




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-05 14:58:55.748416 UTC ±10 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Christian@Rasmussen.se was opened.

      


    

  



  

  

    		2022-05-05 15:00:16.501212 UTC ±10 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      90.129.205.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Andreas Andrén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 15:00:22.010335 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to andreas@spindye.com was opened.

      


    

  



  

  

    		2022-05-05 15:01:41.865379 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      90.129.205.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Andreas Andrén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 15:02:06.03518 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      90.129.205.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Andreas Andrén (AA) changed the text in the text field “ID number” from 

  blank

 to 

  “198206076617”

.  

      


    

  



  

  

    		2022-05-05 15:02:24.488521 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      90.129.205.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Andreas Andrén (AA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: Hans Magnus Andreas Andrén

  
ID number: 

  198206076617



  
IP: 90.129.205.84




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-05 15:02:56.173472 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan74mark@gmail.com was opened.

      


    

  



  

  

    		2022-05-05 15:02:56.661214 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      95.205.134.226

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Mark (JM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 15:03:36.515013 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      95.205.134.226

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Johan Mark (JM) changed the text in the text field “ID number” from 

  blank

 to 

  “197401247577”

.  

      


    

  



  

  

    		2022-05-05 15:03:48.670537 UTC ±11 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      95.205.134.226

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johan Mark (JM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: Johan Wilhelm Mark

  
ID number: 

  197401247577



  
IP: 95.205.134.226




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-05 15:08:37.83493 UTC ±12 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      217.61.224.18

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/101.0.4951.44 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anna Öhlin (AÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 15:08:39.566859 UTC ±12 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to annasofiaohlin@gmail.com was opened.

      


    

  



  

  

    		2022-05-05 15:09:05.605103 UTC ±12 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      217.61.224.18

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/101.0.4951.44 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anna Öhlin (AÖ) changed the text in the text field “ID number” from 

  blank

 to 

  “8512286249”

.  

      


    

  



  

  

    		2022-05-05 15:09:16.252864 UTC ±12 ms

    		2022-05-05 14:09:34.924974 UTC

    		

      217.61.224.18

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/101.0.4951.44 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Anna Öhlin (AÖ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: ANNA ERIKSSON ÖHLIN

  
ID number: 

  198512286249



  
IP: 217.61.224.18




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-05 15:15:06.991447 UTC ±2 ms

    		2022-05-05 15:09:37.554099 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to christina@stocksundet.com was opened.

      


    

  



  

  

    		2022-05-05 15:19:04.58899 UTC ±3 ms

    		2022-05-05 15:09:37.554099 UTC

    		

      90.235.22.104

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustaf Öhrn (GÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 15:20:07.469812 UTC ±3 ms

    		2022-05-05 15:09:37.554099 UTC

    		

      90.235.22.104

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Gustaf Öhrn (GÖ) changed the text in the text field “ID number” from 

  blank

 to 

  “6707191034”

.  

      


    

  



  

  

    		2022-05-05 15:20:22.791527 UTC ±3 ms

    		2022-05-05 15:09:37.554099 UTC

    		

      90.235.22.104

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Gustaf Öhrn (GÖ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: Karl Gustav Ingemar Öhrn

  
ID number: 

  196707191034



  
IP: 90.235.22.104




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-05 18:55:40.043942 UTC ±8 ms

    		2022-05-05 18:09:43.086087 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to annasofiaohlin@gmail.com was opened.

      


    

  



  

  

    		2022-05-05 20:16:09.384905 UTC ±5 ms

    		2022-05-05 20:09:46.840342 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Sandra Lindvall (SL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-05 20:16:12.415632 UTC ±5 ms

    		2022-05-05 20:09:46.840342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sandra.lindvall@pwc.com was opened.

      


    

  



  

  

    		2022-05-05 23:09:18.518982 UTC ±10 ms

    		2022-05-05 22:09:50.398147 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to andreas@spindye.com was opened.

      


    

  



  

  

    		2022-05-06 06:30:43.820581 UTC ±5 ms

    		2022-05-06 06:10:11.330198 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pelle@tornberg.to was opened.

      


    

  



  

  

    		2022-05-06 08:19:46.655004 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      195.67.35.10

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Christina Tillman (CT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 08:20:52.307999 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      217.213.77.53

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Christina Tillman (CT) changed the text in the text field “ID number” from 

  blank

 to 

  “6804050562”

.  

      


    

  



  

  

    		2022-05-06 08:21:17.371007 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      217.213.77.53

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Christina Tillman (CT) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: CHRISTINA TILLMAN

  
ID number: 

  196804050562



  
IP: 217.213.77.53




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-06 08:21:24.423842 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      90.129.222.241

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per Törnberg (PT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 08:21:25.953813 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pelle@tornberg.to was opened.

      


    

  



  

  

    		2022-05-06 08:21:55.654188 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      90.129.222.241

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Per Törnberg (PT) changed the text in the text field “ID number” from 

  blank

 to 

  “195602281411”

.  

      


    

  



  

  

    		2022-05-06 08:22:10.438137 UTC ±2 ms

    		2022-05-06 08:10:15.943474 UTC

    		

      90.129.222.241

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Per Törnberg (PT) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: Per Anders Törnberg

  
ID number: 

  195602281411



  
IP: 90.129.222.241




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-06 11:02:24.652889 UTC ±13 ms

    		2022-05-06 10:10:19.557571 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The party Sandra Lindvall (SL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 11:02:28.583233 UTC ±13 ms

    		2022-05-06 10:10:19.557571 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to sandra.lindvall@pwc.com was opened.

      


    

  



  

  

    		2022-05-06 11:04:59.432205 UTC ±13 ms

    		2022-05-06 10:10:19.557571 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Sandra Lindvall (SL) changed the text in the text field “ID number” from 

  blank

 to 

  “198511062948”

.  

      


    

  



  

  

    		2022-05-06 11:05:11.011871 UTC ±13 ms

    		2022-05-06 10:10:19.557571 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The document was signed by Sandra Lindvall (SL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIk1CUlMtQcyKUjIxIEZJTkFMIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0Njg2NTUyNjgu












Data returned from 

  the BankID network

:

  
Name: SANDRA LINDVALL

  
ID number: 

  198511062948



  
IP: 188.149.191.111




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-05-06 11:05:11.011871 UTC ±13 ms

    		2022-05-06 10:10:19.557571 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.34 ms

		standard deviation: 0.95 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.680%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-03-25 18:35:34.136065 UTC and 2022-05-06 10:10:19.557571 UTC:







  		Time collected

  		Clock offset







  

    		2022-03-25 18:35:34.136065

    		0.4 ms

  





  

    		2022-03-25 19:35:35.754895

    		-0.9 ms

  





  

    		2022-03-25 20:35:37.854771

    		-1.3 ms

  





  

    		2022-03-25 21:35:39.527744

    		-1.6 ms

  





  

    		2022-03-25 22:35:42.115735

    		-3.1 ms

  





  

    		2022-03-25 23:35:43.953118

    		-1.1 ms

  





  

    		2022-03-26 00:35:45.774986

    		-1.3 ms

  





  

    		2022-03-26 01:35:47.356099

    		-1.0 ms

  





  

    		2022-03-26 02:35:49.123562

    		0.7 ms

  





  

    		2022-03-26 03:35:52.226291

    		1.2 ms

  





  

    		2022-03-26 04:35:54.88098

    		0.6 ms

  





  

    		2022-03-26 05:35:56.583521

    		0.1 ms

  





  

    		2022-03-26 06:35:58.743159

    		0.2 ms

  





  

    		2022-03-26 07:36:00.738036

    		4.3 ms

  





  

    		2022-03-26 08:36:02.847745

    		3.9 ms

  





  

    		2022-03-26 09:36:05.116987

    		-2.6 ms

  





  

    		2022-03-26 10:36:06.947294

    		-1.5 ms

  





  

    		2022-03-26 11:36:08.705078

    		-1.2 ms

  





  

    		2022-03-26 12:36:10.670317

    		0.7 ms

  





  

    		2022-03-26 13:36:13.571687

    		0.4 ms

  





  

    		2022-03-26 14:36:15.471824

    		1.3 ms

  





  

    		2022-03-26 15:36:17.460537

    		-0.3 ms

  





  

    		2022-03-26 16:36:19.000488

    		-0.8 ms

  





  

    		2022-03-26 17:36:20.803024

    		-1.3 ms

  





  

    		2022-03-26 18:36:22.798523

    		-1.6 ms

  





  

    		2022-03-26 19:36:24.981935

    		-1.2 ms

  





  

    		2022-03-26 20:36:27.234206

    		1.0 ms

  





  

    		2022-03-26 21:36:29.477251

    		0.1 ms

  





  

    		2022-03-26 22:36:32.598553

    		-1.3 ms

  





  

    		2022-03-26 23:36:35.048278

    		-2.4 ms

  





  

    		2022-03-27 00:36:37.266638

    		-1.2 ms

  





  

    		2022-03-27 01:36:38.98641

    		-1.6 ms

  





  

    		2022-03-27 02:36:40.84623

    		-1.2 ms

  





  

    		2022-03-27 03:36:44.574818

    		-0.1 ms

  





  

    		2022-03-27 04:36:48.310265

    		-1.9 ms

  





  

    		2022-03-27 05:36:50.500943

    		-1.4 ms

  





  

    		2022-03-27 06:36:52.837885

    		0.8 ms

  





  

    		2022-03-27 07:36:54.903803

    		1.1 ms

  





  

    		2022-03-27 08:36:56.677384

    		0.5 ms

  





  

    		2022-03-27 09:36:58.265146

    		0.9 ms

  





  

    		2022-03-27 10:37:00.205268

    		0.1 ms

  





  

    		2022-03-27 11:37:01.891268

    		-0.2 ms

  





  

    		2022-03-27 12:37:03.643354

    		-0.3 ms

  





  

    		2022-03-27 13:37:06.113303

    		0.2 ms

  





  

    		2022-03-27 14:37:08.665872

    		0.0 ms

  





  

    		2022-03-27 15:37:11.258752

    		0.1 ms

  





  

    		2022-03-27 16:37:13.647523

    		-0.5 ms

  





  

    		2022-03-27 17:37:15.763672

    		0.3 ms

  





  

    		2022-03-27 18:37:17.646283

    		-0.3 ms

  





  

    		2022-03-27 19:37:19.250065

    		0.2 ms

  





  

    		2022-03-27 20:37:21.231998

    		-0.6 ms

  





  

    		2022-03-27 21:37:22.826408

    		-0.5 ms

  





  

    		2022-03-27 22:37:24.730013

    		-0.9 ms

  





  

    		2022-03-27 23:37:26.694943

    		-0.8 ms

  





  

    		2022-03-28 00:37:28.718007

    		-0.7 ms

  





  

    		2022-03-28 01:37:30.807551

    		-1.6 ms

  





  

    		2022-03-28 02:37:32.733644

    		-1.4 ms

  





  

    		2022-03-28 03:37:35.093501

    		1.3 ms

  





  

    		2022-03-28 04:37:36.914763

    		0.0 ms

  





  

    		2022-03-28 05:37:39.15033

    		-0.2 ms

  





  

    		2022-03-28 06:37:41.332647

    		1.0 ms

  





  

    		2022-03-28 07:37:43.878937

    		-0.8 ms

  





  

    		2022-03-28 08:37:46.33391

    		0.8 ms

  





  

    		2022-03-28 09:37:49.038063

    		-0.9 ms

  





  

    		2022-03-28 10:37:50.767465

    		0.8 ms

  





  

    		2022-03-28 11:37:53.686191

    		0.8 ms

  





  

    		2022-03-28 12:37:56.005066

    		4.6 ms

  





  

    		2022-03-28 13:37:58.64379

    		0.6 ms

  





  

    		2022-03-28 14:38:00.463119

    		4.9 ms

  





  

    		2022-03-28 15:38:02.726812

    		-2.6 ms

  





  

    		2022-03-28 16:38:04.976005

    		2.5 ms

  





  

    		2022-03-28 17:38:06.658452

    		-2.4 ms

  





  

    		2022-03-28 18:38:09.264357

    		0.9 ms

  





  

    		2022-03-28 19:38:11.464465

    		-3.9 ms

  





  

    		2022-03-28 20:38:13.183247

    		-4.9 ms

  





  

    		2022-03-28 21:38:14.918742

    		-4.2 ms

  





  

    		2022-03-28 22:38:16.559708

    		-4.1 ms

  





  

    		2022-03-28 23:38:18.29636

    		-4.0 ms

  





  

    		2022-03-29 00:38:19.953278

    		-0.9 ms

  





  

    		2022-03-29 01:38:21.620554

    		-1.8 ms

  





  

    		2022-03-29 02:38:23.555722

    		2.1 ms

  





  

    		2022-03-29 03:38:27.389462

    		-0.2 ms

  





  

    		2022-03-29 04:38:29.750422

    		1.4 ms

  





  

    		2022-03-29 05:38:32.512184

    		0.5 ms

  





  

    		2022-03-29 06:38:34.290721

    		0.3 ms

  





  

    		2022-03-29 07:38:37.038287

    		0.0 ms

  





  

    		2022-03-29 08:38:38.889036

    		0.1 ms

  





  

    		2022-03-29 09:38:40.753649

    		-0.8 ms

  





  

    		2022-03-29 10:38:42.578386

    		-1.9 ms

  





  

    		2022-03-29 11:38:44.60939

    		-0.9 ms

  





  

    		2022-03-29 12:38:47.057045

    		-1.9 ms

  





  

    		2022-03-29 13:38:49.809741

    		-0.6 ms

  





  

    		2022-03-29 14:38:51.963258

    		0.0 ms

  





  

    		2022-03-29 15:38:53.837277

    		1.4 ms

  





  

    		2022-03-29 16:38:55.406612

    		0.2 ms

  





  

    		2022-03-29 17:38:57.810529

    		0.2 ms

  





  

    		2022-03-29 18:38:59.754375

    		-1.1 ms

  





  

    		2022-03-29 19:39:01.394809

    		-0.4 ms

  





  

    		2022-03-29 20:39:03.84067

    		-0.2 ms

  





  

    		2022-03-29 21:39:06.641477

    		-0.4 ms

  





  

    		2022-03-29 22:39:08.736252

    		-1.6 ms

  





  

    		2022-03-29 23:39:10.674466

    		-1.2 ms

  





  

    		2022-03-30 00:39:13.009539

    		-1.7 ms

  





  

    		2022-03-30 01:39:15.753806

    		-0.6 ms

  





  

    		2022-03-30 02:39:17.797395

    		1.2 ms

  





  

    		2022-03-30 03:39:20.827168

    		0.6 ms

  





  

    		2022-03-30 04:39:24.182674

    		1.0 ms

  





  

    		2022-03-30 05:39:26.133749

    		1.2 ms

  





  

    		2022-03-30 06:39:28.003069

    		0.0 ms

  





  

    		2022-03-30 07:39:29.831402

    		0.7 ms

  





  

    		2022-03-30 08:39:31.705726

    		0.4 ms

  





  

    		2022-03-30 09:39:33.89363

    		-1.2 ms

  





  

    		2022-03-30 10:39:35.614543

    		0.0 ms

  





  

    		2022-03-30 11:39:38.392249

    		-0.8 ms

  





  

    		2022-03-30 12:39:40.421214

    		-2.3 ms

  





  

    		2022-03-30 13:39:42.346469

    		-0.8 ms

  





  

    		2022-03-30 14:39:44.656815

    		-2.1 ms

  





  

    		2022-03-30 15:39:46.888656

    		0.1 ms

  





  

    		2022-03-30 16:39:48.67442

    		-0.2 ms

  





  

    		2022-03-30 17:39:50.957392

    		-0.1 ms

  





  

    		2022-03-30 18:39:53.166875

    		0.9 ms

  





  

    		2022-03-30 19:39:54.875162

    		-0.5 ms

  





  

    		2022-03-30 20:39:56.418647

    		0.0 ms

  





  

    		2022-03-30 21:39:59.733408

    		-1.1 ms

  





  

    		2022-03-30 22:40:02.045794

    		-2.0 ms

  





  

    		2022-03-30 23:40:04.679975

    		-0.3 ms

  





  

    		2022-03-31 00:40:06.258204

    		-0.5 ms

  





  

    		2022-03-31 01:40:07.978249

    		-1.2 ms

  





  

    		2022-03-31 02:40:10.104167

    		0.0 ms

  





  

    		2022-03-31 03:40:12.815035

    		-0.2 ms

  





  

    		2022-03-31 04:40:14.451681

    		-0.6 ms

  





  

    		2022-03-31 05:40:16.02802

    		-1.0 ms

  





  

    		2022-03-31 06:40:18.208073

    		-0.4 ms

  





  

    		2022-03-31 07:40:20.331173

    		-0.6 ms

  





  

    		2022-03-31 08:40:23.316881

    		-0.9 ms

  





  

    		2022-03-31 09:40:25.733107

    		-1.4 ms

  





  

    		2022-03-31 10:40:27.977527

    		-2.1 ms

  





  

    		2022-03-31 11:40:30.144008

    		-1.0 ms

  





  

    		2022-03-31 12:40:32.091743

    		0.0 ms

  





  

    		2022-03-31 13:40:34.233021

    		-0.8 ms

  





  

    		2022-03-31 14:40:36.434107

    		-0.8 ms

  





  

    		2022-03-31 15:40:38.115348

    		1.1 ms

  





  

    		2022-03-31 16:40:40.170496

    		0.3 ms

  





  

    		2022-03-31 17:40:42.025933

    		0.0 ms

  





  

    		2022-03-31 18:40:43.867011

    		0.2 ms

  





  

    		2022-03-31 19:40:45.623816

    		-0.4 ms

  





  

    		2022-03-31 20:40:47.483132

    		-0.3 ms

  





  

    		2022-03-31 21:40:49.103545

    		-1.5 ms

  





  

    		2022-03-31 22:40:51.248592

    		-0.3 ms

  





  

    		2022-03-31 23:40:53.771688

    		-0.9 ms

  





  

    		2022-04-01 00:40:55.320771

    		-1.1 ms

  





  

    		2022-04-01 01:40:57.395566

    		-0.7 ms

  





  

    		2022-04-01 02:41:00.966485

    		-0.4 ms

  





  

    		2022-04-01 03:41:05.100865

    		1.0 ms

  





  

    		2022-04-01 04:41:06.634054

    		-1.6 ms

  





  

    		2022-04-01 05:41:08.682281

    		-0.8 ms

  





  

    		2022-04-01 06:41:10.637382

    		-0.7 ms

  





  

    		2022-04-01 07:41:12.161909

    		-0.4 ms

  





  

    		2022-04-01 08:41:13.74219

    		-1.5 ms

  





  

    		2022-04-01 09:41:16.005154

    		-1.4 ms

  





  

    		2022-04-01 10:41:18.098255

    		-0.1 ms

  





  

    		2022-04-01 11:41:20.9818

    		-0.3 ms

  





  

    		2022-04-01 12:41:23.249427

    		-0.2 ms

  





  

    		2022-04-01 13:41:24.814838

    		-1.1 ms

  





  

    		2022-04-01 14:41:27.076393

    		0.0 ms

  





  

    		2022-04-01 15:41:28.845008

    		0.4 ms

  





  

    		2022-04-01 16:41:30.53529

    		0.9 ms

  





  

    		2022-04-01 17:41:32.145986

    		-0.5 ms

  





  

    		2022-04-01 18:41:34.048426

    		-0.3 ms

  





  

    		2022-04-01 19:41:35.798824

    		-0.3 ms

  





  

    		2022-04-01 20:41:37.469861

    		0.6 ms

  





  

    		2022-04-01 21:41:40.394371

    		-0.2 ms

  





  

    		2022-04-01 22:41:41.993342

    		-0.6 ms

  





  

    		2022-04-01 23:41:44.05602

    		-0.8 ms

  





  

    		2022-04-02 00:41:45.552532

    		-0.5 ms

  





  

    		2022-04-02 01:41:48.263625

    		-0.7 ms

  





  

    		2022-04-02 02:41:51.640411

    		-1.6 ms

  





  

    		2022-04-02 03:41:55.007314

    		0.4 ms

  





  

    		2022-04-02 04:41:57.275549

    		-0.3 ms

  





  

    		2022-04-02 05:41:58.848501

    		-0.9 ms

  





  

    		2022-04-02 06:42:00.560694

    		-1.5 ms

  





  

    		2022-04-02 07:42:02.556

    		-0.6 ms

  





  

    		2022-04-02 08:42:04.503115

    		0.0 ms

  





  

    		2022-04-02 09:42:06.939124

    		-0.1 ms

  





  

    		2022-04-02 10:42:09.371112

    		0.7 ms

  





  

    		2022-04-02 11:42:12.005299

    		1.3 ms

  





  

    		2022-04-02 12:42:13.811831

    		-0.1 ms

  





  

    		2022-04-02 13:42:15.566373

    		0.6 ms

  





  

    		2022-04-02 14:42:17.551481

    		-1.1 ms

  





  

    		2022-04-02 15:42:19.821758

    		-0.4 ms

  





  

    		2022-04-02 16:42:21.349256

    		-0.9 ms

  





  

    		2022-04-02 17:42:23.228768

    		-1.1 ms

  





  

    		2022-04-02 18:42:24.783141

    		0.2 ms

  





  

    		2022-04-02 19:42:26.672965

    		-0.7 ms

  





  

    		2022-04-02 20:42:28.652352

    		-0.2 ms

  





  

    		2022-04-02 21:42:31.288072

    		1.8 ms

  





  

    		2022-04-02 22:42:32.977478

    		-1.0 ms

  





  

    		2022-04-02 23:42:35.688818

    		-0.3 ms

  





  

    		2022-04-03 00:42:37.292551

    		-0.8 ms

  





  

    		2022-04-03 01:42:39.315373

    		-1.1 ms

  





  

    		2022-04-03 02:42:41.655712

    		-2.1 ms

  





  

    		2022-04-03 03:42:45.24652

    		-0.4 ms

  





  

    		2022-04-03 04:42:47.564609

    		-0.8 ms

  





  

    		2022-04-03 05:42:49.648543

    		-0.2 ms

  





  

    		2022-04-03 06:42:51.609202

    		-0.4 ms

  





  

    		2022-04-03 07:42:54.388151

    		-0.2 ms

  





  

    		2022-04-03 08:42:56.487748

    		0.0 ms

  





  

    		2022-04-03 09:42:59.15054

    		-0.2 ms

  





  

    		2022-04-03 10:43:00.822932

    		1.3 ms

  





  

    		2022-04-03 11:43:03.711653

    		0.2 ms

  





  

    		2022-04-03 12:43:05.460912

    		0.3 ms

  





  

    		2022-04-03 13:43:06.98928

    		0.9 ms

  





  

    		2022-04-03 14:43:09.390902

    		-0.3 ms

  





  

    		2022-04-03 15:43:11.334347

    		-0.6 ms

  





  

    		2022-04-03 16:43:13.742126

    		-0.5 ms

  





  

    		2022-04-03 17:43:15.638798

    		-1.4 ms

  





  

    		2022-04-03 18:43:17.668792

    		-1.2 ms

  





  

    		2022-04-03 19:43:19.255887

    		-1.3 ms

  





  

    		2022-04-03 20:43:21.012493

    		0.6 ms

  





  

    		2022-04-03 21:43:23.604079

    		0.2 ms

  





  

    		2022-04-03 22:43:25.298069

    		1.1 ms

  





  

    		2022-04-03 23:43:27.710391

    		0.2 ms

  





  

    		2022-04-04 00:43:29.213607

    		0.1 ms

  





  

    		2022-04-04 01:43:30.654799

    		1.1 ms

  





  

    		2022-04-04 02:43:33.655117

    		0.2 ms

  





  

    		2022-04-04 03:43:36.904402

    		-0.5 ms

  





  

    		2022-04-04 04:43:39.118553

    		-0.1 ms

  





  

    		2022-04-04 05:43:40.868925

    		-1.1 ms

  





  

    		2022-04-04 06:43:42.458606

    		-0.8 ms

  





  

    		2022-04-04 07:43:44.850558

    		-0.9 ms

  





  

    		2022-04-04 08:43:47.570079

    		-0.7 ms

  





  

    		2022-04-04 09:43:49.631853

    		-0.4 ms

  





  

    		2022-04-04 10:43:52.149476

    		-1.7 ms

  





  

    		2022-04-04 11:43:54.311042

    		-0.8 ms

  





  

    		2022-04-04 12:43:57.522571

    		-3.9 ms

  





  

    		2022-04-04 13:44:00.254208

    		0.9 ms

  





  

    		2022-04-04 14:44:02.257313

    		1.3 ms

  





  

    		2022-04-04 15:44:05.060121

    		-0.6 ms

  





  

    		2022-04-04 16:44:07.2513

    		1.1 ms

  





  

    		2022-04-04 17:44:09.087979

    		-0.4 ms

  





  

    		2022-04-04 18:44:10.670989

    		-0.2 ms

  





  

    		2022-04-04 19:44:12.24764

    		-0.2 ms

  





  

    		2022-04-04 20:44:14.358386

    		-0.8 ms

  





  

    		2022-04-04 21:44:16.925494

    		-1.0 ms

  





  

    		2022-04-04 22:44:18.589945

    		-0.9 ms

  





  

    		2022-04-04 23:44:21.083561

    		-1.4 ms

  





  

    		2022-04-05 00:44:22.877853

    		-1.4 ms

  





  

    		2022-04-05 01:44:25.007295

    		-0.8 ms

  





  

    		2022-04-05 02:44:26.662861

    		-0.3 ms

  





  

    		2022-04-05 03:44:28.884803

    		1.1 ms

  





  

    		2022-04-05 04:44:30.513538

    		0.3 ms

  





  

    		2022-04-05 05:44:32.166145

    		-0.9 ms

  





  

    		2022-04-05 06:44:34.570411

    		0.4 ms

  





  

    		2022-04-05 07:44:36.516956

    		-1.9 ms

  





  

    		2022-04-05 08:44:38.65697

    		-0.5 ms

  





  

    		2022-04-05 09:44:40.484912

    		0.8 ms

  





  

    		2022-04-05 10:44:42.667151

    		0.0 ms

  





  

    		2022-04-05 11:44:44.631095

    		-0.3 ms

  





  

    		2022-04-05 12:44:46.483638

    		-3.6 ms

  





  

    		2022-04-05 13:44:48.538066

    		-1.4 ms

  





  

    		2022-04-05 14:44:50.800945

    		-0.2 ms

  





  

    		2022-04-05 15:44:52.672265

    		1.0 ms

  





  

    		2022-04-05 16:44:54.256563

    		-0.8 ms

  





  

    		2022-04-05 17:44:56.301993

    		-0.5 ms

  





  

    		2022-04-05 18:44:58.827077

    		-0.4 ms

  





  

    		2022-04-05 19:45:01.020346

    		0.7 ms

  





  

    		2022-04-05 20:45:02.589886

    		1.6 ms

  





  

    		2022-04-05 21:45:04.441458

    		0.9 ms

  





  

    		2022-04-05 22:45:06.091833

    		1.1 ms

  





  

    		2022-04-05 23:45:09.051454

    		0.8 ms

  





  

    		2022-04-06 00:45:10.907508

    		-1.0 ms

  





  

    		2022-04-06 01:45:13.173653

    		0.8 ms

  





  

    		2022-04-06 02:45:16.070416

    		-0.8 ms

  





  

    		2022-04-06 03:45:19.315158

    		-0.9 ms

  





  

    		2022-04-06 04:45:20.967377

    		-0.6 ms

  





  

    		2022-04-06 05:45:23.253542

    		-0.4 ms

  





  

    		2022-04-06 06:45:25.20938

    		1.0 ms

  





  

    		2022-04-06 07:45:26.950058

    		-0.2 ms

  





  

    		2022-04-06 08:45:29.619487

    		-0.7 ms

  





  

    		2022-04-06 09:45:31.390288

    		-1.4 ms

  





  

    		2022-04-06 10:45:33.615148

    		-0.2 ms

  





  

    		2022-04-06 11:45:35.222393

    		-1.3 ms

  





  

    		2022-04-06 12:45:38.395779

    		-1.3 ms

  





  

    		2022-04-06 13:45:40.31653

    		-1.1 ms

  





  

    		2022-04-06 14:45:42.335893

    		-0.2 ms

  





  

    		2022-04-06 15:45:44.287632

    		-3.4 ms

  





  

    		2022-04-06 16:45:46.353945

    		-0.3 ms

  





  

    		2022-04-06 17:45:49.313882

    		-1.1 ms

  





  

    		2022-04-06 18:45:51.117387

    		-0.9 ms

  





  

    		2022-04-06 19:45:52.807729

    		-0.1 ms

  





  

    		2022-04-06 20:45:54.456376

    		-0.2 ms

  





  

    		2022-04-06 21:45:56.300308

    		-0.2 ms

  





  

    		2022-04-06 22:45:58.48043

    		-0.2 ms

  





  

    		2022-04-06 23:46:00.445655

    		0.4 ms

  





  

    		2022-04-07 00:46:02.371032

    		0.2 ms

  





  

    		2022-04-07 01:46:04.272942

    		-1.1 ms

  





  

    		2022-04-07 02:46:06.798298

    		-0.4 ms

  





  

    		2022-04-07 03:46:08.607371

    		0.5 ms

  





  

    		2022-04-07 04:46:10.592553

    		0.0 ms

  





  

    		2022-04-07 05:46:13.351571

    		0.2 ms

  





  

    		2022-04-07 06:46:15.12906

    		0.4 ms

  





  

    		2022-04-07 07:46:16.80145

    		-0.9 ms

  





  

    		2022-04-07 08:46:19.52413

    		-0.2 ms

  





  

    		2022-04-07 09:46:22.352603

    		-3.4 ms

  





  

    		2022-04-07 10:46:25.693492

    		-0.9 ms

  





  

    		2022-04-07 11:46:27.983932

    		-1.1 ms

  





  

    		2022-04-07 12:46:30.157998

    		-0.1 ms

  





  

    		2022-04-07 13:46:31.777065

    		0.5 ms

  





  

    		2022-04-07 14:46:33.525661

    		-1.8 ms

  





  

    		2022-04-07 15:46:35.354688

    		0.1 ms

  





  

    		2022-04-07 16:46:37.207223

    		-1.2 ms

  





  

    		2022-04-07 17:46:39.0406

    		-0.7 ms

  





  

    		2022-04-07 18:46:40.735293

    		-0.7 ms

  





  

    		2022-04-07 19:46:42.895626

    		0.4 ms

  





  

    		2022-04-07 20:46:44.637283

    		0.3 ms

  





  

    		2022-04-07 21:46:47.056612

    		4.2 ms

  





  

    		2022-04-07 22:46:48.564208

    		4.2 ms

  





  

    		2022-04-07 23:46:50.784346

    		0.3 ms

  





  

    		2022-04-08 00:46:52.458828

    		1.0 ms

  





  

    		2022-04-08 01:46:53.931162

    		-5.1 ms

  





  

    		2022-04-08 02:46:55.532625

    		-4.7 ms

  





  

    		2022-04-08 03:46:57.718856

    		-2.2 ms

  





  

    		2022-04-08 04:46:59.289379

    		0.1 ms

  





  

    		2022-04-08 05:47:01.154437

    		1.5 ms

  





  

    		2022-04-08 06:47:02.69268

    		0.8 ms

  





  

    		2022-04-08 07:47:04.291274

    		0.6 ms

  





  

    		2022-04-08 08:47:06.256398

    		-1.5 ms

  





  

    		2022-04-08 09:47:08.090632

    		-0.2 ms

  





  

    		2022-04-08 10:47:09.871753

    		0.2 ms

  





  

    		2022-04-08 11:47:11.620066

    		0.1 ms

  





  

    		2022-04-08 12:47:13.591602

    		-0.2 ms

  





  

    		2022-04-08 13:47:15.574848

    		-0.8 ms

  





  

    		2022-04-08 14:47:18.306955

    		-0.6 ms

  





  

    		2022-04-08 15:47:20.228918

    		-0.5 ms

  





  

    		2022-04-08 16:47:22.422757

    		-0.9 ms

  





  

    		2022-04-08 17:47:24.649407

    		-0.2 ms

  





  

    		2022-04-08 18:47:26.429403

    		-0.5 ms

  





  

    		2022-04-08 19:47:28.345001

    		-0.4 ms

  





  

    		2022-04-08 20:47:31.397633

    		-2.3 ms

  





  

    		2022-04-08 21:47:33.732982

    		-2.4 ms

  





  

    		2022-04-08 22:47:35.916315

    		-0.5 ms

  





  

    		2022-04-08 23:47:37.985858

    		-1.5 ms

  





  

    		2022-04-09 00:47:39.442766

    		-0.4 ms

  





  

    		2022-04-09 01:47:40.911589

    		0.3 ms

  





  

    		2022-04-09 02:47:44.426791

    		1.3 ms

  





  

    		2022-04-09 03:47:47.678386

    		-0.1 ms

  





  

    		2022-04-09 04:47:49.274471

    		-0.6 ms

  





  

    		2022-04-09 05:47:51.138417

    		-0.5 ms

  





  

    		2022-04-09 06:47:52.770627

    		0.7 ms

  





  

    		2022-04-09 07:47:54.612772

    		0.2 ms

  





  

    		2022-04-09 08:47:56.509633

    		-0.2 ms

  





  

    		2022-04-09 09:47:59.117849

    		-0.9 ms

  





  

    		2022-04-09 10:48:02.106934

    		-0.8 ms

  





  

    		2022-04-09 11:48:03.948525

    		-2.4 ms

  





  

    		2022-04-09 12:48:05.643252

    		-1.1 ms

  





  

    		2022-04-09 13:48:07.359085

    		0.1 ms

  





  

    		2022-04-09 14:48:09.444821

    		0.2 ms

  





  

    		2022-04-09 15:48:11.325358

    		-0.8 ms

  





  

    		2022-04-09 16:48:13.896059

    		-0.1 ms

  





  

    		2022-04-09 17:48:15.709002

    		-1.5 ms

  





  

    		2022-04-09 18:48:17.861847

    		-0.4 ms

  





  

    		2022-04-09 19:48:21.296539

    		-1.4 ms

  





  

    		2022-04-09 20:48:23.352876

    		-1.8 ms

  





  

    		2022-04-09 21:48:25.564319

    		-0.4 ms

  





  

    		2022-04-09 22:48:27.336916

    		0.1 ms

  





  

    		2022-04-09 23:48:29.288552

    		0.9 ms

  





  

    		2022-04-10 00:48:31.50019

    		1.3 ms

  





  

    		2022-04-10 01:48:33.307946

    		-0.9 ms

  





  

    		2022-04-10 02:48:36.214153

    		0.5 ms

  





  

    		2022-04-10 03:48:39.287113

    		0.9 ms

  





  

    		2022-04-10 04:48:40.988163

    		0.6 ms

  





  

    		2022-04-10 05:48:43.841522

    		0.1 ms

  





  

    		2022-04-10 06:48:46.034764

    		0.6 ms

  





  

    		2022-04-10 07:48:48.356666

    		-2.4 ms

  





  

    		2022-04-10 08:48:50.88123

    		-1.2 ms

  





  

    		2022-04-10 09:48:52.612017

    		-3.3 ms

  





  

    		2022-04-10 10:48:54.136623

    		-0.9 ms

  





  

    		2022-04-10 11:48:55.786184

    		-1.1 ms

  





  

    		2022-04-10 12:48:58.587549

    		-0.2 ms

  





  

    		2022-04-10 13:49:00.226067

    		-1.0 ms

  





  

    		2022-04-10 14:49:02.196004

    		-0.9 ms

  





  

    		2022-04-10 15:49:04.446544

    		-1.0 ms

  





  

    		2022-04-10 16:49:06.404645

    		-1.0 ms

  





  

    		2022-04-10 17:49:08.168297

    		0.3 ms

  





  

    		2022-04-10 18:49:10.080429

    		0.1 ms

  





  

    		2022-04-10 19:49:11.69572

    		-0.1 ms

  





  

    		2022-04-10 20:49:13.495848

    		0.2 ms

  





  

    		2022-04-10 21:49:15.110034

    		-0.6 ms

  





  

    		2022-04-10 22:49:16.674008

    		-0.4 ms

  





  

    		2022-04-10 23:49:18.778796

    		0.2 ms

  





  

    		2022-04-11 00:49:21.866229

    		-0.9 ms

  





  

    		2022-04-11 01:49:23.447272

    		-0.4 ms

  





  

    		2022-04-11 02:49:25.048093

    		-0.1 ms

  





  

    		2022-04-11 03:49:28.178098

    		0.4 ms

  





  

    		2022-04-11 04:49:32.026018

    		-1.0 ms

  





  

    		2022-04-11 05:49:33.673521

    		-0.6 ms

  





  

    		2022-04-11 06:49:36.210363

    		0.6 ms

  





  

    		2022-04-11 07:49:38.174011

    		0.1 ms

  





  

    		2022-04-11 08:49:40.750931

    		0.3 ms

  





  

    		2022-04-11 09:49:42.912051

    		-2.3 ms

  





  

    		2022-04-11 10:49:45.218791

    		-2.6 ms

  





  

    		2022-04-11 11:49:47.599857

    		-0.9 ms

  





  

    		2022-04-11 12:49:50.082125

    		1.6 ms

  





  

    		2022-04-11 13:49:52.088146

    		0.5 ms

  





  

    		2022-04-11 14:49:54.045555

    		1.1 ms

  





  

    		2022-04-11 15:49:56.465566

    		-0.5 ms

  





  

    		2022-04-11 16:49:59.112967

    		-0.2 ms

  





  

    		2022-04-11 17:50:00.984461

    		0.8 ms

  





  

    		2022-04-11 18:50:02.646753

    		0.4 ms

  





  

    		2022-04-11 19:50:04.570255

    		1.1 ms

  





  

    		2022-04-11 20:50:06.650078

    		-0.3 ms

  





  

    		2022-04-11 21:50:08.641795

    		0.6 ms

  





  

    		2022-04-11 22:50:10.800627

    		-1.2 ms

  





  

    		2022-04-11 23:50:12.559225

    		-2.6 ms

  





  

    		2022-04-12 00:50:14.212012

    		-1.4 ms

  





  

    		2022-04-12 01:50:15.877455

    		-1.7 ms

  





  

    		2022-04-12 02:50:18.054757

    		0.4 ms

  





  

    		2022-04-12 03:50:19.604149

    		0.4 ms

  





  

    		2022-04-12 04:50:23.156662

    		-1.4 ms

  





  

    		2022-04-12 05:50:24.849157

    		-1.0 ms

  





  

    		2022-04-12 06:50:26.428045

    		-0.4 ms

  





  

    		2022-04-12 07:50:28.589548

    		0.7 ms

  





  

    		2022-04-12 08:50:31.069106

    		0.7 ms

  





  

    		2022-04-12 09:50:33.095499

    		0.0 ms

  





  

    		2022-04-12 10:50:35.058198

    		0.2 ms

  





  

    		2022-04-12 11:50:37.981642

    		-0.9 ms

  





  

    		2022-04-12 12:50:40.323802

    		-0.8 ms

  





  

    		2022-04-12 13:50:42.028056

    		-1.1 ms

  





  

    		2022-04-12 14:50:43.806161

    		-0.9 ms

  





  

    		2022-04-12 15:50:45.677961

    		0.6 ms

  





  

    		2022-04-12 16:50:47.950145

    		0.3 ms

  





  

    		2022-04-12 17:50:49.630867

    		-0.7 ms

  





  

    		2022-04-12 18:50:51.558387

    		-0.6 ms

  





  

    		2022-04-12 19:50:53.638192

    		-0.9 ms

  





  

    		2022-04-12 20:50:55.102871

    		-0.6 ms

  





  

    		2022-04-12 21:50:57.11353

    		-0.1 ms

  





  

    		2022-04-12 22:50:59.029526

    		-1.8 ms

  





  

    		2022-04-12 23:51:01.604952

    		-1.4 ms

  





  

    		2022-04-13 00:51:03.423331

    		-1.9 ms

  





  

    		2022-04-13 01:51:05.36846

    		-0.3 ms

  





  

    		2022-04-13 02:51:06.957041

    		0.0 ms

  





  

    		2022-04-13 03:51:11.532297

    		1.4 ms

  





  

    		2022-04-13 04:51:14.943368

    		1.1 ms

  





  

    		2022-04-13 05:51:16.492027

    		0.9 ms

  





  

    		2022-04-13 06:51:19.651987

    		0.1 ms

  





  

    		2022-04-13 07:51:21.826058

    		-0.1 ms

  





  

    		2022-04-13 08:51:23.57681

    		-1.2 ms

  





  

    		2022-04-13 09:51:25.140613

    		-2.0 ms

  





  

    		2022-04-13 10:51:27.594725

    		-1.1 ms

  





  

    		2022-04-13 11:51:29.26126

    		-1.6 ms

  





  

    		2022-04-13 12:51:31.134721

    		0.2 ms

  





  

    		2022-04-13 13:51:33.525211

    		-0.8 ms

  





  

    		2022-04-13 14:51:38.631702

    		1.3 ms

  





  

    		2022-04-13 15:51:40.705119

    		0.8 ms

  





  

    		2022-04-13 16:51:42.27347

    		0.4 ms

  





  

    		2022-04-13 17:51:44.35939

    		0.0 ms

  





  

    		2022-04-13 18:51:46.05546

    		0.1 ms

  





  

    		2022-04-13 19:51:47.960002

    		0.6 ms

  





  

    		2022-04-13 20:51:49.98398

    		-0.2 ms

  





  

    		2022-04-13 21:51:52.202478

    		-0.8 ms

  





  

    		2022-04-13 22:51:53.879669

    		-0.6 ms

  





  

    		2022-04-13 23:51:55.387609

    		-1.4 ms

  





  

    		2022-04-14 00:51:57.502132

    		-0.8 ms

  





  

    		2022-04-14 01:51:59.229789

    		0.1 ms

  





  

    		2022-04-14 02:52:01.02548

    		-0.4 ms

  





  

    		2022-04-14 03:52:03.662356

    		-0.4 ms

  





  

    		2022-04-14 04:52:05.467383

    		-0.1 ms

  





  

    		2022-04-14 05:52:07.21174

    		0.1 ms

  





  

    		2022-04-14 06:52:09.421467

    		-0.1 ms

  





  

    		2022-04-14 07:52:12.080282

    		0.4 ms

  





  

    		2022-04-14 08:52:13.873798

    		-0.2 ms

  





  

    		2022-04-14 09:52:15.899824

    		-1.2 ms

  





  

    		2022-04-14 10:52:17.526963

    		-0.6 ms

  





  

    		2022-04-14 11:52:19.17104

    		0.3 ms

  





  

    		2022-04-14 12:52:20.901505

    		0.4 ms

  





  

    		2022-04-14 13:52:22.577755

    		-0.9 ms

  





  

    		2022-04-14 14:52:25.008486

    		0.5 ms

  





  

    		2022-04-14 15:52:28.672071

    		1.3 ms

  





  

    		2022-04-14 16:52:31.13447

    		0.3 ms

  





  

    		2022-04-14 17:52:32.99773

    		-0.8 ms

  





  

    		2022-04-14 18:52:34.801656

    		0.5 ms

  





  

    		2022-04-14 19:52:36.299764

    		-0.3 ms

  





  

    		2022-04-14 20:52:38.316245

    		-0.7 ms

  





  

    		2022-04-14 21:52:39.997519

    		0.2 ms

  





  

    		2022-04-14 22:52:41.557452

    		-0.5 ms

  





  

    		2022-04-14 23:52:43.159082

    		0.0 ms

  





  

    		2022-04-15 00:52:44.778546

    		0.3 ms

  





  

    		2022-04-15 01:52:46.584169

    		-0.3 ms

  





  

    		2022-04-15 02:52:48.234267

    		-0.7 ms

  





  

    		2022-04-15 03:52:53.660878

    		-0.7 ms

  





  

    		2022-04-15 04:52:57.449628

    		-1.3 ms

  





  

    		2022-04-15 05:52:59.445948

    		-1.5 ms

  





  

    		2022-04-15 06:53:01.610503

    		-0.9 ms

  





  

    		2022-04-15 07:53:03.495891

    		-0.2 ms

  





  

    		2022-04-15 08:53:05.519297

    		0.0 ms

  





  

    		2022-04-15 09:53:07.120325

    		-0.3 ms

  





  

    		2022-04-15 10:53:08.924216

    		0.1 ms

  





  

    		2022-04-15 11:53:11.082486

    		-2.1 ms

  





  

    		2022-04-15 12:53:12.88637

    		-1.0 ms

  





  

    		2022-04-15 13:53:14.96266

    		-1.6 ms

  





  

    		2022-04-15 14:53:17.21002

    		0.1 ms

  





  

    		2022-04-15 15:53:18.939962

    		0.1 ms

  





  

    		2022-04-15 16:53:20.545503

    		1.5 ms

  





  

    		2022-04-15 17:53:22.248432

    		0.2 ms

  





  

    		2022-04-15 18:53:23.932821

    		0.0 ms

  





  

    		2022-04-15 19:53:25.462902

    		-0.7 ms

  





  

    		2022-04-15 20:53:27.992897

    		-0.6 ms

  





  

    		2022-04-15 21:53:29.684297

    		-0.8 ms

  





  

    		2022-04-15 22:53:31.387274

    		-1.3 ms

  





  

    		2022-04-15 23:53:33.411359

    		-0.6 ms

  





  

    		2022-04-16 00:53:35.518062

    		-0.8 ms

  





  

    		2022-04-16 01:53:37.114565

    		-1.8 ms

  





  

    		2022-04-16 02:53:38.739483

    		-0.8 ms

  





  

    		2022-04-16 03:53:42.075829

    		-1.3 ms

  





  

    		2022-04-16 04:53:46.530984

    		-2.0 ms

  





  

    		2022-04-16 05:53:48.971656

    		-1.2 ms

  





  

    		2022-04-16 06:53:51.350584

    		-2.0 ms

  





  

    		2022-04-16 07:53:53.891391

    		-1.1 ms

  





  

    		2022-04-16 08:53:55.443512

    		-1.1 ms

  





  

    		2022-04-16 09:53:58.345803

    		0.7 ms

  





  

    		2022-04-16 10:53:59.901773

    		2.3 ms

  





  

    		2022-04-16 11:54:01.56757

    		-0.2 ms

  





  

    		2022-04-16 12:54:03.456046

    		1.4 ms

  





  

    		2022-04-16 13:54:05.506694

    		1.1 ms

  





  

    		2022-04-16 14:54:06.984937

    		0.5 ms

  





  

    		2022-04-16 15:54:08.853094

    		-0.5 ms

  





  

    		2022-04-16 16:54:10.955736

    		-0.8 ms

  





  

    		2022-04-16 17:54:13.611187

    		-0.4 ms

  





  

    		2022-04-16 18:54:15.161266

    		0.6 ms

  





  

    		2022-04-16 19:54:17.458964

    		-0.1 ms

  





  

    		2022-04-16 20:54:19.371853

    		0.1 ms

  





  

    		2022-04-16 21:54:21.294694

    		-0.9 ms

  





  

    		2022-04-16 22:54:23.759032

    		0.3 ms

  





  

    		2022-04-16 23:54:25.812338

    		0.5 ms

  





  

    		2022-04-17 00:54:27.487519

    		-0.3 ms

  





  

    		2022-04-17 01:54:30.124865

    		-0.9 ms

  





  

    		2022-04-17 02:54:32.525972

    		-0.7 ms

  





  

    		2022-04-17 03:54:36.422993

    		-0.2 ms

  





  

    		2022-04-17 04:54:39.216933

    		0.0 ms

  





  

    		2022-04-17 05:54:41.158431

    		0.1 ms

  





  

    		2022-04-17 06:54:43.639252

    		-0.6 ms

  





  

    		2022-04-17 07:54:45.490018

    		1.0 ms

  





  

    		2022-04-17 08:54:47.35882

    		-0.1 ms

  





  

    		2022-04-17 09:54:48.982808

    		-0.1 ms

  





  

    		2022-04-17 10:54:51.412828

    		-1.4 ms

  





  

    		2022-04-17 11:54:53.495417

    		-0.8 ms

  





  

    		2022-04-17 12:54:55.436778

    		-1.2 ms

  





  

    		2022-04-17 13:54:57.4632

    		-0.7 ms

  





  

    		2022-04-17 14:54:59.373913

    		-1.7 ms

  





  

    		2022-04-17 15:55:01.374734

    		-0.8 ms

  





  

    		2022-04-17 16:55:03.649808

    		-1.4 ms

  





  

    		2022-04-17 17:55:05.398373

    		-1.3 ms

  





  

    		2022-04-17 18:55:07.194908

    		-0.9 ms

  





  

    		2022-04-17 19:55:09.397159

    		-0.6 ms

  





  

    		2022-04-17 20:55:11.1816

    		0.0 ms

  





  

    		2022-04-17 21:55:13.117735

    		-1.4 ms

  





  

    		2022-04-17 22:55:14.601098

    		-0.1 ms

  





  

    		2022-04-17 23:55:16.219421

    		-0.8 ms

  





  

    		2022-04-18 00:55:18.531926

    		0.1 ms

  





  

    		2022-04-18 01:55:20.390491

    		-0.3 ms

  





  

    		2022-04-18 02:55:21.982794

    		0.2 ms

  





  

    		2022-04-18 03:55:23.91719

    		0.7 ms

  





  

    		2022-04-18 04:55:27.523935

    		-0.6 ms

  





  

    		2022-04-18 05:55:29.474767

    		0.4 ms

  





  

    		2022-04-18 06:55:31.699354

    		-0.9 ms

  





  

    		2022-04-18 07:55:33.478392

    		-1.8 ms

  





  

    		2022-04-18 08:55:35.192709

    		-1.4 ms

  





  

    		2022-04-18 09:55:37.325244

    		0.7 ms

  





  

    		2022-04-18 10:55:39.260421

    		-1.0 ms

  





  

    		2022-04-18 11:55:41.05773

    		-0.6 ms

  





  

    		2022-04-18 12:55:42.84429

    		-0.6 ms

  





  

    		2022-04-18 13:55:44.542019

    		-1.6 ms

  





  

    		2022-04-18 14:55:46.963111

    		-1.2 ms

  





  

    		2022-04-18 15:55:48.564301

    		-1.8 ms

  





  

    		2022-04-18 16:55:51.401453

    		-1.2 ms

  





  

    		2022-04-18 17:55:54.336155

    		-1.7 ms

  





  

    		2022-04-18 18:55:55.892815

    		-1.3 ms

  





  

    		2022-04-18 19:55:57.787511

    		-1.6 ms

  





  

    		2022-04-18 20:56:00.497841

    		-2.0 ms

  





  

    		2022-04-18 21:56:02.749683

    		-1.3 ms

  





  

    		2022-04-18 22:56:04.469122

    		-0.8 ms

  





  

    		2022-04-18 23:56:06.818338

    		0.6 ms

  





  

    		2022-04-19 00:56:08.992638

    		1.0 ms

  





  

    		2022-04-19 01:56:10.884627

    		2.1 ms

  





  

    		2022-04-19 02:56:13.998671

    		2.6 ms

  





  

    		2022-04-19 03:56:16.51459

    		0.3 ms

  





  

    		2022-04-19 04:56:18.865783

    		-0.8 ms

  





  

    		2022-04-19 05:56:21.064107

    		-1.8 ms

  





  

    		2022-04-19 06:56:22.760929

    		0.5 ms

  





  

    		2022-04-19 07:56:24.373309

    		0.4 ms

  





  

    		2022-04-19 08:56:25.999483

    		1.4 ms

  





  

    		2022-04-19 09:56:28.038713

    		1.5 ms

  





  

    		2022-04-19 10:56:30.412152

    		1.2 ms

  





  

    		2022-04-19 11:56:32.269555

    		-0.1 ms

  





  

    		2022-04-19 12:56:34.049828

    		-0.1 ms

  





  

    		2022-04-19 13:56:35.926178

    		0.1 ms

  





  

    		2022-04-19 14:56:37.700448

    		-0.4 ms

  





  

    		2022-04-19 15:56:39.830808

    		-0.3 ms

  





  

    		2022-04-19 16:56:41.809687

    		-0.2 ms

  





  

    		2022-04-19 17:56:43.395746

    		-0.8 ms

  





  

    		2022-04-19 18:56:45.658582

    		-2.6 ms

  





  

    		2022-04-19 19:56:47.488201

    		-1.1 ms

  





  

    		2022-04-19 20:56:49.09873

    		-1.9 ms

  





  

    		2022-04-19 21:56:51.005206

    		-1.2 ms

  





  

    		2022-04-19 22:56:53.050323

    		-1.5 ms

  





  

    		2022-04-19 23:56:55.239684

    		-0.7 ms

  





  

    		2022-04-20 00:56:56.785124

    		-0.1 ms

  





  

    		2022-04-20 01:56:58.460154

    		-0.7 ms

  





  

    		2022-04-20 02:57:00.413155

    		-0.7 ms

  





  

    		2022-04-20 03:57:02.08876

    		-1.6 ms

  





  

    		2022-04-20 04:57:04.778394

    		-0.7 ms

  





  

    		2022-04-20 05:57:07.083069

    		0.0 ms

  





  

    		2022-04-20 06:57:09.0405

    		0.2 ms

  





  

    		2022-04-20 07:57:10.894021

    		0.9 ms

  





  

    		2022-04-20 08:57:12.883805

    		0.4 ms

  





  

    		2022-04-20 09:57:14.554664

    		0.3 ms

  





  

    		2022-04-20 10:57:17.344476

    		1.3 ms

  





  

    		2022-04-20 11:57:19.212196

    		0.5 ms

  





  

    		2022-04-20 12:57:21.654172

    		0.4 ms

  





  

    		2022-04-20 13:57:23.388945

    		-0.7 ms

  





  

    		2022-04-20 14:57:25.124745

    		-0.4 ms

  





  

    		2022-04-20 15:57:27.809161

    		0.3 ms

  





  

    		2022-04-20 16:57:29.905207

    		1.8 ms

  





  

    		2022-04-20 17:57:31.961814

    		0.4 ms

  





  

    		2022-04-20 18:57:34.461397

    		-0.3 ms

  





  

    		2022-04-20 19:57:36.229307

    		-0.4 ms

  





  

    		2022-04-20 20:57:38.483231

    		-0.6 ms

  





  

    		2022-04-20 21:57:40.048578

    		-0.4 ms

  





  

    		2022-04-20 22:57:41.902819

    		-0.6 ms

  





  

    		2022-04-20 23:57:44.240351

    		0.0 ms

  





  

    		2022-04-21 00:57:45.945009

    		0.0 ms

  





  

    		2022-04-21 01:57:47.788456

    		-1.3 ms

  





  

    		2022-04-21 02:57:49.829599

    		-0.8 ms

  





  

    		2022-04-21 03:57:53.350748

    		-0.9 ms

  





  

    		2022-04-21 04:57:56.650433

    		0.7 ms

  





  

    		2022-04-21 05:57:58.427478

    		-0.6 ms

  





  

    		2022-04-21 06:58:00.207507

    		0.4 ms

  





  

    		2022-04-21 07:58:02.689467

    		0.5 ms

  





  

    		2022-04-21 08:58:04.491507

    		0.2 ms

  





  

    		2022-04-21 09:58:06.338443

    		0.0 ms

  





  

    		2022-04-21 10:58:08.845514

    		1.0 ms

  





  

    		2022-04-21 11:58:10.836362

    		0.2 ms

  





  

    		2022-04-21 12:58:12.542602

    		0.0 ms

  





  

    		2022-04-21 13:58:15.317752

    		-0.2 ms

  





  

    		2022-04-21 14:58:18.341095

    		-0.3 ms

  





  

    		2022-04-21 15:58:20.378005

    		0.1 ms

  





  

    		2022-04-21 16:58:22.003104

    		-0.2 ms

  





  

    		2022-04-21 17:58:24.790172

    		-2.3 ms

  





  

    		2022-04-21 18:58:26.171461

    		-1.4 ms

  





  

    		2022-04-21 19:58:27.905172

    		-1.0 ms

  





  

    		2022-04-21 20:58:29.903906

    		-0.5 ms

  





  

    		2022-04-21 21:58:32.219363

    		-0.7 ms

  





  

    		2022-04-21 22:58:34.224598

    		-1.5 ms

  





  

    		2022-04-21 23:58:36.06066

    		-1.5 ms

  





  

    		2022-04-22 00:58:38.129299

    		-0.7 ms

  





  

    		2022-04-22 01:58:39.656909

    		-1.1 ms

  





  

    		2022-04-22 02:58:41.281498

    		-0.9 ms

  





  

    		2022-04-22 03:58:43.635916

    		0.1 ms

  





  

    		2022-04-22 04:58:46.073005

    		0.1 ms

  





  

    		2022-04-22 05:58:48.837753

    		-0.3 ms

  





  

    		2022-04-22 06:58:50.330424

    		-1.8 ms

  





  

    		2022-04-22 07:58:51.9393

    		-0.5 ms

  





  

    		2022-04-22 08:58:53.757649

    		-1.0 ms

  





  

    		2022-04-22 09:58:55.678507

    		1.0 ms

  





  

    		2022-04-22 10:58:57.593783

    		0.2 ms

  





  

    		2022-04-22 11:58:59.605514

    		-0.2 ms

  





  

    		2022-04-22 12:59:01.978916

    		-0.8 ms

  





  

    		2022-04-22 13:59:04.145869

    		0.8 ms

  





  

    		2022-04-22 14:59:06.260337

    		0.9 ms

  





  

    		2022-04-22 15:59:08.371221

    		0.4 ms

  





  

    		2022-04-22 16:59:10.30382

    		1.2 ms

  





  

    		2022-04-22 17:59:12.076578

    		-0.1 ms

  





  

    		2022-04-22 18:59:13.826062

    		-0.1 ms

  





  

    		2022-04-22 19:59:15.7417

    		-1.3 ms

  





  

    		2022-04-22 20:59:17.792809

    		-1.6 ms

  





  

    		2022-04-22 21:59:19.764106

    		-1.2 ms

  





  

    		2022-04-22 22:59:21.275597

    		-1.8 ms

  





  

    		2022-04-22 23:59:23.771138

    		-1.3 ms

  





  

    		2022-04-23 00:59:25.414469

    		-0.9 ms

  





  

    		2022-04-23 01:59:27.544905

    		-1.7 ms

  





  

    		2022-04-23 02:59:29.170375

    		-0.6 ms

  





  

    		2022-04-23 03:59:31.48128

    		-2.0 ms

  





  

    		2022-04-23 04:59:33.959849

    		-0.5 ms

  





  

    		2022-04-23 05:59:35.748987

    		-0.4 ms

  





  

    		2022-04-23 06:59:37.476502

    		0.9 ms

  





  

    		2022-04-23 07:59:38.975124

    		1.7 ms

  





  

    		2022-04-23 08:59:40.57325

    		0.4 ms

  





  

    		2022-04-23 09:59:42.731484

    		1.1 ms

  





  

    		2022-04-23 10:59:44.43662

    		0.2 ms

  





  

    		2022-04-23 11:59:46.88628

    		-3.0 ms

  





  

    		2022-04-23 12:59:48.475775

    		-1.6 ms

  





  

    		2022-04-23 13:59:50.723755

    		-0.9 ms

  





  

    		2022-04-23 14:59:52.544797

    		-0.9 ms

  





  

    		2022-04-23 15:59:54.341521

    		-0.9 ms

  





  

    		2022-04-23 16:59:55.995212

    		0.6 ms

  





  

    		2022-04-23 17:59:59.152323

    		0.3 ms

  





  

    		2022-04-23 19:00:00.815595

    		-0.4 ms

  





  

    		2022-04-23 20:00:03.306245

    		-1.9 ms

  





  

    		2022-04-23 21:00:05.137194

    		1.0 ms

  





  

    		2022-04-23 22:00:06.895273

    		0.3 ms

  





  

    		2022-04-23 23:00:08.452431

    		-1.5 ms

  





  

    		2022-04-24 00:00:09.918026

    		-2.0 ms

  





  

    		2022-04-24 01:00:11.513454

    		-0.7 ms

  





  

    		2022-04-24 02:00:12.976304

    		-1.6 ms

  





  

    		2022-04-24 03:00:14.477128

    		-1.4 ms

  





  

    		2022-04-24 04:00:16.0637

    		-0.9 ms

  





  

    		2022-04-24 05:00:17.796021

    		-1.0 ms

  





  

    		2022-04-24 06:00:19.40915

    		-1.0 ms

  





  

    		2022-04-24 07:00:21.09759

    		0.7 ms

  





  

    		2022-04-24 08:00:22.80486

    		2.0 ms

  





  

    		2022-04-24 09:00:24.353918

    		0.4 ms

  





  

    		2022-04-24 10:00:26.435692

    		0.2 ms

  





  

    		2022-04-24 11:00:28.785598

    		-0.3 ms

  





  

    		2022-04-24 12:00:30.408545

    		-0.2 ms

  





  

    		2022-04-24 13:00:32.027851

    		-0.9 ms

  





  

    		2022-04-24 14:00:34.089717

    		-1.3 ms

  





  

    		2022-04-24 15:00:36.665836

    		0.4 ms

  





  

    		2022-04-24 16:00:38.17128

    		-1.2 ms

  





  

    		2022-04-24 17:00:39.805355

    		0.4 ms

  





  

    		2022-04-24 18:00:41.364769

    		-0.6 ms

  





  

    		2022-04-24 19:00:43.719815

    		-1.5 ms

  





  

    		2022-04-24 20:00:45.441875

    		-1.5 ms

  





  

    		2022-04-24 21:00:47.278072

    		0.2 ms

  





  

    		2022-04-24 22:00:49.212395

    		-1.6 ms

  





  

    		2022-04-24 23:00:50.890914

    		-1.2 ms

  





  

    		2022-04-25 00:00:53.033924

    		-0.5 ms

  





  

    		2022-04-25 01:00:55.037197

    		-2.0 ms

  





  

    		2022-04-25 02:00:56.517476

    		-0.6 ms

  





  

    		2022-04-25 03:00:58.434767

    		-0.8 ms

  





  

    		2022-04-25 04:01:00.23512

    		0.6 ms

  





  

    		2022-04-25 05:01:02.434652

    		-0.4 ms

  





  

    		2022-04-25 06:01:04.297692

    		-1.7 ms

  





  

    		2022-04-25 07:01:05.775567

    		0.2 ms

  





  

    		2022-04-25 08:01:08.743435

    		-0.2 ms

  





  

    		2022-04-25 09:01:10.694346

    		1.3 ms

  





  

    		2022-04-25 10:01:13.064649

    		1.3 ms

  





  

    		2022-04-25 11:01:14.677018

    		-0.3 ms

  





  

    		2022-04-25 12:01:17.339783

    		-2.4 ms

  





  

    		2022-04-25 13:01:19.037472

    		-2.6 ms

  





  

    		2022-04-25 14:01:21.193268

    		-0.1 ms

  





  

    		2022-04-25 15:01:23.243076

    		-1.0 ms

  





  

    		2022-04-25 16:01:25.593398

    		-1.2 ms

  





  

    		2022-04-25 17:01:27.963308

    		-0.3 ms

  





  

    		2022-04-25 18:01:29.949508

    		0.1 ms

  





  

    		2022-04-25 19:01:32.64789

    		-0.3 ms

  





  

    		2022-04-25 20:01:34.587448

    		0.0 ms

  





  

    		2022-04-25 21:01:36.292261

    		-1.4 ms

  





  

    		2022-04-25 22:01:38.042807

    		-2.4 ms

  





  

    		2022-04-25 23:01:39.59715

    		-1.8 ms

  





  

    		2022-04-26 00:01:43.283548

    		-0.6 ms

  





  

    		2022-04-26 01:01:45.332501

    		-0.7 ms

  





  

    		2022-04-26 02:01:47.106562

    		0.1 ms

  





  

    		2022-04-26 03:01:48.775808

    		1.0 ms

  





  

    		2022-04-26 04:01:50.701968

    		0.5 ms

  





  

    		2022-04-26 05:01:52.252629

    		-1.0 ms

  





  

    		2022-04-26 06:01:54.780477

    		-0.3 ms

  





  

    		2022-04-26 07:01:56.612718

    		-0.2 ms

  





  

    		2022-04-26 08:01:58.689581

    		1.0 ms

  





  

    		2022-04-26 09:02:00.754133

    		2.3 ms

  





  

    		2022-04-26 10:02:02.548505

    		1.9 ms

  





  

    		2022-04-26 11:02:04.642452

    		1.1 ms

  





  

    		2022-04-26 12:02:06.755233

    		0.9 ms

  





  

    		2022-04-26 13:02:08.979548

    		0.4 ms

  





  

    		2022-04-26 14:02:11.130174

    		-3.2 ms

  





  

    		2022-04-26 15:02:13.309316

    		0.5 ms

  





  

    		2022-04-26 16:02:15.163585

    		0.0 ms

  





  

    		2022-04-26 17:02:16.837199

    		0.6 ms

  





  

    		2022-04-26 18:02:18.611472

    		-0.9 ms

  





  

    		2022-04-26 19:02:20.618837

    		-1.8 ms

  





  

    		2022-04-26 20:02:22.878942

    		-0.1 ms

  





  

    		2022-04-26 21:02:24.771734

    		-0.2 ms

  





  

    		2022-04-26 22:02:26.559087

    		-0.2 ms

  





  

    		2022-04-26 23:02:28.138693

    		-0.8 ms

  





  

    		2022-04-27 00:02:30.78424

    		-2.7 ms

  





  

    		2022-04-27 01:02:32.253851

    		-1.5 ms

  





  

    		2022-04-27 02:02:35.36632

    		-0.1 ms

  





  

    		2022-04-27 03:02:37.316329

    		0.4 ms

  





  

    		2022-04-27 04:02:39.101914

    		0.1 ms

  





  

    		2022-04-27 05:02:40.774862

    		-0.4 ms

  





  

    		2022-04-27 06:02:42.590478

    		-0.4 ms

  





  

    		2022-04-27 07:02:44.197011

    		1.2 ms

  





  

    		2022-04-27 08:02:46.148574

    		0.2 ms

  





  

    		2022-04-27 09:02:48.653942

    		0.0 ms

  





  

    		2022-04-27 10:02:50.37782

    		-0.6 ms

  





  

    		2022-04-27 11:02:52.103595

    		-1.0 ms

  





  

    		2022-04-27 12:02:53.824804

    		-0.9 ms

  





  

    		2022-04-27 13:02:55.506959

    		-1.3 ms

  





  

    		2022-04-27 14:02:57.98256

    		0.2 ms

  





  

    		2022-04-27 15:03:00.806447

    		-0.3 ms

  





  

    		2022-04-27 16:03:02.626275

    		-1.6 ms

  





  

    		2022-04-27 17:03:04.262496

    		-0.8 ms

  





  

    		2022-04-27 18:03:05.958985

    		-1.9 ms

  





  

    		2022-04-27 19:03:08.15151

    		-0.4 ms

  





  

    		2022-04-27 20:03:10.54025

    		-0.5 ms

  





  

    		2022-04-27 21:03:12.205662

    		-1.7 ms

  





  

    		2022-04-27 22:03:13.716624

    		-1.9 ms

  





  

    		2022-04-27 23:03:15.633412

    		-0.9 ms

  





  

    		2022-04-28 00:03:17.380093

    		-2.3 ms

  





  

    		2022-04-28 01:03:19.537917

    		-2.0 ms

  





  

    		2022-04-28 02:03:22.692439

    		-0.9 ms

  





  

    		2022-04-28 03:03:24.242666

    		0.1 ms

  





  

    		2022-04-28 04:03:25.795837

    		0.6 ms

  





  

    		2022-04-28 05:03:27.859397

    		0.4 ms

  





  

    		2022-04-28 06:03:30.105481

    		0.3 ms

  





  

    		2022-04-28 07:03:32.506715

    		-0.5 ms

  





  

    		2022-04-28 08:03:35.163802

    		0.6 ms

  





  

    		2022-04-28 09:03:36.952033

    		0.4 ms

  





  

    		2022-04-28 10:03:39.189714

    		0.2 ms

  





  

    		2022-04-28 11:03:41.5179

    		0.0 ms

  





  

    		2022-04-28 12:03:43.385739

    		0.4 ms

  





  

    		2022-04-28 13:03:46.043131

    		0.8 ms

  





  

    		2022-04-28 14:03:48.825831

    		-1.1 ms

  





  

    		2022-04-28 15:03:50.789745

    		1.0 ms

  





  

    		2022-04-28 16:03:52.659533

    		-0.4 ms

  





  

    		2022-04-28 17:03:54.795417

    		-0.8 ms

  





  

    		2022-04-28 18:03:56.27864

    		-0.8 ms

  





  

    		2022-04-28 19:03:59.16618

    		-0.2 ms

  





  

    		2022-04-28 20:04:00.757299

    		-2.0 ms

  





  

    		2022-04-28 21:04:02.333326

    		-0.9 ms

  





  

    		2022-04-28 22:04:03.852537

    		-0.9 ms

  





  

    		2022-04-28 23:04:05.800754

    		-0.8 ms

  





  

    		2022-04-29 00:04:07.445142

    		-1.2 ms

  





  

    		2022-04-29 01:04:09.520724

    		0.0 ms

  





  

    		2022-04-29 02:04:11.907854

    		-0.3 ms

  





  

    		2022-04-29 03:04:13.483315

    		0.1 ms

  





  

    		2022-04-29 04:04:15.343766

    		0.2 ms

  





  

    		2022-04-29 05:04:17.93094

    		0.3 ms

  





  

    		2022-04-29 06:04:19.887443

    		-1.9 ms

  





  

    		2022-04-29 07:04:22.155816

    		0.2 ms

  





  

    		2022-04-29 08:04:23.990213

    		0.3 ms

  





  

    		2022-04-29 09:04:25.584199

    		-0.6 ms

  





  

    		2022-04-29 10:04:28.830671

    		-1.0 ms

  





  

    		2022-04-29 11:04:30.845944

    		0.5 ms

  





  

    		2022-04-29 12:04:32.47762

    		-0.9 ms

  





  

    		2022-04-29 13:04:34.232179

    		0.6 ms

  





  

    		2022-04-29 14:04:36.473954

    		0.1 ms

  





  

    		2022-04-29 15:04:39.081351

    		-0.4 ms

  





  

    		2022-04-29 16:04:41.017126

    		0.5 ms

  





  

    		2022-04-29 17:04:42.889831

    		-0.4 ms

  





  

    		2022-04-29 18:04:45.270757

    		-0.5 ms

  





  

    		2022-04-29 19:04:47.156391

    		-0.8 ms

  





  

    		2022-04-29 20:04:49.547855

    		-1.3 ms

  





  

    		2022-04-29 21:04:51.401553

    		-0.5 ms

  





  

    		2022-04-29 22:04:52.980391

    		-2.1 ms

  





  

    		2022-04-29 23:04:54.613701

    		-1.7 ms

  





  

    		2022-04-30 00:04:56.445197

    		-2.4 ms

  





  

    		2022-04-30 01:04:58.095871

    		-0.6 ms

  





  

    		2022-04-30 02:04:59.897354

    		0.3 ms

  





  

    		2022-04-30 03:05:02.253144

    		0.5 ms

  





  

    		2022-04-30 04:05:04.496659

    		0.6 ms

  





  

    		2022-04-30 05:05:06.512327

    		-0.8 ms

  





  

    		2022-04-30 06:05:08.563199

    		-1.0 ms

  





  

    		2022-04-30 07:05:11.72813

    		0.7 ms

  





  

    		2022-04-30 08:05:13.729847

    		-0.1 ms

  





  

    		2022-04-30 09:05:15.466068

    		2.0 ms

  





  

    		2022-04-30 10:05:17.010275

    		0.9 ms

  





  

    		2022-04-30 11:05:18.672006

    		-0.4 ms

  





  

    		2022-04-30 12:05:20.268538

    		-0.2 ms

  





  

    		2022-04-30 13:05:21.743104

    		-1.8 ms

  





  

    		2022-04-30 14:05:23.907032

    		-1.4 ms

  





  

    		2022-04-30 15:05:26.20925

    		-1.2 ms

  





  

    		2022-04-30 16:05:28.092474

    		-2.0 ms

  





  

    		2022-04-30 17:05:29.678218

    		-0.5 ms

  





  

    		2022-04-30 18:05:31.684372

    		-0.4 ms

  





  

    		2022-04-30 19:05:33.681326

    		-0.1 ms

  





  

    		2022-04-30 20:05:35.982844

    		0.2 ms

  





  

    		2022-04-30 21:05:38.069457

    		0.6 ms

  





  

    		2022-04-30 22:05:40.28307

    		1.0 ms

  





  

    		2022-04-30 23:05:41.970582

    		-0.8 ms

  





  

    		2022-05-01 00:05:44.128464

    		-0.6 ms

  





  

    		2022-05-01 01:05:45.996099

    		-0.3 ms

  





  

    		2022-05-01 02:05:47.753289

    		-0.5 ms

  





  

    		2022-05-01 03:05:49.463245

    		-0.2 ms

  





  

    		2022-05-01 04:05:53.910154

    		0.4 ms

  





  

    		2022-05-01 05:05:55.569565

    		-0.1 ms

  





  

    		2022-05-01 06:05:57.210947

    		0.4 ms

  





  

    		2022-05-01 07:05:59.587264

    		-1.6 ms

  





  

    		2022-05-01 08:06:01.401699

    		0.8 ms

  





  

    		2022-05-01 09:06:03.639253

    		-0.1 ms

  





  

    		2022-05-01 10:06:05.517178

    		-0.2 ms

  





  

    		2022-05-01 11:06:06.899584

    		0.9 ms

  





  

    		2022-05-01 12:06:08.799328

    		0.1 ms

  





  

    		2022-05-01 13:06:11.12317

    		-0.2 ms

  





  

    		2022-05-01 14:06:12.810914

    		-1.1 ms

  





  

    		2022-05-01 15:06:14.582643

    		-0.7 ms

  





  

    		2022-05-01 16:06:16.553584

    		-0.3 ms

  





  

    		2022-05-01 17:06:19.001532

    		0.0 ms

  





  

    		2022-05-01 18:06:20.462188

    		0.0 ms

  





  

    		2022-05-01 19:06:22.393639

    		0.2 ms

  





  

    		2022-05-01 20:06:24.811249

    		-1.2 ms

  





  

    		2022-05-01 21:06:27.254402

    		-0.2 ms

  





  

    		2022-05-01 22:06:29.174193

    		-1.2 ms

  





  

    		2022-05-01 23:06:31.813801

    		-0.2 ms

  





  

    		2022-05-02 00:06:33.745931

    		-0.9 ms

  





  

    		2022-05-02 01:06:35.6198

    		-1.7 ms

  





  

    		2022-05-02 02:06:37.775394

    		0.3 ms

  





  

    		2022-05-02 03:06:40.06648

    		0.5 ms

  





  

    		2022-05-02 04:06:42.839258

    		-1.0 ms

  





  

    		2022-05-02 05:06:44.52662

    		0.0 ms

  





  

    		2022-05-02 06:06:47.610972

    		0.4 ms

  





  

    		2022-05-02 07:06:50.25807

    		-0.4 ms

  





  

    		2022-05-02 08:06:52.289751

    		-1.4 ms

  





  

    		2022-05-02 09:06:53.949425

    		-1.0 ms

  





  

    		2022-05-02 10:06:56.046857

    		-1.9 ms

  





  

    		2022-05-02 11:06:58.85087

    		-1.7 ms

  





  

    		2022-05-02 12:07:01.251186

    		-1.0 ms

  





  

    		2022-05-02 13:07:03.342096

    		-0.3 ms

  





  

    		2022-05-02 14:07:05.508391

    		1.0 ms

  





  

    		2022-05-02 15:07:07.62508

    		0.0 ms

  





  

    		2022-05-02 16:07:09.458349

    		0.3 ms

  





  

    		2022-05-02 17:07:11.033077

    		1.2 ms

  





  

    		2022-05-02 18:07:12.762191

    		1.1 ms

  





  

    		2022-05-02 19:07:15.143678

    		-1.1 ms

  





  

    		2022-05-02 20:07:17.199609

    		-0.4 ms

  





  

    		2022-05-02 21:07:18.899254

    		-0.6 ms

  





  

    		2022-05-02 22:07:20.996556

    		-0.3 ms

  





  

    		2022-05-02 23:07:22.643425

    		0.8 ms

  





  

    		2022-05-03 00:07:24.660028

    		0.7 ms

  





  

    		2022-05-03 01:07:26.254819

    		0.4 ms

  





  

    		2022-05-03 02:07:28.038671

    		0.6 ms

  





  

    		2022-05-03 03:07:32.361396

    		0.7 ms

  





  

    		2022-05-03 04:07:35.478827

    		-0.2 ms

  





  

    		2022-05-03 05:07:37.491283

    		0.2 ms

  





  

    		2022-05-03 06:07:39.528812

    		0.8 ms

  





  

    		2022-05-03 07:07:41.412053

    		0.7 ms

  





  

    		2022-05-03 08:07:43.175859

    		0.9 ms

  





  

    		2022-05-03 09:07:44.94875

    		-0.1 ms

  





  

    		2022-05-03 10:07:47.135332

    		-0.1 ms

  





  

    		2022-05-03 11:07:49.432763

    		-1.3 ms

  





  

    		2022-05-03 12:07:51.703541

    		-0.1 ms

  





  

    		2022-05-03 13:07:53.812189

    		-0.6 ms

  





  

    		2022-05-03 14:07:55.653835

    		0.7 ms

  





  

    		2022-05-03 15:07:57.459771

    		0.8 ms

  





  

    		2022-05-03 16:07:59.091362

    		0.1 ms

  





  

    		2022-05-03 17:08:01.08769

    		0.8 ms

  





  

    		2022-05-03 18:08:02.595301

    		-1.8 ms

  





  

    		2022-05-03 19:08:04.308977

    		-0.5 ms

  





  

    		2022-05-03 20:08:06.907728

    		0.1 ms

  





  

    		2022-05-03 21:08:08.615074

    		-0.2 ms

  





  

    		2022-05-03 22:08:10.202561

    		-0.3 ms

  





  

    		2022-05-03 23:08:11.841425

    		-0.5 ms

  





  

    		2022-05-04 00:08:14.145448

    		0.0 ms

  





  

    		2022-05-04 01:08:15.776946

    		-2.0 ms

  





  

    		2022-05-04 02:08:17.425445

    		-1.6 ms

  





  

    		2022-05-04 03:08:20.109266

    		-0.4 ms

  





  

    		2022-05-04 04:08:22.420333

    		-1.0 ms

  





  

    		2022-05-04 05:08:24.394095

    		-0.9 ms

  





  

    		2022-05-04 06:08:26.082407

    		0.1 ms

  





  

    		2022-05-04 07:08:27.84704

    		0.4 ms

  





  

    		2022-05-04 08:08:30.021894

    		-0.2 ms

  





  

    		2022-05-04 09:08:32.32051

    		1.6 ms

  





  

    		2022-05-04 10:08:34.80848

    		0.5 ms

  





  

    		2022-05-04 11:08:36.769634

    		-2.3 ms

  





  

    		2022-05-04 12:08:39.295563

    		0.1 ms

  





  

    		2022-05-04 13:08:41.569602

    		0.5 ms

  





  

    		2022-05-04 14:08:43.161369

    		0.2 ms

  





  

    		2022-05-04 15:08:45.164638

    		0.4 ms

  





  

    		2022-05-04 16:08:47.112059

    		2.3 ms

  





  

    		2022-05-04 17:08:49.833144

    		1.0 ms

  





  

    		2022-05-04 18:08:51.774255

    		0.0 ms

  





  

    		2022-05-04 19:08:54.242909

    		0.3 ms

  





  

    		2022-05-04 20:08:55.903269

    		0.7 ms

  





  

    		2022-05-04 21:08:57.483813

    		0.2 ms

  





  

    		2022-05-04 22:08:59.303361

    		-0.3 ms

  





  

    		2022-05-04 23:09:01.833543

    		0.4 ms

  





  

    		2022-05-05 00:09:03.853651

    		0.2 ms

  





  

    		2022-05-05 01:09:05.561059

    		0.3 ms

  





  

    		2022-05-05 02:09:07.282859

    		-1.2 ms

  





  

    		2022-05-05 03:09:09.959304

    		0.2 ms

  





  

    		2022-05-05 04:09:13.270164

    		-0.7 ms

  





  

    		2022-05-05 05:09:15.002374

    		0.8 ms

  





  

    		2022-05-05 06:09:17.08559

    		-0.2 ms

  





  

    		2022-05-05 07:09:19.646538

    		-0.6 ms

  





  

    		2022-05-05 08:09:21.653642

    		-1.1 ms

  





  

    		2022-05-05 09:09:23.653729

    		-1.0 ms

  





  

    		2022-05-05 10:09:26.170828

    		-0.5 ms

  





  

    		2022-05-05 11:09:28.386744

    		-0.9 ms

  





  

    		2022-05-05 12:09:29.898104

    		0.2 ms

  





  

    		2022-05-05 13:09:32.846144

    		1.0 ms

  





  

    		2022-05-05 14:09:34.924974

    		0.9 ms

  





  

    		2022-05-05 15:09:37.554099

    		0.9 ms

  





  

    		2022-05-05 16:09:39.121681

    		0.7 ms

  





  

    		2022-05-05 17:09:41.388322

    		0.9 ms

  





  

    		2022-05-05 18:09:43.086087

    		0.3 ms

  





  

    		2022-05-05 19:09:44.960588

    		-0.2 ms

  





  

    		2022-05-05 20:09:46.840342

    		1.6 ms

  





  

    		2022-05-05 21:09:48.574715

    		0.6 ms

  





  

    		2022-05-05 22:09:50.398147

    		-0.2 ms

  





  

    		2022-05-05 23:09:53.049187

    		0.5 ms

  





  

    		2022-05-06 00:09:54.670019

    		1.0 ms

  





  

    		2022-05-06 01:09:56.419925

    		-0.7 ms

  





  

    		2022-05-06 02:09:58.506399

    		-0.7 ms

  





  

    		2022-05-06 03:10:00.202355

    		-0.1 ms

  





  

    		2022-05-06 04:10:04.567061

    		-0.3 ms

  





  

    		2022-05-06 05:10:08.755997

    		-0.6 ms

  





  

    		2022-05-06 06:10:11.330198

    		-1.0 ms

  





  

    		2022-05-06 07:10:13.90553

    		-0.3 ms

  





  

    		2022-05-06 08:10:15.943474

    		-0.2 ms

  





  

    		2022-05-06 09:10:18.026049

    		0.2 ms

  





  

    		2022-05-06 10:10:19.557571

    		-0.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-05-05 12:53:09.14 UTC

    		176.10.207.189

    		Christian Rasmussen (CR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-05 12:53:41.279 UTC

    		176.10.207.189

    		Christian Rasmussen (CR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-05 15:00:31.12 UTC

    		90.129.205.84

    		Andreas Andrén (AA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-05 15:02:05.307 UTC

    		90.129.205.84

    		Andreas Andrén (AA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-05 15:03:03.768 UTC

    		95.205.134.226

    		Johan Mark (JM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-05 15:03:35.554 UTC

    		95.205.134.226

    		Johan Mark (JM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-05 15:08:47.646 UTC

    		217.61.224.18

    		Anna Öhlin (AÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-05 15:09:04.598 UTC

    		217.61.224.18

    		Anna Öhlin (AÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-05 15:19:13.177 UTC

    		90.235.22.104

    		Gustaf Öhrn (GÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-05 15:20:06.497 UTC

    		90.235.22.104

    		Gustaf Öhrn (GÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 08:19:53.127 UTC

    		217.213.77.53

    		Christina Tillman (CT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 08:20:51.089 UTC

    		217.213.77.53

    		Christina Tillman (CT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 08:21:33.567 UTC

    		90.129.222.241

    		Per Törnberg (PT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 08:21:54.571 UTC

    		90.129.222.241

    		Per Törnberg (PT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 11:02:27.124 UTC

    		84.17.219.58

    		Sandra Lindvall (SL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 11:04:58.566 UTC

    		84.17.219.58

    		Sandra Lindvall (SL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  









