Dokument-ID 09222115557578618120 Signerat MJ, FL, RB, JB




< N VW VW N NN 0 OO O
-

11
13
15
16
16
17
17
18
18
18
19
20
24
25
26

21
22
23
23
27
.28

Signerat MJ, FL, RB, JB

o
IS
—
[ee]
—
©
0
=
L
2
o
)
)
—
—
o~
o~
N
o}
S
o
4

c

[}

€

>
=

o
o

KasSaflodesanalys, KOMCEIT ...uueiitueriiieeiuieeiieeeitteeettiestteesieeestte s bt ee s bt esseeesbeessbeesnseesaseesasbaesaseesaseeesnseesunnessaseassseesnsseesnseenan
FOrandring eget Kapital, KOMCEIM ... .ceiuueeriierieeeitieeeiie s sitte st e et e stte s sbeeesateesastessuteessseeesaeeesanteessseesssaessnteesnsessnseesnseensnsesnsneens
Resultatrdkning, moderbolaget

Balansrakning, KOTCEIT ..ee.vuiiiueiiiiesiiiiicie ittt sttt ettt ae s b e e s eb e e sbt e s bbb esba e s b e e e bt e sabbaesaneessaeeasbeesannnens

FOTSIag till VINStAISPOSIEION . .eeuveeirtreretieeetteesiteeeitieeettessreesssteeesuteesteeesbeessseeeeseeesbeeesaseesseeassseeaasseesasaesaseeansstesnssessnseennsesnsneess
ReSUIAtIAKNING, KOMCEIT . .eiiiiriirieriiiiieeesiiietreesiteesestetessste et eessteesssresessssasaeessasseessssssseesssssssesssssssessssssssessssssesessnsnsesessnnnees
BalanSrAKNING, KOTCEIT ....veeiieririeriiieeteeeiitereesittteseeitetessstrteessssssseesssssesessssnseseessssseessssssseessssnseesssssssessssssssesssssseesssnsneesssnssnees

RiSKET OCH TISKNANTEIINE ....veeeiiiieiieeiitieecieeestee et ettt e et e et e e sttt e s sb e e st e esbeeesbe e e useesabeeaasbeesaseeenseesaseesanneesaneasasesennseesnnsenan

Tongivande hAndelSer UNAET 2025 .......coivviiiiieriiieeieiireee sttt e e siteeesstreeessteseesssseessasssnesssssseseessssssessssssseesssssssnessssssesessssnnens
HEANACISET PA NYA ATCL 1euvvveeieiiieeeiieeteeeiteeeeesitreesesisteeesserteeesastrtessssssaaesassnsesssssssseessssesessnsssseesssssseesssnseseesssssseessnssnseesssssnees

LiKViditet OCh fINANSIEIINZ . .ceeeurrrerieirereeritieeereerrreeeesireeesiteeeesssteessssaeessssseseesssssessssssesessssssesesssssstessssssseessssssesessnsssesessssnnees
FOTESALE ATTE.ceeuiiiiiiiiiiieii ettt s e s bt e b e et e e b be s sbb e e s ab e e st e s ab e e s bb e e sab e e neserbee s

Kostnader 0Ch Arets TESUILAL 2025 ....vuuivieieiiieieieiiiiiiirereeeeeeeseieseiirrreeseeseesserssrsssrseeessssessssssssseseesssesssessessssssseseessesssesssssnrasesasens

Finansiell utveckling 2025, KONCEIMEN ..cuuvieiiueeeriieeireesseetessteeesteesstessreeessteesaseesuseesssssesssesssnseessseessseeesssesessseesnssessseeesssesssneens
NEttOOMSAINING 2025 ....eeiiuieeeerierieeriieeerteeetieeestteessteeseeebbeessteeseeasaseeasbeessssesseeassntesssessaseesssesasaneesseesssesennsessaneessressnnes

FlerarSOVETSIKE, KOMCEITIEN . c.uvvvvvruirirtitiiiiiiieesieeeeeeeteeeeeeeeereesseestsestsasaa s ereeeeseesseeseeseessessssssssssssssssnsssnsssessseessessessessesssssssnseen
FlerarsOversikt, MOAETDOLIAGEL......c.cccvuirerieiierierrtieeiessieteeersteeesesabeeesestateeessteraessnbeeesssssseeesasssaessssssaessssssnesssessanessssnsesessnsnnees

RAPPOIt OVET DOIAZSSLYTIINE ...uviverieiieieeiiiieereesiteeeessteeeeesrteeeessiateeesssbaaeesssnteaeessssseessassasessnsssseesssssseesssseseesssssseessnssneensssnnees
VErkSaAmMBETSATEt 2025 ...cocuvivieeiiiieieeeiieeteesireeeressteesesnteesssssteeesasssseessasseessssssseessssssseessssesesssssssessssssseeesssssssessssnseessssssneasssssns

KONCEIMIEANING c..evveeieeeiiieeeeeitttee et ee e sitee ettt e e ssite e e s satbeeesesststeessastaaesasssseaesssssseessansaaesssssseesasssseesssnsenesssnssseessssnnesnnsrsnees

AGAre Per 31 dECEMDEI 2025 .....ovoviveveeieeeeeieeeresiteeetee e et eteses st e et steseseas sttt etessaessssas et etesstesess et ereseseseteas st st etetetesersas et eresetetsas
SEYTELSE et teuerrrereerirtee s ettt e e sitttee e es ittt teessubteeessusbbeeesasbaessnbaeaes sansbaees s st aesae s babee s e s baaee s st baeeenat b aeesetaaee s sntaeaen senraeeeesrntessnnraaeesen

Aktien, aktiedgarna, styrelsen 0Ch IEANINZEN .....cciviiiiiiiiiiiiiiiin ittt e st sbe s sre st e s sreesnns

Marknader 0ch fOrSAlJNINGSKANALET .......ciivuieiieriiierieirtiee ettt e et e e s sire e e s stree s st e eesssseeessssbsaessssssaeesssssesesssssneesnssesessnnnees
BN 2 602011 T (<) 3 T PO T PP PRPPRO

PN & 63 000 Lo (<) | OO PP
SEIALEET wveeuvvereurrresreeriteeesttesetteesteesteeesaessueeessaseesaseesaseessseeesaseeaasbeesasbessaseesabeeaasbe sasbessheeeease e e nseesabaeeeheeeeabeeennaeeentteeenteesaneeenns

VISIOMN 1 uuuttirrteeteeeeeteeesietttreteeeeeeeeesssessnssseaaeeseessnserasssasssaeaesssssenasssesssessessssensessnssssssseesesssessnsssnssssnasesssssessnsssssssseseessesensnnssnssnens

VD NAT OTACT 1eveveiiieiiiiiiiiiieiee ettt e e e eeieiirereeeee et e eeesesesbbasaeeaeeasesesesssssaasaesasseeserssnsssasseesesenssnssnsssssssasesesssnsenssssesesesaeesessnsensnssnens

AT 2 7 (AR 27 77 o AT A7) 7 AT 2y 7 AN BT 27 77 o AN ST A 7 (AT 27 7 AN B T 27 77 SN A7) 7 AT A7) 77 (AN T 2y 77 oSS AN T Ay
AR \ N \ N \ AR \ AR \ AR \ AR \ AT \ AT \ NI/ \ AR \ SOV
SV SN SRS A SN AN SN SN SN i S AN S SN ASSNiEE Sk



29
30
31
32
33
33
37

Signerat MJ, FL, RB, JB

o
IS
—
o)
—
©
[es]
~
n
N~
wn
wn
n
—
—
~
~
o~
o)
S
o
45

C

9]

€

o}
=

o
o

Forandring eget Kapital,MOAErDOIAZET .. cccuuviiiieeriiieeiie ettt stie e sttt e e st be s sat e s steesbte e sabbessreeessbeesnseesaseessbeeessseesaneens
Not 1 Redovisningsprinciper
Upplysningar till enSKIIAAPOSIET ......veiiuiiiiiiieiiiiiiiitieiiii ettt st s e bbbt e st sabe s sabae s sbaeessbeesnbessurbessnnes

Kassaflodesanalys, MOAEIDOIAZEL .....cuueeriiiriiieeiiee ettt ettt e e sree e st s e e st e s s bt e e s aeeesabeeseabeesaseessneessnseessnseesnseesnneensseess

Balansrakning, MOAErDOIAZEL.......c.ueiiiiiiiiiiiiiiiiii i st sra b s sr e aa e s nabe s
Balansrakning, MOAEIDOIAGEL.......c.ueiiiiiieiieiceeeiiee ettt etee e st ee st e e s e e st e e s sreeessteesasbeesaseessseeesateesnsbessanaessbeeesnseensnsens

SV AN A SN S i A SN S S SN SN AN R SN LS ARk

...... =



{

N

-;@
A
A

7l
N

Moz

=

NS
e

W
Z

)

KORT OM UMIDA GROUP

Umida Group AB(publ)
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Umida Group AB (publ) &r en etablerad aktor inom dryckesbranschen med fokus pa produktion, marknadsforing
och forsaljning av bade alkoholhaltiga och alkoholfria drycker. Bolagets sortiment omfattar vin, sprit,
blanddrycker, glogg, tonic, drinkmixers samt andra flytande livsmedel.
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Bolaget ar en innovativ och flexibel organisation med ett tydligt fokus pa kvalitet, produktutveckling och
konsumentinsikt. Umidas 6vergripande vision ar att skapa unika och hallbara smakupplevelser.
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Verksamheten bedrivs genom affarsomradena Umida Brands, Brands For Fans och Umida Partners, dar
bolaget utvecklar, marknadsfor, saljer och distribuerar saval egna varumarken som produkter for externa
uppdragsgivare. Umida verkar pa en internationell marknad och har kunder och samarbetspartners i ett flertal
lander.
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Bolagets produkter distribueras genom bade Systembolaget och dagligvaruhandeln, samt via andra relevanta
forsaljningskanaler.
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Umida ager varumarket Ekobryggeriet, som ar marknadsledande inom tonicsegmentet i dagligvaruhandeln i
Sverige samt en av de mest framgangsrika svenska ginprodukterna pa marknaden.
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Tillsammans med influensertrion JLC driver Umida varumarket Joluca, ett varumarke fér energi- och
funktionsdrycker. Produkterna ar utvecklade for att mota en véxande efterfragan inom funktionella drycker och
riktar sig till en aktiv och hdlsomedveten malgrupp. Joluca har fatt ett positivt mottagande pa marknaden och
utgor en viktig del av bolagets fortsatta tillvaxtstrategi.
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Umida Group har sitt sate i Stockholm och ar noterat pa Spotlight Stock Market. Bolaget har cirka 2 300
aktieagare.
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2025 var ett ar som pa manga satt bekraftade styrkan i Umida Groups strategi, men ocksa tydliggjorde att var
omstallning kraver bade tdlamod och fortsatt disciplin. Vi gick in i dret med stark medvind efter ett framgangsrikt
2024, och redan under arets forsta kvartal sag vi fortsatt tillvaxt, férbattrad bruttomarginal och ett positivt EBITDA-
resultat. Under det andra kvartalet fortsatte utvecklingen i samma riktning, drivet av Okad forsaljning i
dagligvaruhandeln, god utveckling for Joluca och fortsatt styrka i Ekobryggeriet. Sammantaget gav det oss ett
starkt forsta halvar med tydliga bevis pa att vara prioriterade varumarken och var kommersiella modell fungerar.
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Samtidigt blev det under arets andra halft tydligt att 2025 ocksa skulle bli ett ar av normalisering och strategisk
forflyttning. Tredje kvartalet paverkades negativt av starka jamforelsetal fran foregaende ar, sarskilt kopplade till
Jolucas lanseringsvolymer under 2024. Vi valde anda att fortsatta investera i marknadsaktiviteter, distribution och
varumarkesbyggande for att starka var langsiktiga position. Det pressade resultatet pa kort sikt, men var enligt
var beddmning ratt vag framat. Nar ett nytt varumarke etableras i en av handelns mest konkurrensutsatta
kategorier kravs uthallighet, och vi har under aret lagt ett viktigt fundament for fortsatt tillvaxt.

i
N

U

\”)\\’».\\\‘7 NS
AT A

il
A

8 ﬂ

Det kanske tydligaste kvittot pd att var strategi ger effekt ar utvecklingen inom vara varumarken. Joluca har pa
kort tid tagit en stark position i energidryckskategorin och etablerat sig som ett av de mest relevanta nya
varumarkena i svensk dagligvaruhandel. Under varen 2026 rankades Joluca dessutom som det sjatte maktigaste
varumarket inom svenska livsmedelshandel av Medieakademin, en anmarkningsvard prestation som tydligt visar
vilken genomslagskraft varumarket har uppnatt pa kort tid. Samtidigt har &ven Ekobryggeriet fortsatt att utvecklas
positivt och befast sin roll som en stabil och I6nsam bas i var portfélj. Under aret har vi ocksa sett att var
bruttomarginal starkts och stabiliserats, vilket &r avgdrande for wvar langsiktiga lonsamhet.
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Vi har under 2025 ocksa tagit viktiga steg for att géra Umida Group mer fokuserat, mer skalbart och battre
positionerat for framtiden. Var finansiella stallning har starkts genom aterbetalning av tidigare banklan, samtidigt
som vi fortsatt att utvardera hur koncernen bast ska renodlas och utvecklas. Var ambition ar tydlig: att bygga
langsiktigt aktiedgarvarde genom en kombination av organisk tillvaxt, starka egna varumarken, selektiva
partnerskap och, nar ratt méjligheter uppstar, vardeskapande férvarv. Som en effekt av detta har vi under hosten
2025 initierat ett arbete for att utvardera en mojlig avyttring av vara egenutvecklade varumarken inom alkohol.
Vid ett positivt utfall kan detta bidra till att accelerera var omstallning och starka bolagets finansiella stallning.
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Som en del av var fortsatta satsning pa att utveckla nasta generations konsumentvarumarken har vi aven under
aret initierat ett nytt samarbete tillsammans med en av Sveriges storsta kreatorgrupper, lJustWantToBeCool.
Partnerskapet, som omfattar bade ett nytt varumarke och ett dedikerat bolag, bygger pa en gemensam ambition
att kombinera starkt kreativt innehall med var operativa och kommersiella plattform. Genom att forena rackvidd,
malgruppsforstaelse och varumarkesbyggande med Umidas erfarenhet inom produktutveckling, distribution och
forsaljning skapar vi goda forutsattningar att etablera ytterligare ett skalbart och relevant varumarke i
dagligvaruhandeln. Detta ar ett tydligt exempel pa hur vi fortsatter att utveckla var affarsmodell och identifiera
nya tillvaxtmojligheter.
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Nar vi nu blickar framat gor vi det med bade realism och tillforsikt. 2025 utvecklades inte fullt ut enligt var
ursprungliga plan, men aret har samtidigt lagt grunden for nasta fas i Umidas utveckling. Vi gar in i 2026 med
starkare varumarkesplattformar, férbattrade marginaler, 6kad erfarenhet fran dagligvaruhandeln och en
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Filip Lundquist

(fodd 1986) Styrelseledamot, invald i 2025. Filip Lundquist ar verkstallande direktér i Umida
Group AB sedan 2020. Filip har bred salj- och marknadsbakgrund och har arbetatiledande
roller hos Treasury Wine Estates och L'Oréal. Filip har erfarenhet av samtliga saljkanaler
och ett starkt fokus pa varumarkesbyggande och tillvaxt.

Aktieinnehav per 2025-12-31: Totalt 869 687 aktier
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Robert Burén
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(fédd 1970). Robert Burén ar bland annat medgrundare till IT-konsultbolaget Cygni som
forvarvades av Accenture 2021. Robert har via Cygni haft uppdrag som CTO eller CIO pa
Kindred, SBAB Bank, Qliro, Blocket, Bisnode, Futur Pension m.fl. Robert ar &ven
styrelseledamot i Bredband2 (listat pa Nasdaq First North) samt har tidigare varit ledamot
i de listade bolagen Qliro, Verkkokauppa.com, Gaming Innovation Group samt ett antal
onoterade bolag.

Aktieinnehav per 2025-12-31: Totalt 500 000 (via bolag) aktier
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Koncernledning
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Filip Lundquist
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(fédd 1986) Verkstallande direktdr sedan 2020. Filip har bred salj- och marknadsbakgrund och kommer senast
fran Treasury Wine Estate och fore det fran L" Oréal. Filip har erfarenhet av alla séljkanaler och har arbetat bade
nationellt och internationellt.
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Aktieinnehav per 2025-12-31: 869 687 aktier

N
NN

Sl

Aron Kallstrom
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(fodd 1980) CFO 2020-2024 samt aterintradde i rollen i augusti 2025. Aron har 6ver 20 ars erfarenhet fran
musikindustrin, privat sjukvard och dryckesbranschen. Han har innehaft ledande roller sdsom CFO, Finance
Manager och Group Business Controller. Aron har dven erfarenhet av att starta och utveckla egna bolag.
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Aktieinnehav per 2025-12-31: 23 884 aktier
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Fatih Kurtulus
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(fédd 1976) Head of Sourcing and Supply sedan 2019. Fatih har 20 ars erfarenhet fran olika operativa roller inom
tillverkningsindustrin, framst inom inkop, logistik och produktionsplanering. Senast kom Fatih fran det
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amerikanska bolaget Sanmina Corporation som ar en av varldens storsta underleverantorer inom elektronik dar
Fatih hade en ledande roll som divisionschef for inkp och logistik.
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Aktieinnehav per 2025-12-31: 571 650 + 302 354 (via bolag) aktier
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BDO Malardalen AB med Joanna Benes som huvudansvarig revisor
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Joanna Benes ar Bolagets revisor sedan 2025. Joanna Benes ar auktoriserad revisor, verksam vid BDO Malardalen
AB.
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BOLAGSSTYRNINGSRAPPORT

TON
N

il
N

ol

/.

s\\‘(
Q)
=3

Rapport over bolagsstyrning
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Umida Group AB (publ) ar ett svenskt publikt aktiebolag med sate i Stockholm som bedriver sin verksamhet framst
i Sverige. Umida Groups B-aktie ar upptagen till handel pa Spotlight Stock Market.
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Styrning, ledning och kontroll av Bolaget férdelas mellan aktiedgarna pa arsstdmman, bolagets styrelse och
verkstallande direktdr. Verksamheten regleras bland annat av svensk aktiebolagslag, gallande bolagsordning samt
verksamheten regleras av Spotlights regelverk.
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Umida Groups bolagsstyrning syftar dels till att sakerstalla att Bolaget efterlever tillampliga lagar, regler och
processer och dels till att skapa en hallbar avkastning till aktiedgarna genom god riskkontroll och en sund
foretagskultur samt sakerstalla ett effektivt beslutsfattande. Umida Groups bolagsstyrning praglas av tydligt
definierade ansvars- och rollférdelningar inom Bolaget samt den goda ordning och reda som finns i Umida Groups
interna system.
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Rapport 6ver bolagsstyrning
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Bolagsstyrning avser det regelverk och den struktur som etablerats for att effektivt och kontrollerat styra och leda
verksamheten i Bolaget. Bolaget ar inte skyldigt att tillampa Svensk Kod for Bolagsstyrning och har ej atagit sig att
frivilligt folja den. Bolagets nuvarande organisation med minimala resurser skapar inte forutsattningarna for att
kostnadseffektivt och kontrollerat kunna tillampa koden.
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Bolagsordningen
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Bolagsordning i Umida Group som antogs vid ordinarie bolagsstamma den 2 juni 2025 aterfinns i sin helhet pa
www.umidagroup.se. Bolaget har till foremal for sin verksamhet att, direkt eller indirekt via bolag, bedriva
tillverkning, férpackning och férsaljning av mat och dryck, bedriva partihandel med alkoholhaltiga drycker, aga och
hyra ut fast egendom, samt darmed tillférenlig verksamhet.

NG

/. \‘i\f NS
N
AN

N
ZZS

7
@

.\\\\"

Enligt bolagsordningen kan Umida Group AB (publ) ge ut aktier i tvd aktieslag, stamaktier av serie A samt
stamaktier av serie B. Varje stamaktie av serie A har ett rostvarde om tio (10) roster och varje stamaktie av serie
B ett rostvarde om en (1) rost.
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Styrelse
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Styrelsens uppgift ar att med kontinuitet och langsiktighet sakerstalla Umida Groups utveckling i syfte att skapa
hallbar avkastning till aktieagarna.
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Umidas valberedning har bestatt av representanter fran ett par av de storre aktiedgarna.
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Infor arsstamman i Umida Group AB (publ) den 3 juni 2026 offentliggér valberedningen sitt forslag avseende
styrelseordférande och 6vriga styrelseledamoter.
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Styrelsen skall ha en valbalanserad sammansattning som fangar upp en bred kompetens inom affarsutveckling,
entreprendrskap, marknadsforing, forsaljning samt djup kunskap inom dryckesindustrin med fokus pa
alkoholhaltiga drycker och flytande livsmedel som saljs till bade konsument- som restaurangmarknaden.
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FORVALTNINGSBERATTELSE
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Styrelsen och verkstdllande direktoren fér Umida Group AB (publ), org.nr 556740-5070 avger hdrmed drsredovisning
och koncernredovisning for rdkenskapsdret 2025.
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Umida Group AB (publ) ar en etablerad aktoér inom dryckesbranschen med fokus pa produktion, marknadsforing
och forsaljning av bade alkoholhaltiga och alkoholfria drycker. Bolagets sortiment omfattar vin, sprit,
blanddrycker, glogg, tonic, drinkmixers samt andra flytande livsmedel.
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Bolaget ar en innovativ och flexibel organisation med ett tydligt fokus pa kvalitet, produktutveckling och
konsumentinsikt. Umidas 6vergripande vision ar att skapa unika och hallbara smakupplevelser.
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Verksamheten bedrivs genom affarsomrddena Umida Brands, Brands For Fans och Umida Partners, dar
bolaget utvecklar, marknadsfor, saljer och distribuerar saval egna varumarken som produkter for externa
uppdragsgivare. Umida verkar pa en internationell marknad och har kunder och samarbetspartners i ett flertal
lander.
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Bolagets produkter distribueras genom bade Systembolaget och dagligvaruhandeln, samt via andra relevanta
forsaljningskanaler.
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Umida ager varumarket Ekobryggeriet, som ar marknadsledande inom tonicsegmentet i dagligvaruhandeln i
Sverige samt en av de mest framgangsrika svenska ginprodukterna pa marknaden.
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Tillsammans med influensertrion JLC driver Umida varumarket Joluca, ett varumarke fér energi- och
funktionsdrycker. Produkterna ar utvecklade for att mota en véxande efterfragan inom funktionella drycker och
riktar sig till en aktiv och hdlsomedveten malgrupp. Joluca har fatt ett positivt mottagande pa marknaden och
utgor en viktig del av bolagets fortsatta tillvaxtstrategi.
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Umida Group har sitt sate i Stockholm och ar noterat pa Spotlight Stock Market. Bolaget har cirka 2 300
aktieagare.
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Bolagets storsta agare 6ver 10 procent av aktiekapitalet ar forsakringsbolaget Avanza Pension med 9 790 660
aktier och 22,09 procent av résterna.
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Medelantalet anstallda i koncernen uppgick under 2025 till 14 personer (2024: 10), varav 4 kvinnor och 10 man.
Okningen &r delvis hanforlig till férvarvet av THBC AB.
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Umida Group arbetar for en god arbetsmiljé och halsa for sina medarbetare. Umida Group och dotterbolagen
bedriver ingen verksamhet som kraver tillstand enligt miljobalken. Umida Group verkar for en hallbar
affarsmodell och beaktar miljdmassiga aspekter i produktval och distributionskedjor.
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Prisrisker
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Bolaget ar exponerat mot prisférandringar avseende ravaror, férpackningsmaterial och transportkostnader.
Prisrisker hanteras primart genom |6pande uppféljning av inkdpspriser samt dialog med leverantorer. Bolaget
anvander inga finansiella instrument sdsom valutaterminer for att sakra prisrisker. Exponeringen mot
exportmarknader har minskat under perioden, och andelen produktion i dvriga EU-lander har reducerats, vilket
sammantaget begransar valutaexponeringen.
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Kreditrisker
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Kreditrisk avser risken att motpart inte kan fullgdra sina betalningsforpliktelser. Bolagets kundstock ar
koncentrerad till ett begransat antal kunder, varav merparten bedéms ha god kreditvardighet. Kreditbedémning
gors vid etablering av nya kundrelationer och foljs upp I6pande. Reservering for osakra kundfordringar sker i
takt med att indikationer pa kreditférsamring uppstar och bedéms individuellt utifrdn kundernas
betalningshistorik och aktuell situation.
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Likviditetsrisker
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Likviditetsrisk avser risken att bolaget inte kan fullgéra sina betalningsdtaganden vid foérfallodag. Bolaget
hanterar likviditetsrisken genom I6pande kassaflodesprognoser och uppféljning av rérelsekapital. Bolaget har
tillgang till en checkrakningskredit som ger ytterligare finansiell flexibilitet vid kortsiktiga likviditetsvariationer.
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Ranterisker
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Ranterisk avser risken att forandringar i marknadsrantor paverkar bolagets finansnetto negativt. Bolagets
rantebarande skulder [6per med rorlig ranta, vilket innebar exponering mot ranteférandringar. Bolaget hanterar
denna risk genom aktiv uppféljning av skuldportféljens sammansattning och I6pande kontakt med kreditgivare.
Inga rantesakringsinstrument anvands for narvarande.
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Koncentrationsrisk
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Bolagets forsaljning ar koncentrerad till ett begransat antal kunder, varav flera utgor en vasentlig andel av den
totala omsattningen. Bolaget hanterar denna risk genom att aktivt arbeta med att bredda kundbasen och
diversifiera intdktsstrommarna éver fler kanaler och segment. Lopande dialog med befintliga nyckelkunder
syftar till att sakerstalla langsiktiga affarsrelationer och tidig information om eventuella férandringar i
inkbpsmonster.
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Operationell risk
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Operationell risk avser risken for forluster till féljd av otillrackliga eller misslyckade interna processer, system,
personal eller externa handelser. Bolaget ar beroende av ett antal leverantorer fér produktion, férpackning och
distribution av sina produkter. Risken hanteras genom att bolaget uppratthaller relationer med alternativa
leverantorer dar sa ar mojligt, samt genom Iépande uppféljning av leverantdrernas kapacitet och
leveransférmaga. Bolaget arbetar kontinuerligt med att sékerstélla robusta interna processer och andamalsenlig
intern kontroll.
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Marknads- och efterfragerisk

Bolaget verkar pa en marknad préaglad av forandrade konsumtionsmonster, hog konkurrens och prispress.
Efterfragan pa bolagets produkter kan paverkas av faktorer som konjunkturutveckling, férandringar i
konsumentpreferenser samt beslut fattade av viktiga distributorer. Bolaget hanterar denna risk genom I6pande
produktutveckling, aktiv varumarkesvard samt en diversifierad produktportfélj riktad mot flera kundsegment

och férsaljningskanaler.

Verksamhetsaret 2025

Umida starker bruttomarginalen men 6kade marknadsinvesteringar och negativ utveckling av férvarvet

THBC sanker resultatet under 2025

Under 2025 fortsatte bolaget att bygga vidare pa den positiva trend som etablerades under 2024,
Nettoomsattningen exklusive punktskatter och &vriga rorelseintakter uppgick till 81 182 KSEK (85 401 KSEK), en
minskning om 5 procent jamfort med féregaende ar. Minskningen drivs av affarsomradet Brands for Fans och
varumarket Elin, vars forsaljning minskade till foljd av lagre distribution hos Systembolaget. Tillvaxtdrivarna Joluca
och Ekobryggeriet visade daremot en stabil positiv utveckling. Ekobryggeriet tonics uppvisade en organisk tillvaxt
om 6,7 procent, och Joluca befaste sin position som det sjunde storsta varumarket inom energidryckskategorin i
Sverige. Forvarvet av THBC AB i april 2025 tillférde nya synergier men belastade resultatet negativt under

verksamhetsaret.

Bruttomarginalen starktes markant under 2025 och uppgick till 38,3 procent (34,5 procent foregaende ar), vilket
ar en forbattring med 3,8 procentenheter. Den forbattrade bruttomarginalen ar primart hanfoérlig till en mer
gynnsam produkt- och forsaljningsmix, med ett minskat inslag av lagmarginalprodukter. De operationella
kostnaderna 6kade med 22 procent jamfért med foregdende ar, hanforligt till intensifierade salj- och
marknadsinvesteringar i varumarket Joluca pa den svenska och spanska marknaden, samt tillfalliga
personalkostnader kopplade till organisatoriska forandringar i bdde Umida Group och det forvarvade THBC.
EBITDA uppgick till -1 186 KSEK (4 962 KSEK foregdende ar), en forsamring med 6 148 KSEK driven av de okade
operationella kostnaderna. Rorelseresultatet uppgick till -6 329 KSEK (652 KSEK). Resultatet efter finansiella poster
uppgick till -8 001 KSEK (160 KSEK). Féregdende ars resultat inkluderade en realisationsvinst om 2 256 KSEK fran
forsaljning av andelar i The Great Swedish Jarn AB, vilket paverkar jamférbarheten mellan aren. Rantekostnaderna
forbattrades med 681 KSEK jamfort med foregaende ar till foljd av att koncernens lan till DBT Capital aterbetalades

till fullo under aret, vilket minskar den finansiella belastningen framgent.

Under 2025 aterbetalade bolaget samtliga banklan till DBT Capital, vilket starkte bolagets finansiella stallning.
Kassaflodet fran den I6pande verksamheten uppgick till 1 639 KSEK (-3 782 KSEK foregaende ar), en forbattring
med 5 419 KSEK. Forbattringen ar primart hanforlig till en positiv forandring av rorelsekapitalet, framfor allt
minskning av kundfordringar. Det egna kapitalet uppgick per den 31 december 2025 till 6 503 KSEK (13 752 KSEK
foregdende ar), vilket innebar en minskning om 7 249 KSEK, primart hanforlig till arets negativa resultat.

Soliditeten uppgick till 15 procent (25 procent foregaende ar).

Styrelsen och VD bed&mer att de investeringar som gjorts i varumarkesutveckling och distribution under 2025
skapar forutsattningar for [6nsam tillvaxt under 2026, med stod av befintliga distributionsavtal, nya listningar och

planerade produktlanseringar.
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Kostnader och arets resultat 2025
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Under 2025 forbattrades koncernens bruttomarginal till 38,3 procent (34,5 procent féregdende ar), en férbattring
med 3,8 procentenheter. Férbattringen ar primart driven av en gynnsam forsaljnings- och produktmix samt ett
strategiskt arbete att 6ka andelen egna varumarken med hog marginal. Forbattringen uppnaddes trots ett
utmanande kostnadsklimat dar hogre logistik- och produktionskostnader, drivet av en svag svensk krona och
inflation, motverkade en annu starkare marginalutveckling.

\’7)\1"4,\\\‘% /\(\?
DN 2N,

i
AN

il

N>
&l

Rorelseresultatet uppgick till -6 329 KSEK (652 KSEK foregaende ar) och EBITDA uppgick till -1 186 KSEK (4 962
KSEK).
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Arets resultat blev - 8 001 KSEK (160 KSEK) vilket var en férsamring med 8 161 KSEK.
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Likviditet och finansiering
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Koncernen har under dret haft ett fortsatt fokus pa att starka sin finansiella stalining och skapa langsiktigt hallbara
forutsattningar for verksamheten. Per den 31 december 2025 uppgick koncernens banktillgodohavanden till 3
740 KSEK (5 931 KSEK). Per bokslutsdagen overstiger koncernens kortfristiga skulder omsattningstillgdngarna,
vilket innebar att koncernen fortsatt ar beroende av att sakerstalla finansiering och likviditet for den fortsatta
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verksamheten. Styrelsen och ledningen arbetar darfér aktivt med att utvardera och genomfdra olika
finansieringslosningar samt strategiska atgarder for att starka balansrakningen och sakerstalla fortsatt drift.
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Vid slutet 2024 omvandlades den utestaende fordran mot den amerikanska distributéren Amroth till ett reglerat
lan, vilket sakerstaller en formaliserad aterbetalningsstruktur. Per den 31 december 2025 uppgar det utestaende
beloppet till 6 369 KSEK. Bolaget foljer lopande upp aterbetalningen och utvarderar kontinuerligt exponeringen
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mot denna motpart.
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Lanet som Umida upptog under 2022 om 10 000 KSEK, samt det tillaggsupptagna lanet om 3 000 KSEK i samband
med forvarvet av varumarket Ekobryggeriet, har under hosten 2025 aterbetalats i sin helhet. Per den 31 december
2025 har bolaget inga externa lan.
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Bolagets tidigare beviljade anstand hos Skatteverket har under aret lagts pa aterbetalningsplaner som stracker
sig till 2026. Under aret har delbetalningar for anstanden betalats tillbaka och per bokslutsdatum uppgar
anstanden hos Skatteverket till 2 387 KSEK (4 535 KSEK).
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Fortsatt drift
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Per den 31 december 2025 uppgick koncernens egna kapital till 6 503 KSEK, en minskning jamfért med foregaende
ar hanforlig till arets negativa resultat. Soliditeten uppgick till 15 procent. Under 2025 aterbetalade bolaget
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samtliga 1an till DBT Capital, vilket innebar att koncernen per bokslutsdatum ar fri fran externa banklan.
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Per bokslutsdagen dverstiger koncernens kortfristiga skulder omsattningstillgangarna, vilket innebar ett fortsatt
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behov av att sakerstalla koncernens finansiering och likviditet.
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Styrelsen och ledningen arbetar aktivt med atgarder for att starka balansrakningen och skapa langsiktigt
hallbara forutsattningar for bolagets och koncernens fortsatta drift, inklusive strategiska 6versyner, mojliga
avyttringar samt kompletterande finansieringslosningar. Vid tidpunkten for avgivandet av denna arsredovisning
ar de namnda atgarderna for sakrad finansiering for nastkommande rakenskapsar inte sakerstallda.
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Styrelsen bedémer att forutsattningarna att genomfora de planerade och pagadende atgarderna ar goda och ars-
och koncernredovisningen har darfér upprattats med antagande om fortsatt drift.
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Tongivande handelser under 2025
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» Joluca expanderade sortimentet med en ny energidryck (180 mg koffein) som lanserades vecka 4, 2025.
Lanseringen sakrade centrala listningar hos ICA, COOP, Axfood, Reitan och ST1. Vecka 6 nadde Joluca sin
hittills hdgsta utforsaljning hos dagligvaruhandelns kassasystem, och befadste positionen som det sjunde
storsta varumarket inom energidryckskategorin i Sverige.
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Bolaget vann Systembolagets blindprovning av gin, vilket innebar lansering av en ny ekologisk Old Tom-
gin under varumarket Ekobryggeriet den 1 september 2025. En ny gin och en ny smaksatt rom lanserades
vidare i Systembolagets fasta sortiment den 1 mars 2025, bdda wvunna i Systembolagets
upphandlingsférfarande.
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Forvarvet av THBC AB slutfordes i april 2025. Forvarvet finansierades med en riktad nyemission av 544
217 B-aktier till en teckningslikvid om 800 TSEK. Forvarvet férvantas starka Umidas position inom FMCG-
segmentet.
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Ny styrelse valdes vid ordinarie bolagsstamma den 2 juni 2025. Tre tidigare ledama&ter (Carl Caap, Johan
Sjokvist och Leif Liliebrunn) avbdjde omval. Den nya styrelsen bestar av Mats Jamterud (omvald
ordférande), Filip Lundquist (VD), Robert Burén samt Ash Pournouri som har under aret uttratt ur
styrelsen.
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En redesign av Ekobryggeriets hela produktportfélj genomférdes under Q2 for att starka varumarkets
premiumpositionering och synlighet i butik.
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Joluca lanserades i Spanien under Q3 2025 och var tillganglig i butikskedjorna Carrefour, El Corte Inglés
och Alcampo fran oktober 2025. Joluca erholl hyllkants-exponeringar i 130 av Carrefours butiker, vilket
markerar bolagets forsta internationella etablering utanfér Norden.
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Den nya smaken Joluca Passionfruit Guava lanserades i september 2025 och erhdéll centrala listningar hos
de stora dagligvarukedjorna och servicehandeln. Smaken blev den initialt basta lanseringen matt i
forsaljning ut fran butik. | vecka 42 lanserades aven limited edition-smaken Pomegranate Blood Orange,
framtagen i samarbete med Jolucas konsumentpanel.
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Joluca centrallistas hos Circle K fran vecka 37, 2025. Under Q4 2025 sakrade Joluca nya centrala listningar
hos ICA, COOP och Axfood fér den nya smaken Melon Lime, som lanseras under Q1 2026. Joluca
kommunicerades dven som centralt listat hos OKQS8 fran vecka 4, 2026.
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Bolaget vann Systembolagets upphandling av glogg och lanserade en ekologisk vinglogg i PET i
Systembolagets butiker fran och med november 2025. Offertvinster i Systembolagets
D upphandlingsférfaranden  befdster  bolagets position som en ledande leverantér av
NG hallbarhetscertifierade produkter.
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Bolaget tecknade ett strategiskt samarbete med Erna Husko, en av Finlands storsta profiler i sociala
medier (1,9 miljoner féljare), for att driva lanseringen av Joluca pd den finska marknaden. Jolucas
produkter planeras lanseras i finsk dagligvaruhandel under 2026.
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Bolaget bytte revisionsbyra fran Moore Allegretto AB till BDO Malardalen AB, efter att Lars Erik Engberg
pensionerats. Joanna Benes vid BDO Malardalen AB tilltradde som huvudansvarig revisor. Aron Kallstrém
utsades till tillférordnad CFO efter att Ana Mészaros lamnade sin tjanst.
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Bolaget tog hem en trippelvinst i Systembolagets blindprovning av mérk rom i Q4 2025, med placering pa
bade forsta och andraplats. Detta resulterar i tre nya produktlistningar med en beréknad nettoomsattning
om 5 MSEK exklusive alkoholskatt. De tva forsta produkterna lanseras 1 mars 2026 och den tredje i
september 2026.
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Ekobryggeriet sdkrade nya fasta centrala listningar hos ICA for tre smaker av sina premiumtonics pa 50 cl-
flaska, fran vecka 7, 2026. Det ar forsta gangen som Ekobryggeriets 50 cl-sortiment erhaller en central
placering hos Sveriges storsta dagligvaruaktor.
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Personalen har under 2025 ingdtt ett prestationsaktierattsavtal for styrelsen och vissa anstallda har
mojligheten att erhalla tilldelning av prestationsaktieratter efter intjanandeperioden tva ar om villkor ar
uppfyllda. Villkoren &r att vara anstdlld och fortsatt prestera for att Umidas volymvagda
genomsnittskursen for Umida Groups B-aktie pa Spotlight Stock Market under maj 2027 uppgar till tre (3)
kronor. Den maximala utspadningen for befintliga aktiedgare blir cirka 7,9 procent av totala antalet aktier
vid fullt utnyttjande inom ramen av prestationsaktieprogrammen. Vid full intjaning berdknas de
redovisningsmassiga kostnaderna for prestationsaktieratterna uppga till cirka 0,32 MSEK for styrelsen och
0,26 MSEK for anstallda. Per bokslutsdagen uppgar kostnaden for intjdnade aktieratter till 0,18 MSEK
respektive 0,21 MSEK. Vid bokslutsdagen har inte detta villkor uppfyllts utan aktiekursen var vid den
= tidpunkten 1,075 kr. Umida Group AB har inte bokat in ndgon kostnad for 2025 avseende detta sa det har
ingen resultatpdverkan i resultatrakningen for 2025.
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Handelser pa nya aret
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> Joluca Melon Lime lanserades i samtliga dagligvaruhandelsaktorer efter kvartalets utgang. Bolaget
lanserade aven energidrycker berikade med 10 gram hdgkvalitativt protein - en innovation som
kombinerar Jolucas smakprofil med ett funktionellt innehall for att méta ett tydligt naringsbehov hos
konsumenterna. Listningar hos dagligvaruhandeln sakrades i samband med lanseringen.
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Umida Group ingick ett strategiskt samarbete med IjustWantToBeCool (JWTBC) - en av Sveriges storsta
kreatorgrupper - och etablerade ett gemensamt bolag for snacksprodukter. Produktlanseringarna
berdknas till andra halvaret 2026. Samarbetet starker bolagets position i skdrningspunkten mellan
underhallning, digital rackvidd och konsumentprodukter.
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Styrelseledamoten Arash "Ash” Pournouri lamnade sitt styrelseuppdrag under januari. Bolaget utvarderar
I6pande styrelsens sammansattning for att sakerstélla optimal kompetens i férhallande till bolagets
strategiska inriktning.
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Joluca breddar sitt produktsortiment och tar ett forsta steg in i apotekssegmentet genom lanseringen av
Joluca Electrolytes, en for Joluca ny produktkategori inom vatskeersattning i form av brustabletter.
Produkterna lanseras initialt exklusivt via Apoteket AB:s under varen.
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affarsforutsattningar. Samtidigt innebar bolagets 6kade fokus pa alkoholfria och funktionella drycker en successiv
minskning av denna riskexponering over tid.

Strategiska risker kopplade till omstéllning

2025 har praglats av en strategisk transformation mot en mer fokuserad och skalbar affairsmodell. Denna
omstallning innebar risker kopplade till genomférande, inklusive integration av nya verksamheter, avveckling eller
eventuell avyttring av delar av portféljen samt etablering i nya produktkategorier. Utfallet av dessa initiativ kan
paverka bolagets kortsiktiga resultat och langsiktiga position.

Personal och organisation

Bolagets utveckling ar beroende av dess férmaga att attrahera, utveckla och behalla nyckelkompetens. Under aret
har organisatoriska forandringar genomforts, vilket kan innebara bade risker och méjligheter. En stabil och
kompetent organisation ar avgérande for att realisera bolagets strategi.

Riskhantering

Umida arbetar [6pande med att identifiera, utvardera och hantera risker inom verksamheten. Detta sker genom
en kombination av operativa processer, finansiell uppféljning och strategisk planering. Bolaget stravar efter att
minska riskexponeringen genom diversifiering av varumarkesportféljen, utveckling av fler forsaljningskanaler,
geografisk expansion samt en balanserad kapitalstruktur.

Forslag till vinstdisposition

Foérslag till disposition av bolagets vinst

Till arsstammans forfogande star

balanserad forlust -104 608 545
overkursfond 116 916 295
arets resultat -6 726 494

5581 256
Styrelsen foreslar att i ny rakning dverfores 5581256

Styrelsen foreslar att ingen utdelning sker till dgarna. Betraffande bolagets resultat och stallning i évrigt hanvisas
till efterféljande resultat- och balansrakningar med tillhérande noter.
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FINANSIELLA RAPPORTER

Resultatrakning, koncern

KSEK

Not
Rorelsens intdkter m.m.

Nettoomsattning inkl. dryckesskatt 3,4

Dryckesskatt
Nettoomsattning

Ovriga rorelseintakter 5

Rérelsens kostnader

Handelsvaror

Ovriga externa kostnader 6,7
Personalkostnader 8
Avskrivningar av materiella och immateriella

anlaggningstillgangar

Ovriga rorelsekostnader 5

Rorelseresultat

Resultat fran finansiella poster 9

Resultat fran andelar i koncernforetag

Resultat fran 6vriga vardepapper och 9
fordringar som &r anlaggningstillgangar

Ovriga ranteintékter och liknande resultatposter

Rantekostnader och liknande resultatposter

Resultat efter finansiella poster

Resultat fére skatt

Skatt pa arets resultat 10

Arets resultat

Hanforligt till:
Moderbolagets aktieagare
Innehav utan bestdammande inflytande
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2025-01-01 2024-01-01
2025-12-31 2024-12-31
116 304 120413
-35122 -35012
81182 85401
1842 3445
83024 88 846
-50 114 -55921
-21 441 -15 565
-12 291 -11128
-5143 -4 310
-364 -1270
-89 353 -88 194
-6 329 652
0 2 256

-217 0
612 522
-2164 -2 845
-1769 -67
-8 098 585
-8 098 585
97 -425

-8 001 160
-6 476 -777
-1525 937
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Balansrdakning, koncern

KSEK

TILLGANGAR
Anlaggningstillgangar

Immateriella anldggningstillgangar
Varumarken
Goodwill

Ovriga immateriella anlaggningstillgdngar

Summa immateriella anlaggningstillgangar

Materiella anlaggningstillgangar
Forbattringsutgifter pa annans fastighet
Maskiner och andra tekniska anlaggningar
Inventarier, verktyg och installationer
Nyttjanderéttstillgang

Summa materiella anlaggningstiligangar

Finansiella anlaggningstillgangar
Andra langfristiga vardepappersinnehav
Andra langfristiga fordringar

Summa finansiella anlaggningstillgangar
Summa anlaggningstillgangar
Omsaéttningstillgangar

Varulager m.m.
Varor under tillverkning
Fardiga varor och handelsvaror

Forskott till leverantdrer

Summa varulager m.m.

Kortfristiga fordringar

Kundfordringar
Aktuell skattefordran
Ovriga fordringar

Foérutbetalda kostnader och upplupna intakter

Summa kortfristiga fordringar

Kassa och bank
Kassa och bank

Summa kassa och bank

Summa omsattningstillgangar

SUMMA TILLGANGAR

2025-12-31 2024-12-31
4767 7183
916 1971
151 376
5834 9530
0 0

13 31

227 187
3033 1225
3273 1443
0 0
6623 2923
6623 2923
15730 13896
48 0
7535 5572
396 1609
7979 7181
13 597 25886
208 0
513 359
2122 2599
16 440 28 844
3740 5931
3740 5931
28 159 41956
43 889 55 853
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Kassaflodesanalys, koncern

KSEK
Not 2025-01-01 2024-01-01
2025-12-31 2024-12-31
Den I6pande verksamheten
Roérelseresultat -6 329 652
Justeringar for poster som inte
ingér i kassaflod 27
gar i kassaflodet 4054 3738
Erhallen ranta m.m. 394 522
Erlagd ranta 22032 -2760
Betald inkomstskatt 0 -355
Kassaflode fran den I6pande verksamheten
fore forandringar av rorelsekapital 3913 1797
Kassaflode fran férandringar av rérelsekapital
Minskning(+)/6kning(-) av varulager/pagaende arbete
-720 2446
Minskning(+)/6kning(-) av kundfordringar 12 759 1791
Minskning(+)/6kning(-) av fordringar 126 2197
Minskning(-)/6kning(+) av leverantorsskulder 2977 -999
Minskning(-)/6kning(+) av kortfristiga skulder 3636 -8620
Kassaflode fran den I6pande verksamheten 1639 -3782
Investeringsverksamheten
Forvarv av koncernforetag 17
189 0
Forsaljning av andelar i koncernforetag 17 0 2321
Ny utlaning till utomstaende 20 -6 346 217
Aterbetalning av 1&n fran utomstéende 20 2 646 0
Kassaflode fran investeringsverksamheten 3512 2104
Finansieringsverksamheten
Arets nyemission/personaloptioner -48 16175
Forandring langfristiga skulder 0 -5799
Andring kortfristiga finansiella skulder -1 808 1683
Férandring checkrakningskredit 1540 .2 598
Kassaflode fran finansieringsverksamheten 317 6095
Férandring av likvida medel 22189 4417
Likvida medel vid arets borjan 5931 1513
Likvida medel vid arets slut 3742 50931
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13563
-603
-6 828
-10077
-102
1965
-137
-267
1621
-2426
-2426
-2 426

12258
-17 609
-4 047

2024-01-01
2024-12-31

12 408
1035
13443
-91

-7 356
-10078
-99
-4190
-217
100
-151
-348
-3 036
-7 226
500

-6 726
-6 726

-17 634
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Resultatrakning, moderbolaget
Avskrivning av materiella anlaggningstillgangar

Resultat fran finansiella poster

Resultat frdn andelar i koncernféretag

Resultat fran vriga vardepapper och

fordringar som ar anlaggningstillgangar

Ovriga ranteintékter och liknande resultatposter
Ranteintakter fran koncernforetag

Rantekostnader till koncernféretag

Resultat efter finansiella poster

Rorelsens intakter m.m.
Nettoomsattning

Ovriga rérelseintakter
Rérelsens kostnader
Handelsvaror

Ovriga externa kostnader
Personalkostnader
Ovriga rérelsekostnader
Rérelseresultat
Rantekostnader
Bokslutsdispositioner
Erhallna koncernbidrag
Lamnade koncernbidrag
Resultat fore skatt
Skatt pa arets resultat
Arets resultat

KSEK

~

S S S S S S S S S S S S S S S Y S S ST L Y ST
SV SN SRS A SN AN SN SN SN i S AN S SN ASSNiEE Sk



- — O ~ o O O m n n A — un < (o)) < < (o8] |
) M 0| — n M| © o N| N © mn M M o al o 00 o
& - N - o] © %) N| N N N N| N | c 0 -
- 0 —| O o [e)) —| O — |
< N ™ ™ = e o
N
o
N
- m | o ~ o © | n o — o | <« | n < o
(0] — O| «— N —| o =) N| N — | ©o N~ Q0 00 o
& —| - NN © N[ N — O S| N —| - O N -
- ~ ~ I~ < —| © © < o
& N N N ™M o
N T
o o
N =
=
=
©
©
(]
oy
50
(%]
° n ~ o -
2 e - N ~
o
3
2
O
2
L d %
(] 0
o0 )
=
© =
o 5 A
D
Q2 o 5 = < S
o S ® g z
3 .8 B E 5
— — C
L 02 = - = a m
o s X5 & © 2 =] =
8 C S o & & = = S
£ S 5§ & £ < c T o T o
w ©O = .= ofS — wb Wmo 5 = b0
= oo m JL 0 = £ c + - %o c
o0 T8 28 = o B8 s s S £ 5
hc - wm W op C S 20 L e ) o T X =
c - ) X < = B0 © T = = = o £ I c « O c =
omm © c o S c ¢ © S 5 & L = o < o = 5 o x
c & £ & 8 ® € 9 = S N.o & 0 £ 00 Q ° Qo -1 oo <
< S O w8 0 2 & c oD IS £ c g © = c U]
ofC > = Y= = — f = —
= B s = W E o i) T @ S . £ oo 7] c 2
T 20 s c < 2 ® = oo 2 c = - T L. %X s 2% x o = =
. « F Ec28 sz B § EE3 g2 ffs § O
[ © > cC T ® ¢ 0o g = ‘= © ©
[w] N - e m c £ T = 2 7] i
2 S & m © 5 g 8 Q2w £ c £ v = 6 = = © 2 35 2 s € =
c = = . 2 3T - ¢ ® [ c o = > 5 O 0 5 08 X S C X [2) =
Z & ¢ 9 5 ®© g2 T w g ] s W s © w S W e g 68 ® © <
© oL oo = £ 8 w © - = T O T L £ o o £ ° =
. It 20 g = c E e g o E € o S ¢ E €5 = e E 8o E £
1] ] = = v 2 9 € 8t 5 © E € £ T v E T ¢ 2 ¢ 2 E wa € £ =
m n = [ ® 2 3 £ ¢ ¢c 5 S S o S © 5 0 2 0 > T T 3 E] =]
N4 = < = = £ & L < < & n (o] > L h ¥ ¥ L O L & X X 0 n n

S S S I S I S I A S I S S S S S S S S S Y ST ST
S AN SN SR SN S SN SN RS SN S SN S SN SN ASSiEK



-
n o
AL Y] o
82%1&4 =
801325 <
I v N S Q 0
1&%.% ~ - o !
6 )
i %1%1 2 o
Zm 62_1 R
o 05 — O ,
M - = ) L
¢ | w ) . F
: LR N :
5 289184 q M
< AR hl 3 t
: 5 ] m
" 3 8% ~ N~ am
> 3 N KX o g
| = A | n N .&
SS © 3
- ~ © 3
M N s
¢ | w
~N
1. i
n
)
o
N
3
[ee]
©
2
LN
~
B
©0
) o
NN ;
o~
N
3
2 o
2 7
| €
(]
| £
o}
e
a
=
2
i
50 € o
4= : i
(] : :
e ©
© =)
] 2 :
o w
o g 3
me (@)
T e 2 o
[ i -
¢ 5 8 =
E 2 g 3 <
5 © ﬂrnd a..h
£ 5 253 §% s
w B wd@krtf =
~ w - = umn%nc%n o
b0 =2 © ] kkOtdkO v
4 © -_— £~ = S$kmmak p
c n = 8 > e ﬁ,erkna g
om— T ‘a .m.d%M 1) .ﬂ"m.NS%w.m 2
< nrk o Snn._” =]
C M = ho.&w ] .ﬂmd%waluon w
- — ﬂﬂa tcm&e £ MWMH.WUS
1] < ] e 3 m..ausw £ 55 2 £
— E Z o 5 28T £ 5 S
(7)) o = ﬂm tabm 3
2o < 2 T .m.m%.A
- o g
B e @ 3 =
o m o H
r L G o
‘aS o
”HBK

~

SIS

TN H/l}////\ll\.)//“
Z Au/ﬂ\.«plé.@,rv \%N//@b.

SIS NS

WA X/,\M,\D_b/ o

. .1«.%7...#.//\\,..#//\,.1\.“%/\ 727\ Z=

324 u//../,.m.l\z.r&,rv&\\‘y/@i.

A=) n./}/../l//\\.l,\zrk.:rw \\k,w‘.yﬂxmi.:.,b.

S AN ARG

) SN c@\\%}%sb

N S

NIy ZAS

NVl



TN
AN

(
A0
20

/

7l
2Ry

VNS
i

NZ
AR

Q
AN

o)
W\

il
N

i

TONZ\A
N 2O

i
N

"\;')\\'—f\\\‘}’/ /\(\_ i
N NN A
N i

i
N

NS

W
2

3

N

il
N

N SN
A e

i
N

S

NS

Q)

W
Z

qunwawgz
MIN

WS

3

INZ
AN

Q
AN

2
W\

il
N

A\ NS
N2

TN
\'\Q_

il
=

1

WS

Q)

N

AN
Q

AN

i

NS
ZoONS TTUAR
N[~

i
/s,

/
Y

S

%
Z

W
Z

)

NN
NS

il
N

N SN
A

i
7

N>
Q)
N

Kassaflodesanalys, moderbolaget

KSEK

Den I6pande verksamheten

Rérelseresultat

Justeringar for poster som inte ingar i kassaflodet
Erhallen ranta m.m.

Erlagd ranta

Kassaflode fran den I6pande verksamheten
fore forandringar av rorelsekapital

Kassaflode fran férandringar av rérelsekapital

Minskning(+)/6kning(-) av varulager/pagéende arbete
Minskning(+)/6kning(-) av kundfordringar
Minskning(+)/6kning(-) av fordringar
Minskning(-)/6kning(+) av leverantorsskulder

Minskning(-)/6kning(+) av kortfristiga skulder
Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Férvarv av koncernforetag
Foérsaljning av andelar i koncernféretag

Ny utlaning till utomstaende
Aterbetalning av 1an fran utomstéende

Kassafléde fran investeringsverksamheten

Finansieringsverksamheten
Arets nyemission/personaloptioner

Koncernbidrag

Kassaflode fran finansieringsverksamheten

Férandring av likvida medel

Likvida medel vid rets bérjan

Likvida medel vid arets slut
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17
17
20
20

2025-01-01 2024-01-01
2025-12-31 2024-12-31
-4190 -4045
99 102
-115 60
-499 -404
-4705 -4289
0 0

150 -200
4336 7110
854 -621
2782 - 5445
2146 -17 665
-750 0
0 2501

0 217
1726 0
976 2284
-48 16175
500 0
452 16175
-718 793
894 100
175 894
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Materiella anlaggningstillgangar

Materiella anlaggningstillgangar redovisas till anskaffningsvarde med avdrag for ackumulerade avskrivningar och
eventuella nedskrivningar. Tillgdngarna skrivs av linjart over tillgdngarnas bedémda nyttjandeperiod forutom

mark som inte skrivs av.

Nyttjandeperioden omproévas per varje balansdag. Féljande nyttjandeperioder tilldmpas:

Maskiner och andra tekniska anlaggningar
Inventarier, verktyg, maskiner

Forbattringsutgifter pa annans fastighet

Immateriella anlaggningstillgangar

Immateriella anlaggningstillgangar redovisas till anskaffningsvarde med avdrag for ackumulerade avskrivningar
och eventuella nedskrivningar. Tillgdngarna skrivs av linjart over tillgdngarnas bedémda nyttjandeperiod.
Nyttjandeperioden omproévas per varje balansdag. Pagdende projekt skrivs inte av utan nedskrivning provas

arligen. Foljande nyttjande-perioder tillampas:

Varumarken
Kundrelationer
Licenser och rattigheter
Egenutvecklade System
Goodwill

Goodwill som uppkommer vid forvarv av rorelse redovisas som immateriell tillgdng och skrivs av linjart éver
beddémd nyttjandeperiod, dock hogst 10 ar. Utgifter for egenupparbetade immateriella tillgangar aktiveras i den
man de uppfyller kriterierna i BFNAR 2012:1 kapitel 18.

Finansiella instrument

Kundfordringar och kortfristiga fordringar redovisas som omsattningstillgangar till det belopp som férvantas bli

inbetalt efter avdrag for individuellt beddmda osakra fordringar.

Laneskulder och leverantdrsskulder redovisas
transaktionskostnader. Skiljer sig det redovisade beloppet fran det belopp som ska aterbetalas vid
forfallotidpunkten periodiseras mellanskillnaden som rantekostnad 6ver lanets 16ptid med hjalp av instrumentets
effektivranta. Harigenom o6verensstammer vid forfallotidpunkten det redovisade beloppet och det belopp som

ska aterbetalas.
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Skillnader som harrér fran den forsta redovisningen av goodwill eller vid den férsta redovisningen av en tillgang
eller skuld sdvida inte den hanforliga transaktionen ar ett rorelseférvarv eller paverkar skatt eller redovisat
resultat utgdr inte heller temporara skillnader.
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Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skattemassiga avdrag redovisas i den
omfattning det ar sannolikt att avdragen kan avraknas mot framtida skattemassiga 6verskott.
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Ersattningar till anstallda
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Ersattningar till anstallda avser alla former av ersattningar som foéretaget lamnar till de anstallda. Kortfristiga
ersattningar utgors av bland annat [6ner, betald semester, betald franvaro, bonus och ersattning efter avslutad
anstéllning (pension). Kortfristiga ersattningar redovisas som kostnad och en skuld da det finns en legal eller
informell forpliktelse att betala ut en ersattning till féljd av en tidigare handelse och en tillforlitlig uppskattning av
beloppet kan goras.
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Fordringar och skulder i utlandsk valuta
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Monetara fordringar och skulder i utlandsk valuta har raknats om till balansdagens kurs.
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Valutakursdifferenser som uppkommer vid reglering eller omradkning av monetdra poster redovisas i
resultatrakningen det réakenskapsar de uppkommer, antingen som en rorelsepost eller som en finansiell post
utifran den underliggande affarshandelsen.
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Koncernredovisning / Dotterféretag

A

AN

Dotterforetag ar foretag i vilka moderforetaget direkt eller indirekt innehar mer an 50 % av rostetalet eller pa
annat satt har ett bestammande inflytande. Bestammande inflytande innebar en ratt att utforma ett féretags
finansiella och operativa strategier i syfte att erhalla ekonomiska férdelar. Redovisningen av rorelseforvarv bygger
pa enhetssynen. Det innebar att forvarvsanalysen uppréattas per den tidpunkt da férvarvaren far bestammande
inflytande. Fran och med denna tidpunkt ses férvarvaren och den férvarvade enheten som en redovisningsenhet.
Tilldampningen av enhetssynen innebér vidare att alla tillgangar (inklusive goodwill) och skulder samt intakter och
kostnader medraknas i sin helhet aven for delagda dotterforetag.
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Anskaffningsvardet for dotterféretag beraknas till summan av verkligt varde vid forvarvstidpunkten for erlagda
tillgangar med tillagg av uppkomna och 6vertagna skulder samt emitterade egetkapitalinstrument, utgifter som
ar direkt hanforliga till rorelseforvarvet samt eventuell tillaggskopeskilling. | forvarvsanalysen faststalls det
verkliga vardet, med nagra undantag, vid forvarvstidpunkten av forvarvade identifierbara tillgangar och 6vertagna
skulder samt minoritetsintresse.
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Minoritetsintresse varderas till verkligt varde vid forvarvstidpunkten. Fran och med forvarvstidpunkten inkluderas
i koncernredovisningen det forvarvade foretagets intdkter och kostnader, identifierbara tillgangar och skulder
liksom eventuell uppkommen goodwill eller negativ goodwill.
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Goodwill
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Koncernmassig goodwill uppkommer nar anskaffningsvardet vid férvarv av andelar i dotterféretag verstiger det
i forvarvsanalysen faststdllda véardet pa det forvarvade foretagets identifierbara nettotillgangar. Goodwill
redovisas till anskaffningsvarde med avdrag for ackumulerade avskrivningar och eventuell nedskrivning.
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Eliminering av transaktioner mellan koncernforetag

N7
A

Koncerninterna fordringar och skulder, intakter och kostnader och orealiserade vinster eller férluster som
uppkommer vid transaktioner mellan koncernforetag, elimineras i sin helhet.
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Antagande om fortsatt drift

Koncernen har under aret haft ett 6kat fokus pa att starka sin finansiella stallning och skapa langsiktigt hallbara
forutsattningar for verksamheten.

Per bokslutsdagen den 31 december 2026 6verstiger koncernens kortfristiga skulder omsattningstillgangarna,
vilket utgdr en faktor som beaktas i arbetet med att sakerstalla koncernens forutsattningar for fortsatt drift. Detta
har medfért ett fortsatt fokus pa att starka balansrakningen och finansieringen.

Som en del av detta har styrelsen och ledningen initierat en strategisk 6versyn av verksamheten, inklusive
avyttring av utvalda verksamhetsgrenar. Dialoger med potentiella kbpare ar langt gangna och processen bedéms
befinna sig i ett avancerat skede. Bolaget ser goda forutsattningar att slutféra avyttringar inom den narmaste
perioden vilket skulle sakerstalla finansieringen for nastkommande rakenskapsar, vilken vid tidpunkten for
avgivandet av denna arsredovisning inte ar sakerstallt.

Parallellt pagar aven arbete med kompletterande finansieringslésningar. Sammantaget bedémer styrelsen att de
planerade och pagdende atgarderna skapar goda forutsattningar for att sakerstélla koncernens likviditet och
fortsatta drift.

Ars- och koncernredovisningen har upprattats med antagande om fortsatt drift.

Upplysningar till enskildaposter
Not 2 Uppskattningar och bedomningar

Upprattandet av bokslut och tillampning av redovisningsprinciper, baseras oftast pa ledningens bedémningar,
uppskattningar och antagande som anses vara rimliga vid den tidpunkt da bedémningen gérs. Uppskattningar
och bedomningar ar baserade pa historiska erfarenheter och ett antal andra faktorer, som under rddande
omstandigheter anses vara rimliga. Resultatet av dessa anvands for att bedéma de redovisade vardena pa
tillgangar och skulder, som inte annars framgar tydligt fran andra kallor. Det verkliga utfallet kan avvika fran
dessa uppskattningar och bedémningar. Uppskattningar och antaganden ses 6ver regelbundet.

Not 3 Nettoomsattning Koncernen Moderbolaget
2025 2024 2025 2024

Nettoomsdttning uppdelad pa

varumdrke

Egna varumarken 47 832 47 390 0 0
Samagda varumarken 25845 27 544 0 0
Ovriga licensierade 4913 9178 0 0
Ovrigt/MGMT fees 2592 1288 12 408 12 258

81182 85 400 12 408 12 258
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Not 8 Personal Koncernen Moderbolaget
2025 2024 2025 2024
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Medelantalet anstdllda

Medelantalet anstallda bygger pa av

bolaget betalda narvarotimmar relaterade

till en normal arbetstid

Medelantal anstallda har varit 14 10 9 9
varav kvinnor 4
varav man 10 5 5 4
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Léner, ersdttningar m.m.

Léner, ersattningar, sociala kostnader och
pensionskostnader har utgatt med
féljande belopp:
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Léner och ersattningar 1822 1329 1822 1329
Pensionskostnader 279 486 279 486
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Ovriga anstallda:
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Léner och ersattningar 5939 5495 4346 4834
Pensionskostnader 716 678 659 607
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Sociala kostnader 3168 2630 2639 2326
Summa styrelse och évriga 11923 10618 9745 9582
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Personalen har under 2025 ingatt ett prestationsaktierattsavtal for styrelsen och vissa anstallda har méjligheten att erhalla
tilldelning av prestationsaktieratter efter intjanandeperioden tva ar om villkor ar uppfyllda. Villkoren &r att vara anstélld och
fortsatt prestera for att Umidas volymvagda genomsnittskursen fér Umida Groups B-aktie pa Spotlight Stock Market under
maj 2027 uppgar till tre (3) kronor. Den maximala utspadningen for befintliga aktiedgare blir cirka 7,9 procent av totala
antalet aktier vid fullt utnyttjande inom ramen av prestationsaktieprogrammen. Vid full intjaning beraknas de
redovisningsmassiga kostnaderna for prestationsaktieratterna uppga till cirka 0,32 MSEK for styrelsen och 0,26 MSEK for
anstallda. Per bokslutsdagen uppgar kostnaden for intjdnade aktieratter till 0,18 MSEK respektive 0,21 MSEK. Vid
bokslutsdagen har inte detta villkor uppfyllts utan aktiekursen var vid den tidpunkten 1,075 kr. Umida Group AB har inte
bokat in ndgon kostnad fér 2025 avseende detta sa det har ingen resultatpaverkan i resultatrakningen for 2025.
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Antal styrelseledaméter 7 8 3 4
varav kvinnor
varav man 7 8 3 4
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Antal 6vriga befattningshavare inkl. VD 3 1 0 1
varav kvinnor
varav man 3 1 3 1
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/'. Upplupet styrelsearvode ingar i posten 6vriga externa kostnader med 262 tkr (495 tkr) i koncernresultatrdkningen och moderbolagets
resultatrakning.
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Filip Lundquist: 16ner och skattepliktiga ersattningar 1 822 tkr, formaner 130 tkr samt pensionskostnader 279 tkr.
Mats Jamterud: styrelsearvode 150 tkr.

Leif Liljebrunn: styrelsearvode 75 tkr.

Johan Sjokvist: styrelsearvode 75 tkr.

Carl Caap: styrelsearvode 75 tkr.
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Resultat fran andelar i
koncernforetag

Kursdifferens
Realisationsresultat
Nedskrivningar

Resultat fran dvriga vardepapper
och fordringar som ar
anlaggningstillgangar

Kursdifferens

Ovriga ranteintikter och liknande
resultatposter

Ranteintakter
Kursdifferens

Réntekostnader och liknande
resultatposter

Rantekostnader
Kursdifferens

Koncernen

Aktuell skatt
Uppskjuten skatt

Avstdmning av effektiv skatt
Resultat fore skatt

Skattekostnad 20,60%

Skatteeffekt av:
Ej avdragsgilla kostnader
Ej skattepliktiga intakter

Skattemassiga justeringar
Schablonintakt

periodiseringsfond
Underskottsavdrag som nyttjas i ar
| ar uppkomna underskottsavdrag
Férandring Uppskjuten skatt
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Moderbolaget
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Moderbolaget
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Moderbolaget
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Moderbolaget
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Not 11

Not 12

Summa 97 -425
Moderbolaget
Avstdmning av effektiv skatt
Resultat fore skatt -6 726 -2426
Skattekostnad 20,60% (20,60%) 1386 500
Skatteeffekt av:
Ej avdragsgilla kostnader -535 -38
Ej Skattepliktiga intakter 0 0
Skattemassiga justeringar 0 405
| ar uppkomna underskottsavdrag -851 -867
Summa 0 0
Varumarken Koncernen Moderbolaget

2025-12-31 2024-12-31 2025-12-31 2024-12-31
Ingdende anskaffningsvarde 11300 11300 0 0
Foérsaljningar/utrangeringar -260
Utgaende ackumulerade
anskaffningsvarden 11064 11300 0 0
Ingaende avskrivningar -4334 -2130 0 0
Forsaljning/utrangeringar 260 0
Genom forvarv av dotterforetag -20 0
Arets avskrivningar -2203 -2204 0 0
Utgaende ackumulerade
avskrivningar -6 297 -4334 0 0
Ingaende uppskrivningar 216 432 0 0
Arets nedskrivningar -216 -216 0 0
Utgaende ackumulerade
uppskrivningar netto 0 216 0 0
Utgaende redovisat varde 4767 7183 0 0
Goodwill Koncernen Moderbolaget

2025-12-31 2024-12-31 2025-12-31 2024-12-31
Ingdende anskaffningsvarde 10318 10318 0 0
Forvarv 624 0 0 0
Utgaende ackumulerade
anskaffningsvarden 10942 10318 0 0
Ingdende avskrivningar -8346 -7318 0 0
Arets avskrivningar -1 680 -1032 0 0
Utgaende ackumulerade
avskrivningar -10 026 -8 346 0 0
Utgaende redovisat viarde 916 1972 0 0

Dokument-1D 09222115557578618120
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Maskiner och andra tekniska
anlaggningar

Ingdende anskaffningsvarde

Utgaende ackumulerade
anskaffningsvarden
Ingdende avskrivningar

Arets avskrivningar

Utgaende ackumulerade
avskrivningar

Utgaende redovisat varde

Inventarier, verktyg och
installationer

Ingdende anskaffningsvarde
Inkoép

Forsaljningar/utrangeringar
Genom forvarv av dotterforetag

Utgaende ackumulerade
anskaffningsvarden

Ingaende avskrivningar
Foérsaljningar/utrangeringar
Genom férvarv av dotterforetag
Arets avskrivningar

Utgaende ackumulerade
avskrivningar

Utgaende redovisat varde

Nyttjanderattstiligang

Ingdende anskaffningsvarde
Inkép
Férsaljningar/utrangeringar
Utgaende ackumulerade
anskaffningsvérden
Ingdende avskrivningar
Foérsaljningar/utrangeringar
Arets avskrivningar

Utgaende ackumulerade avskrivningar
Utgaende redovisat varde
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Koncernen Moderbolaget
2025-12-31 2025-12-31 2024-12-31
94 94
94 94
-63 -63
-19 -19
-82 -82
12 12
Koncernen Moderbolaget
2025-12-31 2025-12-31 2024-12-31
642 414
0 0
-267 0
457 0
832 414
-455 -228
245 0
-256 0
-139 -80
-605 -308
227 106
Koncernen Moderbolaget
2025-12-31 2025-12-31
2154 0
3420 0 0
-2154 0 0
3420 0 0
-929 0 0
1202 0 0
-660 0 0
-387 0 0
3033 0
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Not 17

Umida Partners AB

Joluca Cocktails AB

Andelar i koncernforetag
Moderbolaget

Uppgifter om eget kapital och resultat

Gotene Vin & Spritfabrik Holding AB

Umida Partners AB

Brands for Fans Sweden AB
Joluca Cocktail AB

THBC AB

Forsaljningar/Utrangeringar

THBC AB (2025) / The Great Swedish Jérn AB (2024)
Ingdende anskaffningsvarde
Inkdp/aktieagartillskott

Utgaende ackumulerade anskaffningsvarden

Utgaende redovisat varde

Gotene Vin & Spritfabrik Holding AB

Ingdende anskaffningsvarde

Utgaende ackumulerade anskaffningsvarden

Ingdende nedskrivningar

Utgaende ackumulerade nedskrivningar

Utgaende redovisat varde

2025-12-31 2024-12-31

Antal/Kap. Redovisat Redovisat

Organisationsnummer Sate Andel % varde

Stockholm 500 000 0
100,00%

Gotene Vin & Spritfabrik Holding AB Gotene 29500 14750
100,00%

Jonkoping 1000 7 686
100,00%

Brands for Fans Sweden AB Stockholm 5000 4339
100,00%

Stockholm 26 000 1375
52,00%

27 277 28 150

Eget kapital Resultat

2025-12-31 2025

5025 1594

3087 102

1624 284

2210 -2721

26 -931

0 536

0 0

1550 -536

0 0

1550 0

24 450 24450

24 450 24450

-9 700 -9700

-9700 -9700

14750 14750

Dokument-1D 09222115557578618120

Signerat MJ, FL, RB, JB




7l l—\"\\\_(

=\
WA

@
e

o>

\w

S

—_

/.
14

Dl

N2\
N2

)

N
S

N
G

f—

Umida Partners AB

Ingdende anskaffningsvarde

Utgaende ackumulerade anskaffningsvarden
Ingdende nedskrivningar

Utgaende ackumulerade nedskrivningar
Utgaende redovisat varde
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Brands for Fans Sweden AB

Ingdende anskaffningsvarde

Utgaende ackumulerade anskaffningsvarden
Ingdende nedskrivningar

Arets nedskrivningar

Utgaende ackumulerade nedskrivningar
Utgaende redovisat varde
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Joluca Cocktails AB
Ingdende anskaffningsvarde
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Utgaende ackumulerade anskaffningsvarden
Utgaende redovisat varde
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Ingdende anskaffningsvarde
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Utgaende ackumulerade
anskaffningsvérden
Ingdende nedskrivningar
Arets nedskrivningar
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Utgaende ackumulerade
nedskrivningar
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Utgaende redovisat varde
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Uppskjuten skatt
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11186

11186

-3500

-3500

7686

12689

12689

-8 350

0

-8 350

4339

1375

0

1375

1375

2025-12-31 2024-12-31

33 33

33 33

-33 -33

0 0

-33 -33

0 0

2025-12-31

Temporar Uppskjuten Uppskjuten
skillnad skattefordran skatteskuld
126 0 26

0 0 0

0 26

2024-12-31

Temporar Uppskjuten Uppskjuten
skillnad skattefordran skatteskuld
-193 0 -40
216 0 45
575 0 118
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Koncernen och moderbolaget har skattemassiga underskottsavdrag om 143 310 KSEK respektive 117 490 KSEK.
Nagon uppskjuten skattefordran har inte redovisats med hanvisning till osdkerhet avseende mojligheten att
utnyttja underskotten mot framtida skattemassiga dverskott.

Not 20 Andra langfristiga fordringar

Koncernen 2025-12-31 2024-12-31
Ingdende anskaffningsvarde 2923 2706
Nya lan /del av omvandlad 6 858 217
kundfordan

Amorteringar -2 645 0
Omklassificeringar -513 0
Utgaende ackumulerade 6623 2923
anskaffningsvarden

Utgaende redovisat varde 6623 2923

Moderbolaget

Ingdende anskaffningsvarde 1936 1719
Nya lan 0 217
Amorteringar -1726 0
Utgaende ackumulerade 210 1936

anskaffningsvarden
Utgaende redovisat varde

N
—
(=
-
el
w
o

| moderbolaget avser posten en deposition om 210 KSEK for kontoret pa Humlegardsgatan. | koncernen avser
posten omvandling av kundfordran till 1an 6 370 tkr varav 513 tkr redovisas som kortfristig fordran, forskott till
licensgivare till 489 tkr. Ovrigt avser depositioner fér returhantering.

Not 21 Férutbetalda kostnader och Koncernen Moderbolaget
upplupna intédkter
2025-12-31 2024-12-31 2025-12-31 2024-12-31
Foérutbetalda hyror 589 611 589 611
Forutbetalda kostnader noteringar, 609 0 609 0
IR, juridiska arenden
Foérsakringsersattning 0 618 0 0
Férutbetalda kostnader 267 0 0 0
marknadsaktiviteter
Ovriga poster 657 1371 287 623
2122 2599 1485 1234
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Not 22

Not 23

Not 24

Utnyttjad checkrakningskredit uppgar till 3522 827 kr (1982 867 kr). Omklassificering har skett a&r 2025 fran

Upplysningar om aktiekapital

Antal/varde vid arets ingédng
Nyemission
Antal/varde vid arets utgang

Ovanstaende aktieantal fordelar sig enligt foljande
A-aktier

B-aktier
Langfristiga skulder Koncernen
2025-12-31
Skulder till kreditinstitut 0
Amortering inom 2 till 5 ar 2147
Checkrakningskredit Koncernen
2025-12-31
Beviljad checkrakningskredit 5000
uppgar till:

langfristig skuld till kortfristig skuld.

Not 25

| posten 6vriga kortfristiga skulder ingar av Skatteverket beviljat anstand avseende skatter och avgifter, inklusive
tillhérande anstandsavgifter och ranta, uppgaende till 2 386 689 kr. Skulden forfaller till betalning enligt faststalld

Ovriga Skulder

Antal aktier Kvotvarde per aktie
43770291 0,34
544217 0,34
44314 508 0,34
2025-12-31 2024-12-31
100 100
44 314 408 43770191
44 314 508 43770 291
Moderbolaget
2024-12-31 2025-12-31 2024-12-31
0 0 0
1075 0 0
Moderbolaget
2024-12-31 2025-12-31 2024-12-31
5000 0 0

betalningsplan och ska vara slutligt reglerad senast fére utgangen av réakenskapsaret 2027.

Not 26

Upplupna kostnader och Koncernen Moderbolaget
forutbetalda intakter
2025-12-31 2024-12-31 2025-12-31 2024-12-31
Upplupna personalkostnader 1635 1661 1407 1426
Upplupna kostnader lagerreserv 410 0 0 0
Upplupna styrelsearvoden 262 0 262 0
Upplupna kostnader royalty 113 0 0 0
Ovriga poster 625 3041 224 1205
3045 4702 1893 2631
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Signerat MJ, FL, RB, JB




- O O V| — - - o o ol o
M 8° °I|8 b |3 M S < | o | b
a = = & 0 | o0 py O o ~|1n i) 10 s
o = - S © 9w n n -
< < T ecC <
N N N . N
o o =] o
N N N X
w - o o o | o= | o o o ol o
%o (] o)) o) %a:... ~ N ._a..o...“..
c ¢ s o T sd
— I- [«
8 E. .m5 o0 m
= = N = o -
¢ | ¢ ¢ o
3 " 3 K o
= = = o
W,
- o o o | 00 - INEEY - o © N - ™m
) — ™~ | ) ™ | o o0 ) N N N ® =
& ) 0N & o | o ps - © N = ©
- <~ o - 1 |l < n — N — @
. : — - c
< < < b
N N N 3
o o o
N N N
c - ™M n ™M || [ INEEY [ o ™m m © ™
g 3§ 88 &7 R g % s R 8 8 & S
< N - Q|9 [ ™|~ - [ N
° - n <t o o™ | M =] o n (52} 0| (32} P
o 1 O 1h N O 1 @
c N c o oS e 3
G =] G © - CRS =
¥ N ¥ N 4 X 2
z 2 3
= —
" o S -
7.} i) = X 2
S |9} °© [] o~
[] = 00 17} = = ) o))
] 0 © o © [ o S
= < 8 =T o N 2 g o
o 2 5 e 3 < 2 =
P > ) = = Fe < =
° | © %0 o 1) Q 5 4]
(] =]
v E c £ =) = < X o £
5 A ] 5] = PR © @ o i = =
29 90 oo c s @ L 25 o o O g n o 2
w o £ c 'S ‘@ n @ el = = o H0 ¢ v Q
9 :0 C & o c 30T v g Q c IS v = = o
o= = 00 3 < > Q. T = C > 3 < ~ X~ © = n
- F.Rmr 3 S © K] m..nlucm - 0 o ﬂ [« he] > Wo
] c 2% Y o o c S T aRT (ST $ 9 © = . <
w8 2222 £ e s = §£852 2¢ 3 E 9 7 & &
£ = = : = £ £ )
c X ETEo © 3 - o Zo¥s @ c e & o © 5 ® o
T 2> 8e 3 o g & fregy =z = g £ E 2E2 3
S om X B S @ o v ®TF ey = ¢ 1S Sk ©29
0 oo W= S i P . . =% .- 9 > 2 ] 5 S 5 T co
5 Cc > = C - 0 = ral p= T H = O 3
= = > ©:0 - ¥ a s = Q 4 om n = wn [ing ) ) w n
) ) o
N N N )
) 4 4
1 o o o
2 2 2 2

N S S S S S S S S S A S A S S S S S SIS ST
%y\\\w%w\\\\zmw/s{m%wx/ﬁ%y/\\\W&W\N&,ﬁw@/s{\\\b&w\&/VW(%\\\W//A\«\N//,WW%\\\N//A\«\N@M/L\\F/AVN W%Mys\‘\byxﬂka/@w(/%\wyxﬂwk ,WW(/%_.N\.&A\by//\\u\k/.wym(%smy//wk/ww(/bN\.\_\A)y/j



N

/). \‘\-
2N

=
&

D

W
Z

N
N
N

NS
.
S

%
Z

3

WV
7

N

il
WA

IONZANS
% Z NN

i
N

S

/).

/’Sr
%

W
2

W2

\”)\\'—4.\\\‘7 /'\‘(\—
AN ZoN
AN NS

VS
e

3

NGV NINONE
N N INR
AN

'Q\
AN
N

-/

2
W\

il
N

N ONEVNS
N SN
AN

i
w

NS
S

/
Y

e
,-\\\/ l
?\’."C}."’{('—'
S

/).

7
%

Y
7

)

7.

N\

\
(N

VNS
DN

AV

ONZ
)

e

il
W2

N>
),
N

Not 31

Not 32

Foéretagsinteckningar 5100 5100 0 0
Ovriga skulder till kreditinstitut 2929 3209 0 0
Foéretagsinteckningar 10 000 0 0
Maskiner/inventarier belastas med 3033 1225 0 0
aganderattsforbehall
Eventualforpliktelser Koncernen Moderbolaget
2025-12-31 2024-12-31 2025-12-31 2024-12-31
Borgensforbindelser 0 5491 3774
0 0 5491 3774
Varav till forman for koncernféretag 5491 3774

Vasentliga handelser efter rakenskapsarets slut

Efter rakenskapsarets utgang har verksamheten fortsatt i enlighet med bolagets normala affarsverksamhet. Inga

vasentliga handelser av extraordinar karaktar har intraffat. Lopande affarshandelser och avtal har genomforts
som en del av den ordinarie verksamheten. Efter kvartalets utgang har Joluca fortsatt bredda sitt erbjudande
genom flera nya produktlanseringar inom dagligvaruhandel och apotekssegmentet, inklusive proteinberikade
energidrycker och vatskeersattning. Under perioden ingick Umida Group aven ett strategiskt samarbete med
kreatorsgruppen ljustWantToBeCool avseende etablering inom snackssegmentet, med planerade lanseringar
under andra halvaret 2026. Darutéver lamnade styrelseledamoten Arash "Ash” Pournouri sitt styrelseuppdrag

under januari.
Not 33 Transaktioner med néarstaende Koncernen Moderbolaget
2025-12-31 2024-12-31 2025-12-31 2024-12-31
Spin the Bottle 0 225 188
0 0 225 188

Not 34

Umida erhdller ersdttning frén Spin
the Bottle fér branschdata

Definition av nyckeltal

Soliditet

Justerat eget kapital i procent av balansomslutning

Kassalikviditet

Omsattningstillgangar exkl. varulager i procent av kortfristiga skulder
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BDO

Revisionsberittelse

Till bolagsstamman i Umida Group AB (publ), org.nr 556740-5070

Rapport om arsredovisningen och koncernredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen och koncernredovisningen for Umida Group AB (publ) for ar 2025. Bolagets
arsredovisning och koncernredovisning ingar pa sidorna 13-51 i detta dokument.

Enligt var uppfattning har arsredovisningen och koncernredovisningen upprattats i enlighet med arsredovisningslagen och ger
en i alla vasentliga avseenden rattvisande bild av moderbolagets och koncernens finansiella stallning per den 31 december
2025 och av dessas finansiella resultat och kassafloden for aret enligt arsredovisningslagen. Férvaltningsberattelsen ar férenlig
med arsredovisningens och koncernredovisningens 6vriga delar.

Vi tillstyrker darfor att bolagsstamman faststaller resultatrakningen och balansrakningen fér moderbolaget och koncernen.

Grund for uttalanden

Vi har utfért revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa
standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Vi ar oberoende i férhallande till moderbolaget och koncernen enligt
god revisorssed i Sverige och har i dvrigt fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och andamalsenliga som grund for vara uttalanden.

Vésentlig osdakerhetsfaktor avseende antagandet om fortsatt drift

Utan att det paverkar vara uttalanden nedan vill vi fasta uppmarksamheten pa férvaltningsberattelsens avsnitt "Fortsatt drift"
som anger att bolagets finansiering vid tidpunkten for denna arsredovisnings avgivande inte ar sakerstilld. Dessa forhallanden
tillsammans med det faktum att moderbolagets och koncernens omsattningstillgdngar understiger de kortfristiga skulderna
tyder pa att det finns en osdkerhetsfaktor som kan leda till betydande tvivel avseende Umida Group ABs och koncernens
formaga att fortsatta sin verksamhet.

Ovriga upplysningar

Revisionen av arsredovisningen och koncernredovisningen for foregaende rakenskapsar har utférts av en annan revisor vars
uppdrag upphérde i fortid som lamnat en revisionsberattelse daterad 13 maj 2025 med omodifierade uttalanden i Rapport om
arsredovisningen och koncernredovisningen.

Sida 1(4)



Féljande handlingar fogas till revisionsberattelsen:
- Kopia av tidigare revisors anmalan enligt 9 kap. 23 § aktiebolagslagen.
- Kopior av underrattelser enligt 9 kap. 23 a § aktiebolagslagen.

Annan information an arsredovisningen och koncernredovisningen

Detta dokument innehaller dven annan information an arsredovisningen och koncernredovisningen och aterfinns pa sidorna 1-
12. Det ar styrelsen och verkstallande direktéren som har ansvaret for denna andra information.

Vart uttalande avseende arsredovisningen och koncernredovisningen omfattar inte denna information och vi gor inget
uttalande med bestyrkande avseende denna andra information.

| samband med var revision av arsredovisningen och koncernredovisningen ar det vart ansvar att lasa den information som
identifieras ovan och 6vervaga om informationen i vasentlig utstrackning ar ofdrenlig med arsredovisningen och
koncernredovisningen. Vid denna genomgang beaktar vi &ven den kunskap vi i 6vrigt inhdmtat under revisionen samt bedémer
om informationen i 6vrigt verkar innehalla vasentliga felaktigheter.

Om vi, baserat pa det arbete som har utforts avseende denna information, drar slutsatsen att den andra informationen
innehaller en vasentlig felaktighet, ar vi skyldiga att rapportera detta. Vi har inget att rapportera i det avseendet.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstéllande direktéren som har ansvaret for att arsredovisningen och koncernredovisningen uppréattas
och att de ger en rattvisande bild enligt arsredovisningslagen. Styrelsen och verkstallande direktoren ansvarar dven for den
interna kontroll som de bedémer dr nédvandig for att uppratta en arsredovisning och koncernredovisning som inte innehaller
nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag.

Vid uppréattandet av arsredovisningen och koncernredovisningen ansvarar styrelsen och verkstillande direktéren for
bedémningen av bolagets och koncernens férmaga att fortsatta verksamheten. De upplyser, nar sa ar tillampligt, om
forhallanden som kan paverka formagan att fortsatta verksamheten och att anvdnda antagandet om fortsatt drift. Antagandet
om fortsatt drift tillampas dock inte om styrelsen och verkstallande direktoren avser att likvidera bolaget, upphéra med
verksamheten eller inte har nagot realistiskt alternativ till att géra nagot av detta.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sdkerhet om huruvida arsredovisningen och koncernredovisningen som helhet inte
innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag, och att lamna en
revisionsberattelse som innehaller vara uttalanden. Rimlig sdkerhet dr en hég grad av sdkerhet, men ar ingen garanti for att en
revision som utfors enligt ISA och god revisionssed i Sverige alltid kommer att uppticka en vasentlig felaktighet om en sadan
finns. Felaktigheter kan uppsta pa grund av oegentligheter eller misstag och anses vara vasentliga om de enskilt eller
tillsammans rimligen kan férvantas paverka de ekonomiska beslut som anvandare fattar med grund i arsredovisningen och
koncernredovisningen.

En ytterligare beskrivning av vart ansvar for revisionen av arsredovisningen och koncernredovisningen finns pa
Revisorsinspektionens webbplats: www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning ar en del av
revisionsberattelsen.

Sida 2(4)



Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utover var revision av arsredovisningen och koncernredovisningen har vi dven utfort en revision av styrelsens och
verkstillande direktorens férvaltning for Umida Group AB (publ) for ar 2025 samt av forslaget till dispositioner betraffande
bolagets vinst eller forlust.

Vi tillstyrker att bolagsstimman disponerar vinsten enligt forslaget i forvaltningsberattelsen och beviljar styrelsens ledamoter
och verkstéillande direktéren ansvarsfrihet for rakenskapsaret.

Grund for uttalanden

Vi har utfért revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns
ansvar. Vi ar oberoende i forhallande till moderbolaget och koncernen enligt god revisorssed i Sverige och har i 6vrigt fullgjort
vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och andamalsenliga som grund for vara uttalanden.

Styrelsens och verkstillande direktérens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner betraffande bolagets vinst eller forlust. Vid forslag till utdelning
innefattar detta bland annat en bedémning av om utdelningen ar férsvarlig med hansyn till de krav som bolagets och
koncernens verksamhetsart, omfattning och risker stéller pa storleken av moderbolagets och koncernens egna kapital,
konsolideringsbehov, likviditet och stallning i 6vrigt.

Styrelsen ansvarar fér bolagets organisation och férvaltningen av bolagets angelagenheter. Detta innefattar bland annat att
fortlopande bedéma bolagets och koncernens ekonomiska situation och att tillse att bolagets organisation ar utformad sa att
bokféringen, medelsférvaltningen och bolagets ekonomiska angelagenheter i 6vrigt kontrolleras pa ett betryggande satt.
Verkstallande direktoéren ska skéta den I6pande forvaltningen enligt styrelsens riktlinjer och anvisningar och bland annat vidta
de atgarder som dr nddvandiga for att bolagets bokforing ska fullgbras i 6verensstimmelse med lag och for att
medelsforvaltningen ska skotas pa ett betryggande satt.

Revisorns ansvar

Vart mal betraffande revisionen av forvaltningen, och darmed vart uttalande om ansvarsfrihet, ar att inhamta revisionsbevis for
att med en rimlig grad av sidkerhet kunna bedéma om nagon styrelseledamot eller verkstillande direktéren i nagot vasentligt
avseende:

o foretagit nagon atgard eller gjort sig skyldig till ndgon forsummelse som kan féranleda ersattningsskyldighet mot bolaget,
eller

e pa nagot annat satt handlat i strid med aktiebolagslagen, arsredovisningslagen eller bolagsordningen.

Vart mal betraffande revisionen av forslaget till dispositioner av bolagets vinst eller férlust, och darmed vart uttalande om
detta, ar att med rimlig grad av sdkerhet bedéma om forslaget ar forenligt med aktiebolagslagen.

Rimlig sakerhet ar en hég grad av sdkerhet, men ingen garanti for att en revision som utférs enligt god revisionssed i Sverige
alltid kommer att upptacka atgarder eller forsummelser som kan féranleda ersattningsskyldighet mot bolaget, eller att ett
forslag till dispositioner av bolagets vinst eller forlust inte ar forenligt med aktiebolagslagen.

Sida 3(4)



En ytterligare beskrivning av vart ansvar for revisionen av forvaltningen finns pa Revisorsinspektionens webbplats:
www.revisorsinspektionen.se/rn/showdocument/documents/rev_dok/revisors_ansvar.pdf. Denna beskrivning &r en del av
revisionsberattelsen.

Anmdrkning

Bolaget har vid flera tillfallen under rakenskapsaret betalat sociala avgifter, kéllskatt samt mervardeskatt for sent. Styrelsen och
verkstallande direktoren har darmed inte fullgjort sina skyldigheter enligt 8 kap 4 § Aktiebolagslagen. Férsummelsen har inte
medfort ndgon skada for bolaget utéver dréjsmalsrantor.

Stockholm den dag som framgar av var elektroniska underskrift
BDO Malardalen AB

Joanna Benes
Auktoriserad revisor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-05-20 12:57:37.039353 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      80.217.16.219

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Aron Källström (AK) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-08-18 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-05-20 12:57:37.039353 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mats@bluelemonconsulting.com) and SMS (+46706637272) to Mats Jämterud (MJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-20 12:57:37.039353 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (filip.lundquist@umidagroup.com) and SMS (+46 76 942 41 21) to Filip Lundquist (FL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-20 12:57:37.039353 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (robert@buren.se) and SMS (+46706363376) to Robert Burén (RB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-20 12:57:42.700499 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Mats Jämterud (MJ) was delivered.

      


    

  



  

  

    		2026-05-20 12:57:42.733449 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Filip Lundquist (FL) was delivered.

      


    

  



  

  

    		2026-05-20 12:57:42.834986 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Robert Burén (RB) was delivered.

      


    

  



  

  

    		2026-05-20 12:57:43.616168 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Jämterud (MJ) was delivered.

      


    

  



  

  

    		2026-05-20 12:57:43.639326 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Filip Lundquist (FL) was delivered.

      


    

  



  

  

    		2026-05-20 12:57:43.661488 UTC ±10 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Robert Burén (RB) was delivered.

      


    

  



  

  

    		2026-05-20 12:58:50.366105 UTC ±11 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      94.191.136.136

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Filip Lundquist (FL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-20 13:02:18.471175 UTC ±11 ms

    		2026-05-20 12:13:08.810342 UTC

    		

      94.191.136.136

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Filip Lundquist (FL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning_Umida_Group_AB_2025_Final" med dokument-ID 9222115557578618120.







Data returned from 
  the BankID network
:
  
Name: Bo Filip Lundquist
  
ID number: 
  198610161435

  
IP: 94.191.136.38



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-05-20 13:35:01.931348 UTC ±7 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      217.27.187.80

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Robert Burén (RB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-20 13:35:47.85919 UTC ±7 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      217.27.187.80

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Robert Burén (RB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning_Umida_Group_AB_2025_Final" med dokument-ID 9222115557578618120.







Data returned from 
  the BankID network
:
  
Name: ROBERT BURÉN
  
ID number: 
  197005275974

  
IP: 217.27.187.80



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-05-20 13:57:30.649796 UTC ±14 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      85.24.193.2

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36

      

    

    		

      

        The party Mats Jämterud (MJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-20 13:58:05.328156 UTC ±14 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      85.24.193.2

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Mats Jämterud (MJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning_Umida_Group_AB_2025_Final" med dokument-ID 9222115557578618120.







Data returned from 
  the BankID network
:
  
Name: Mats Erik Jämterud
  
ID number: 
  196702036275

  
IP: 94.234.78.111



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-05-20 13:58:05.328156 UTC ±14 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (joanna.benes@bdo.se) and SMS (+46 70 167 16 93) to Joanna Benes (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-20 13:58:08.626673 UTC ±14 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Joanna Benes (JB) was delivered.

      


    

  



  

  

    		2026-05-20 13:58:10.817932 UTC ±14 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Joanna Benes (JB) was delivered.

      


    

  



  

  

    		2026-05-20 14:03:53.677291 UTC ±16 ms

    		2026-05-20 13:13:09.122907 UTC

    		

      217.119.170.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The party Joanna Benes (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-20 14:14:58.038522 UTC ±0 ms

    		2026-05-20 14:13:09.176896 UTC

    		

      217.119.170.26

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The document was signed by Joanna Benes (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning_Umida_Group_AB_2025_Final" med dokument-ID 9222115557578618120.







Data returned from 
  the BankID network
:
  
Name: Joanna Benes
  
ID number: 
  197905200460

  
IP: 90.129.194.120



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-05-20 14:14:58.038522 UTC ±0 ms

    		2026-05-20 14:13:09.176896 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-05-20 14:14:58.274573 UTC ±0 ms

    		2026-05-20 14:13:09.176896 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-04-08 22:57:29.166125 UTC and 2026-05-20 14:13:09.176896 UTC:







  		Time collected

  		Clock offset







  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  





  

    		2026-04-30 09:05:31.355849

    		-0.1 ms

  





  

    		2026-04-30 10:05:31.834834

    		-0.1 ms

  





  

    		2026-04-30 11:05:32.027711

    		0.0 ms

  





  

    		2026-04-30 12:05:32.519487

    		-0.3 ms

  





  

    		2026-04-30 13:05:33.103213

    		0.0 ms

  





  

    		2026-04-30 14:05:33.613159

    		-0.1 ms

  





  

    		2026-04-30 15:05:34.544498

    		0.0 ms

  





  

    		2026-04-30 16:05:34.838638

    		-0.1 ms

  





  

    		2026-04-30 17:05:37.123363

    		0.0 ms

  





  

    		2026-04-30 18:05:37.216209

    		-0.1 ms

  





  

    		2026-04-30 19:05:38.42571

    		0.0 ms

  





  

    		2026-04-30 20:05:38.522881

    		0.0 ms

  





  

    		2026-04-30 21:05:39.325477

    		0.0 ms

  





  

    		2026-04-30 22:05:41.002853

    		0.1 ms

  





  

    		2026-04-30 23:05:42.104996

    		0.0 ms

  





  

    		2026-05-01 00:05:43.438738

    		0.0 ms

  





  

    		2026-05-01 01:05:44.908367

    		-0.3 ms

  





  

    		2026-05-01 02:05:46.737501

    		0.0 ms

  





  

    		2026-05-01 03:05:48.33308

    		-0.1 ms

  





  

    		2026-05-01 04:05:50.015409

    		0.0 ms

  





  

    		2026-05-01 05:05:51.293336

    		0.0 ms

  





  

    		2026-05-01 06:05:52.710036

    		0.0 ms

  





  

    		2026-05-01 07:05:54.085917

    		0.0 ms

  





  

    		2026-05-01 08:05:54.300052

    		0.0 ms

  





  

    		2026-05-01 09:05:55.486612

    		0.0 ms

  





  

    		2026-05-01 10:05:57.033163

    		0.0 ms

  





  

    		2026-05-01 11:05:57.314675

    		0.0 ms

  





  

    		2026-05-01 12:05:59.905679

    		0.0 ms

  





  

    		2026-05-01 13:06:00.051498

    		0.2 ms

  





  

    		2026-05-01 14:06:00.737396

    		0.0 ms

  





  

    		2026-05-01 15:06:01.312431

    		0.0 ms

  





  

    		2026-05-01 16:06:01.346625

    		-0.1 ms

  





  

    		2026-05-01 17:06:02.924695

    		-0.1 ms

  





  

    		2026-05-01 18:06:04.183531

    		0.1 ms

  





  

    		2026-05-01 19:06:04.598541

    		0.0 ms

  





  

    		2026-05-01 20:06:05.568569

    		0.1 ms

  





  

    		2026-05-01 21:06:07.625681

    		0.0 ms

  





  

    		2026-05-01 22:06:09.952805

    		-0.1 ms

  





  

    		2026-05-01 23:06:11.642523

    		0.0 ms

  





  

    		2026-05-02 00:06:13.208696

    		0.1 ms

  





  

    		2026-05-02 01:06:14.370572

    		0.0 ms

  





  

    		2026-05-02 02:06:16.124312

    		-0.1 ms

  





  

    		2026-05-02 03:06:17.603125

    		0.0 ms

  





  

    		2026-05-02 04:06:19.020821

    		0.0 ms

  





  

    		2026-05-02 05:06:20.520233

    		0.0 ms

  





  

    		2026-05-02 06:06:20.951878

    		-0.1 ms

  





  

    		2026-05-02 07:06:21.332964

    		-0.1 ms

  





  

    		2026-05-02 08:06:21.425427

    		-0.2 ms

  





  

    		2026-05-02 09:06:21.737995

    		-0.1 ms

  





  

    		2026-05-02 10:06:22.408947

    		0.0 ms

  





  

    		2026-05-02 11:06:22.670258

    		0.0 ms

  





  

    		2026-05-02 12:06:23.344779

    		-0.2 ms

  





  

    		2026-05-02 13:06:23.356353

    		0.0 ms

  





  

    		2026-05-02 14:06:23.940797

    		0.0 ms

  





  

    		2026-05-02 15:06:25.045577

    		0.0 ms

  





  

    		2026-05-02 16:06:26.116211

    		0.0 ms

  





  

    		2026-05-02 17:06:26.575735

    		0.1 ms

  





  

    		2026-05-02 18:06:27.69659

    		0.0 ms

  





  

    		2026-05-02 19:06:29.36539

    		0.0 ms

  





  

    		2026-05-02 20:06:29.616939

    		0.0 ms

  





  

    		2026-05-02 21:06:31.527317

    		0.1 ms

  





  

    		2026-05-02 22:06:33.284638

    		0.0 ms

  





  

    		2026-05-02 23:06:33.370601

    		0.1 ms

  





  

    		2026-05-03 00:06:34.942682

    		0.0 ms

  





  

    		2026-05-03 01:06:36.290357

    		0.0 ms

  





  

    		2026-05-03 02:06:37.749933

    		0.1 ms

  





  

    		2026-05-03 03:06:38.97754

    		0.0 ms

  





  

    		2026-05-03 04:06:40.270743

    		0.0 ms

  





  

    		2026-05-03 05:06:40.349311

    		0.0 ms

  





  

    		2026-05-03 06:06:40.750739

    		0.0 ms

  





  

    		2026-05-03 07:06:40.8474

    		0.0 ms

  





  

    		2026-05-03 08:06:41.420058

    		0.0 ms

  





  

    		2026-05-03 09:06:42.525349

    		0.0 ms

  





  

    		2026-05-03 10:06:42.737276

    		0.0 ms

  





  

    		2026-05-03 11:06:42.894754

    		0.0 ms

  





  

    		2026-05-03 12:06:43.274715

    		0.0 ms

  





  

    		2026-05-03 13:06:43.477342

    		0.0 ms

  





  

    		2026-05-03 14:06:44.076665

    		0.0 ms

  





  

    		2026-05-03 15:06:44.89179

    		0.0 ms

  





  

    		2026-05-03 16:06:45.265646

    		0.0 ms

  





  

    		2026-05-03 17:06:46.976314

    		0.0 ms

  





  

    		2026-05-03 18:06:47.34733

    		0.0 ms

  





  

    		2026-05-03 19:06:48.502367

    		0.0 ms

  





  

    		2026-05-03 20:06:49.487176

    		0.1 ms

  





  

    		2026-05-03 21:06:49.842252

    		-0.1 ms

  





  

    		2026-05-03 22:06:52.178702

    		0.0 ms

  





  

    		2026-05-03 23:06:53.689176

    		0.0 ms

  





  

    		2026-05-04 00:06:55.022845

    		0.0 ms

  





  

    		2026-05-04 01:06:55.068236

    		0.0 ms

  





  

    		2026-05-04 02:06:56.185168

    		0.0 ms

  





  

    		2026-05-04 03:06:57.405444

    		0.0 ms

  





  

    		2026-05-04 04:06:57.410228

    		0.0 ms

  





  

    		2026-05-04 05:06:57.885332

    		0.0 ms

  





  

    		2026-05-04 06:06:57.947814

    		0.0 ms

  





  

    		2026-05-04 07:06:59.142697

    		0.0 ms

  





  

    		2026-05-04 08:06:59.429099

    		0.0 ms

  





  

    		2026-05-04 09:06:59.531113

    		0.0 ms

  





  

    		2026-05-04 10:06:59.820669

    		0.0 ms

  





  

    		2026-05-04 11:06:59.94617

    		0.0 ms

  





  

    		2026-05-04 12:07:00.277025

    		0.0 ms

  





  

    		2026-05-04 13:07:00.755385

    		0.0 ms

  





  

    		2026-05-04 14:07:01.55

    		-0.1 ms

  





  

    		2026-05-04 15:07:01.68513

    		0.0 ms

  





  

    		2026-05-04 16:07:02.548045

    		0.0 ms

  





  

    		2026-05-04 17:07:03.046596

    		0.0 ms

  





  

    		2026-05-04 18:07:03.348329

    		0.1 ms

  





  

    		2026-05-04 19:07:05.173202

    		0.0 ms

  





  

    		2026-05-04 20:07:05.904606

    		0.0 ms

  





  

    		2026-05-04 21:07:05.921568

    		0.0 ms

  





  

    		2026-05-04 22:07:06.117342

    		0.0 ms

  





  

    		2026-05-04 23:07:06.630339

    		0.0 ms

  





  

    		2026-05-05 00:07:07.089678

    		0.0 ms

  





  

    		2026-05-05 01:07:08.457544

    		-0.1 ms

  





  

    		2026-05-05 02:07:09.96866

    		0.0 ms

  





  

    		2026-05-05 03:07:11.307625

    		0.0 ms

  





  

    		2026-05-05 04:07:13.010008

    		0.0 ms

  





  

    		2026-05-05 05:07:14.487031

    		0.0 ms

  





  

    		2026-05-05 06:07:16.506589

    		0.1 ms

  





  

    		2026-05-05 07:07:16.986934

    		-0.1 ms

  





  

    		2026-05-05 08:07:17.208389

    		0.0 ms

  





  

    		2026-05-05 09:07:17.293893

    		0.0 ms

  





  

    		2026-05-05 10:07:17.406448

    		0.0 ms

  





  

    		2026-05-05 11:07:17.650124

    		0.3 ms

  





  

    		2026-05-05 12:07:18.346982

    		0.0 ms

  





  

    		2026-05-05 13:07:19.024592

    		0.0 ms

  





  

    		2026-05-05 14:07:19.16407

    		0.0 ms

  





  

    		2026-05-05 15:07:19.449299

    		0.0 ms

  





  

    		2026-05-05 16:07:19.91005

    		-0.1 ms

  





  

    		2026-05-05 17:07:19.970699

    		0.0 ms

  





  

    		2026-05-05 18:07:20.673345

    		0.0 ms

  





  

    		2026-05-05 19:07:21.940182

    		0.0 ms

  





  

    		2026-05-05 20:07:22.326349

    		0.0 ms

  





  

    		2026-05-05 21:07:23.373941

    		-0.1 ms

  





  

    		2026-05-05 22:07:24.229774

    		0.4 ms

  





  

    		2026-05-05 23:07:26.105006

    		0.4 ms

  





  

    		2026-05-06 00:07:27.609708

    		0.0 ms

  





  

    		2026-05-06 01:07:28.930103

    		0.0 ms

  





  

    		2026-05-06 02:07:30.367036

    		0.0 ms

  





  

    		2026-05-06 03:07:31.660364

    		0.1 ms

  





  

    		2026-05-06 04:07:33.06202

    		0.0 ms

  





  

    		2026-05-06 05:07:34.355972

    		0.0 ms

  





  

    		2026-05-06 06:07:34.539432

    		0.1 ms

  





  

    		2026-05-06 07:07:34.721813

    		0.0 ms

  





  

    		2026-05-06 08:07:35.155035

    		0.0 ms

  





  

    		2026-05-06 09:07:36.239792

    		0.0 ms

  





  

    		2026-05-06 10:07:37.348976

    		0.0 ms

  





  

    		2026-05-06 11:07:37.947762

    		0.0 ms

  





  

    		2026-05-06 12:07:38.080615

    		0.0 ms

  





  

    		2026-05-06 13:07:38.120097

    		-0.1 ms

  





  

    		2026-05-06 14:07:38.301412

    		0.3 ms

  





  

    		2026-05-06 15:07:38.741838

    		0.0 ms

  





  

    		2026-05-06 16:07:39.251074

    		0.0 ms

  





  

    		2026-05-06 17:07:40.589769

    		0.1 ms

  





  

    		2026-05-06 18:07:40.771816

    		-0.2 ms

  





  

    		2026-05-06 19:07:42.665851

    		0.0 ms

  





  

    		2026-05-06 20:07:43.130151

    		0.0 ms

  





  

    		2026-05-06 21:07:43.276748

    		0.0 ms

  





  

    		2026-05-06 22:07:44.770735

    		-0.1 ms

  





  

    		2026-05-06 23:07:46.580223

    		0.0 ms

  





  

    		2026-05-07 00:07:47.984373

    		0.0 ms

  





  

    		2026-05-07 01:07:49.282445

    		0.0 ms

  





  

    		2026-05-07 02:07:50.582039

    		0.1 ms

  





  

    		2026-05-07 03:07:51.851509

    		0.0 ms

  





  

    		2026-05-07 04:07:53.181241

    		0.0 ms

  





  

    		2026-05-07 05:07:54.552498

    		0.0 ms

  





  

    		2026-05-07 06:07:54.811

    		0.0 ms

  





  

    		2026-05-07 07:07:55.30255

    		0.0 ms

  





  

    		2026-05-07 08:07:55.457745

    		0.0 ms

  





  

    		2026-05-07 09:07:56.338807

    		0.0 ms

  





  

    		2026-05-07 10:07:56.477338

    		0.0 ms

  





  

    		2026-05-07 11:07:57.776806

    		0.0 ms

  





  

    		2026-05-07 12:07:57.8801

    		0.0 ms

  





  

    		2026-05-07 13:07:58.132305

    		0.0 ms

  





  

    		2026-05-07 14:07:58.547651

    		0.1 ms

  





  

    		2026-05-07 15:07:58.928193

    		0.0 ms

  





  

    		2026-05-07 16:07:59.064242

    		0.0 ms

  





  

    		2026-05-07 17:07:59.090625

    		0.0 ms

  





  

    		2026-05-07 18:08:01.300397

    		0.1 ms

  





  

    		2026-05-07 19:08:03.671222

    		0.1 ms

  





  

    		2026-05-07 20:08:03.677307

    		-0.1 ms

  





  

    		2026-05-07 21:08:04.15424

    		0.0 ms

  





  

    		2026-05-07 22:08:05.750752

    		0.0 ms

  





  

    		2026-05-07 23:08:07.396116

    		0.1 ms

  





  

    		2026-05-08 00:08:08.898436

    		0.0 ms

  





  

    		2026-05-08 01:08:10.272834

    		-0.1 ms

  





  

    		2026-05-08 02:08:11.438348

    		-0.1 ms

  





  

    		2026-05-08 03:08:12.757518

    		-0.1 ms

  





  

    		2026-05-08 04:08:12.883321

    		0.0 ms

  





  

    		2026-05-08 05:08:14.170471

    		-0.1 ms

  





  

    		2026-05-08 06:08:16.393747

    		0.0 ms

  





  

    		2026-05-08 07:08:18.837529

    		0.0 ms

  





  

    		2026-05-08 08:08:19.118946

    		0.0 ms

  





  

    		2026-05-08 09:08:20.232288

    		-0.1 ms

  





  

    		2026-05-08 10:08:21.20343

    		0.0 ms

  





  

    		2026-05-08 11:08:21.324182

    		0.0 ms

  





  

    		2026-05-08 12:08:21.825685

    		0.0 ms

  





  

    		2026-05-08 13:08:22.461839

    		0.0 ms

  





  

    		2026-05-08 14:08:23.875275

    		0.0 ms

  





  

    		2026-05-08 15:08:24.992288

    		-0.1 ms

  





  

    		2026-05-08 16:08:25.030065

    		-0.1 ms

  





  

    		2026-05-08 17:08:25.223896

    		0.0 ms

  





  

    		2026-05-08 18:08:27.758162

    		0.0 ms

  





  

    		2026-05-08 19:08:29.588764

    		0.0 ms

  





  

    		2026-05-08 20:08:29.923776

    		0.0 ms

  





  

    		2026-05-08 21:08:30.013176

    		0.0 ms

  





  

    		2026-05-08 22:08:31.015121

    		0.0 ms

  





  

    		2026-05-08 23:08:32.521192

    		0.0 ms

  





  

    		2026-05-09 00:08:34.156149

    		0.0 ms

  





  

    		2026-05-09 01:08:35.298797

    		0.0 ms

  





  

    		2026-05-09 02:08:36.891199

    		0.0 ms

  





  

    		2026-05-09 03:08:38.133698

    		0.0 ms

  





  

    		2026-05-09 04:08:39.453945

    		0.0 ms

  





  

    		2026-05-09 05:08:40.842168

    		0.0 ms

  





  

    		2026-05-09 06:08:41.561257

    		0.0 ms

  





  

    		2026-05-09 07:08:42.77733

    		0.0 ms

  





  

    		2026-05-09 08:08:42.817796

    		0.0 ms

  





  

    		2026-05-09 09:08:43.068242

    		-0.1 ms

  





  

    		2026-05-09 10:08:43.522233

    		-0.1 ms

  





  

    		2026-05-09 11:08:43.552404

    		0.0 ms

  





  

    		2026-05-09 12:08:44.211156

    		0.0 ms

  





  

    		2026-05-09 13:08:44.491463

    		-0.1 ms

  





  

    		2026-05-09 14:08:44.730385

    		0.0 ms

  





  

    		2026-05-09 15:08:47.37743

    		0.0 ms

  





  

    		2026-05-09 16:08:47.402271

    		0.1 ms

  





  

    		2026-05-09 17:08:48.357397

    		0.0 ms

  





  

    		2026-05-09 18:08:49.427221

    		0.0 ms

  





  

    		2026-05-09 19:08:49.758559

    		0.0 ms

  





  

    		2026-05-09 20:08:50.955451

    		0.0 ms

  





  

    		2026-05-09 21:08:51.799071

    		0.0 ms

  





  

    		2026-05-09 22:08:53.578476

    		0.0 ms

  





  

    		2026-05-09 23:08:55.346779

    		0.0 ms

  





  

    		2026-05-10 00:08:56.932108

    		0.2 ms

  





  

    		2026-05-10 01:08:58.443776

    		0.0 ms

  





  

    		2026-05-10 02:08:59.685227

    		0.0 ms

  





  

    		2026-05-10 03:09:01.068253

    		0.0 ms

  





  

    		2026-05-10 04:09:02.810217

    		0.0 ms

  





  

    		2026-05-10 05:09:04.493041

    		0.0 ms

  





  

    		2026-05-10 06:09:04.962125

    		0.0 ms

  





  

    		2026-05-10 07:09:06.134878

    		0.0 ms

  





  

    		2026-05-10 08:09:06.43081

    		0.0 ms

  





  

    		2026-05-10 09:09:06.490668

    		-0.1 ms

  





  

    		2026-05-10 10:09:07.202024

    		0.1 ms

  





  

    		2026-05-10 11:09:07.744434

    		0.1 ms

  





  

    		2026-05-10 12:09:08.535899

    		0.0 ms

  





  

    		2026-05-10 13:09:09.697014

    		0.0 ms

  





  

    		2026-05-10 14:09:09.953662

    		0.0 ms

  





  

    		2026-05-10 15:09:10.478713

    		0.0 ms

  





  

    		2026-05-10 16:09:10.537127

    		0.0 ms

  





  

    		2026-05-10 17:09:11.077765

    		-0.1 ms

  





  

    		2026-05-10 18:09:11.970908

    		0.0 ms

  





  

    		2026-05-10 19:09:13.227874

    		0.0 ms

  





  

    		2026-05-10 20:09:14.057227

    		-0.1 ms

  





  

    		2026-05-10 21:09:15.864687

    		-0.1 ms

  





  

    		2026-05-10 22:09:17.570174

    		0.0 ms

  





  

    		2026-05-10 23:09:19.062117

    		0.0 ms

  





  

    		2026-05-11 00:09:20.7948

    		0.0 ms

  





  

    		2026-05-11 01:09:22.800712

    		0.0 ms

  





  

    		2026-05-11 02:09:24.555044

    		0.0 ms

  





  

    		2026-05-11 03:09:25.912036

    		0.0 ms

  





  

    		2026-05-11 04:09:27.630756

    		0.0 ms

  





  

    		2026-05-11 05:09:29.469468

    		0.1 ms

  





  

    		2026-05-11 06:09:30.019077

    		0.0 ms

  





  

    		2026-05-11 07:09:30.901631

    		-0.1 ms

  





  

    		2026-05-11 08:09:31.99215

    		-0.1 ms

  





  

    		2026-05-11 09:09:32.619863

    		0.0 ms

  





  

    		2026-05-11 10:09:33.350205

    		0.0 ms

  





  

    		2026-05-11 11:09:33.367377

    		-0.1 ms

  





  

    		2026-05-11 12:09:34.080124

    		0.0 ms

  





  

    		2026-05-11 13:09:34.4433

    		0.0 ms

  





  

    		2026-05-11 14:09:34.852496

    		0.0 ms

  





  

    		2026-05-11 15:09:35.239966

    		0.0 ms

  





  

    		2026-05-11 16:09:36.201769

    		0.0 ms

  





  

    		2026-05-11 17:09:37.207122

    		0.1 ms

  





  

    		2026-05-11 18:09:37.737682

    		0.0 ms

  





  

    		2026-05-11 19:09:39.61665

    		0.0 ms

  





  

    		2026-05-11 20:09:39.735137

    		0.2 ms

  





  

    		2026-05-11 21:09:41.942942

    		0.2 ms

  





  

    		2026-05-11 22:09:43.473992

    		0.3 ms

  





  

    		2026-05-11 23:09:44.877741

    		0.0 ms

  





  

    		2026-05-12 00:09:46.061149

    		0.0 ms

  





  

    		2026-05-12 01:09:47.421215

    		0.0 ms

  





  

    		2026-05-12 02:09:48.594141

    		0.0 ms

  





  

    		2026-05-12 03:09:50.036554

    		0.0 ms

  





  

    		2026-05-12 04:09:51.321936

    		0.0 ms

  





  

    		2026-05-12 05:09:51.339626

    		0.0 ms

  





  

    		2026-05-12 06:09:52.153473

    		0.0 ms

  





  

    		2026-05-12 07:09:52.359291

    		0.0 ms

  





  

    		2026-05-12 08:09:52.58599

    		0.0 ms

  





  

    		2026-05-12 09:09:52.622806

    		0.0 ms

  





  

    		2026-05-12 10:09:54.341142

    		0.0 ms

  





  

    		2026-05-12 11:09:54.697617

    		0.0 ms

  





  

    		2026-05-12 12:09:55.707752

    		0.0 ms

  





  

    		2026-05-12 13:09:56.407371

    		0.2 ms

  





  

    		2026-05-12 14:09:56.881178

    		0.0 ms

  





  

    		2026-05-12 15:09:57.229262

    		0.0 ms

  





  

    		2026-05-12 16:09:59.188302

    		-0.1 ms

  





  

    		2026-05-12 17:09:59.225685

    		0.0 ms

  





  

    		2026-05-12 18:10:00.649906

    		0.0 ms

  





  

    		2026-05-12 19:10:01.706205

    		0.0 ms

  





  

    		2026-05-12 20:10:02.407607

    		0.0 ms

  





  

    		2026-05-12 21:10:03.317592

    		0.0 ms

  





  

    		2026-05-12 22:10:04.857594

    		0.0 ms

  





  

    		2026-05-12 23:10:06.291684

    		0.0 ms

  





  

    		2026-05-13 00:10:07.677923

    		0.0 ms

  





  

    		2026-05-13 01:10:09.106003

    		0.0 ms

  





  

    		2026-05-13 02:10:09.185927

    		0.3 ms

  





  

    		2026-05-13 03:10:10.775782

    		0.1 ms

  





  

    		2026-05-13 04:10:12.562369

    		0.0 ms

  





  

    		2026-05-13 05:10:14.245642

    		0.0 ms

  





  

    		2026-05-13 06:10:16.202788

    		0.1 ms

  





  

    		2026-05-13 07:10:16.744713

    		0.0 ms

  





  

    		2026-05-13 08:10:17.615904

    		0.0 ms

  





  

    		2026-05-13 09:10:18.740926

    		0.0 ms

  





  

    		2026-05-13 10:10:19.074128

    		0.0 ms

  





  

    		2026-05-13 11:10:20.157834

    		0.0 ms

  





  

    		2026-05-13 12:10:20.974376

    		0.0 ms

  





  

    		2026-05-13 13:10:22.113981

    		0.0 ms

  





  

    		2026-05-13 14:10:22.216139

    		0.0 ms

  





  

    		2026-05-13 15:10:22.761896

    		0.1 ms

  





  

    		2026-05-13 16:10:23.017404

    		0.0 ms

  





  

    		2026-05-13 17:10:23.358253

    		0.1 ms

  





  

    		2026-05-13 18:10:23.851411

    		0.1 ms

  





  

    		2026-05-13 19:10:23.931864

    		0.0 ms

  





  

    		2026-05-13 20:10:26.094333

    		0.0 ms

  





  

    		2026-05-13 21:10:28.070618

    		0.0 ms

  





  

    		2026-05-13 22:10:29.724804

    		0.0 ms

  





  

    		2026-05-13 23:10:31.407973

    		0.0 ms

  





  

    		2026-05-14 00:10:32.962995

    		0.0 ms

  





  

    		2026-05-14 01:10:34.576484

    		0.0 ms

  





  

    		2026-05-14 02:10:35.951199

    		0.1 ms

  





  

    		2026-05-14 03:10:37.50288

    		0.0 ms

  





  

    		2026-05-14 04:10:38.758996

    		0.0 ms

  





  

    		2026-05-14 05:10:38.772371

    		0.1 ms

  





  

    		2026-05-14 06:10:39.358915

    		0.0 ms

  





  

    		2026-05-14 07:10:39.724714

    		0.0 ms

  





  

    		2026-05-14 08:10:41.953283

    		0.0 ms

  





  

    		2026-05-14 09:10:42.510757

    		-0.1 ms

  





  

    		2026-05-14 10:10:43.113854

    		0.1 ms

  





  

    		2026-05-14 11:10:43.772393

    		0.0 ms

  





  

    		2026-05-14 12:10:44.555838

    		0.0 ms

  





  

    		2026-05-14 13:10:44.978886

    		-0.2 ms

  





  

    		2026-05-14 14:10:46.17186

    		0.0 ms

  





  

    		2026-05-14 15:10:46.84049

    		-0.1 ms

  





  

    		2026-05-14 16:10:47.549031

    		-0.1 ms

  





  

    		2026-05-14 17:10:48.599631

    		0.0 ms

  





  

    		2026-05-14 18:10:49.943616

    		0.0 ms

  





  

    		2026-05-14 19:10:50.433626

    		0.0 ms

  





  

    		2026-05-14 20:10:51.839974

    		0.0 ms

  





  

    		2026-05-14 21:10:53.741649

    		0.0 ms

  





  

    		2026-05-14 22:10:55.553918

    		0.0 ms

  





  

    		2026-05-14 23:10:57.162873

    		0.0 ms

  





  

    		2026-05-15 00:10:58.87957

    		0.0 ms

  





  

    		2026-05-15 01:11:00.530017

    		0.1 ms

  





  

    		2026-05-15 02:11:02.068982

    		0.0 ms

  





  

    		2026-05-15 03:11:03.659012

    		0.0 ms

  





  

    		2026-05-15 04:11:05.573243

    		-0.1 ms

  





  

    		2026-05-15 05:11:07.408716

    		0.0 ms

  





  

    		2026-05-15 06:11:09.191654

    		0.0 ms

  





  

    		2026-05-15 07:11:09.867668

    		0.0 ms

  





  

    		2026-05-15 08:11:10.028629

    		0.0 ms

  





  

    		2026-05-15 09:11:10.55885

    		0.0 ms

  





  

    		2026-05-15 10:11:11.004921

    		0.0 ms

  





  

    		2026-05-15 11:11:11.887005

    		0.1 ms

  





  

    		2026-05-15 12:11:12.595909

    		0.1 ms

  





  

    		2026-05-15 13:11:12.767957

    		0.0 ms

  





  

    		2026-05-15 14:11:13.092253

    		0.0 ms

  





  

    		2026-05-15 15:11:13.174386

    		0.0 ms

  





  

    		2026-05-15 16:11:13.492566

    		0.0 ms

  





  

    		2026-05-15 17:11:15.528496

    		0.0 ms

  





  

    		2026-05-15 18:11:17.847435

    		0.0 ms

  





  

    		2026-05-15 19:11:19.36874

    		0.0 ms

  





  

    		2026-05-15 20:11:21.046762

    		0.0 ms

  





  

    		2026-05-15 21:11:22.758359

    		0.0 ms

  





  

    		2026-05-15 22:11:24.151241

    		0.1 ms

  





  

    		2026-05-15 23:11:25.712741

    		0.0 ms

  





  

    		2026-05-16 00:11:27.063414

    		0.0 ms

  





  

    		2026-05-16 01:11:27.459469

    		0.0 ms

  





  

    		2026-05-16 02:11:29.343708

    		0.0 ms

  





  

    		2026-05-16 03:11:30.884343

    		0.0 ms

  





  

    		2026-05-16 04:11:32.312859

    		0.0 ms

  





  

    		2026-05-16 05:11:33.915378

    		0.0 ms

  





  

    		2026-05-16 06:11:35.295684

    		0.1 ms

  





  

    		2026-05-16 07:11:35.59383

    		0.0 ms

  





  

    		2026-05-16 08:11:35.914798

    		0.0 ms

  





  

    		2026-05-16 09:11:36.89778

    		0.0 ms

  





  

    		2026-05-16 10:11:37.110573

    		0.0 ms

  





  

    		2026-05-16 11:11:37.526755

    		0.0 ms

  





  

    		2026-05-16 12:11:37.614884

    		0.0 ms

  





  

    		2026-05-16 13:11:37.694357

    		0.0 ms

  





  

    		2026-05-16 14:11:38.519856

    		0.0 ms

  





  

    		2026-05-16 15:11:39.11439

    		0.1 ms

  





  

    		2026-05-16 16:11:39.541178

    		0.0 ms

  





  

    		2026-05-16 17:11:39.939339

    		0.0 ms

  





  

    		2026-05-16 18:11:41.818927

    		-0.1 ms

  





  

    		2026-05-16 19:11:44.100708

    		0.0 ms

  





  

    		2026-05-16 20:11:46.22552

    		-0.1 ms

  





  

    		2026-05-16 21:11:47.843923

    		0.0 ms

  





  

    		2026-05-16 22:11:49.67076

    		0.0 ms

  





  

    		2026-05-16 23:11:49.818982

    		0.0 ms

  





  

    		2026-05-17 00:11:50.052718

    		0.0 ms

  





  

    		2026-05-17 01:11:51.620298

    		0.0 ms

  





  

    		2026-05-17 02:11:53.224494

    		0.0 ms

  





  

    		2026-05-17 03:11:54.578189

    		0.0 ms

  





  

    		2026-05-17 04:11:55.0252

    		0.0 ms

  





  

    		2026-05-17 05:11:55.518368

    		0.1 ms

  





  

    		2026-05-17 06:11:56.004193

    		0.0 ms

  





  

    		2026-05-17 07:11:56.189436

    		-0.1 ms

  





  

    		2026-05-17 08:11:57.961254

    		0.0 ms

  





  

    		2026-05-17 09:11:58.883527

    		0.0 ms

  





  

    		2026-05-17 10:12:00.512945

    		0.0 ms

  





  

    		2026-05-17 11:12:00.847657

    		0.1 ms

  





  

    		2026-05-17 12:12:01.006342

    		0.0 ms

  





  

    		2026-05-17 13:12:01.24351

    		0.0 ms

  





  

    		2026-05-17 14:12:01.53541

    		0.0 ms

  





  

    		2026-05-17 15:12:01.806641

    		-0.1 ms

  





  

    		2026-05-17 16:12:02.869038

    		0.1 ms

  





  

    		2026-05-17 17:12:03.860892

    		0.1 ms

  





  

    		2026-05-17 18:12:04.811375

    		0.0 ms

  





  

    		2026-05-17 19:12:07.163839

    		-0.1 ms

  





  

    		2026-05-17 20:12:09.915659

    		0.2 ms

  





  

    		2026-05-17 21:12:12.119765

    		0.2 ms

  





  

    		2026-05-17 22:12:13.654098

    		0.0 ms

  





  

    		2026-05-17 23:12:15.390649

    		0.1 ms

  





  

    		2026-05-18 00:12:16.857097

    		0.1 ms

  





  

    		2026-05-18 01:12:18.153937

    		0.0 ms

  





  

    		2026-05-18 02:12:18.907779

    		0.0 ms

  





  

    		2026-05-18 03:12:20.974508

    		0.0 ms

  





  

    		2026-05-18 04:12:22.627234

    		0.0 ms

  





  

    		2026-05-18 05:12:24.572451

    		0.0 ms

  





  

    		2026-05-18 06:12:25.078435

    		0.0 ms

  





  

    		2026-05-18 07:12:25.480312

    		-0.1 ms

  





  

    		2026-05-18 08:12:25.644772

    		0.0 ms

  





  

    		2026-05-18 09:12:26.006688

    		0.0 ms

  





  

    		2026-05-18 10:12:26.218711

    		0.0 ms

  





  

    		2026-05-18 11:12:27.504325

    		0.0 ms

  





  

    		2026-05-18 12:12:28.047913

    		0.0 ms

  





  

    		2026-05-18 13:12:28.561169

    		0.1 ms

  





  

    		2026-05-18 14:12:28.739892

    		0.0 ms

  





  

    		2026-05-18 15:12:30.375261

    		0.0 ms

  





  

    		2026-05-18 16:12:30.70847

    		0.0 ms

  





  

    		2026-05-18 17:12:30.735353

    		0.1 ms

  





  

    		2026-05-18 18:12:32.133849

    		0.0 ms

  





  

    		2026-05-18 19:12:32.323617

    		0.0 ms

  





  

    		2026-05-18 20:12:33.781792

    		-0.2 ms

  





  

    		2026-05-18 21:12:35.047428

    		0.0 ms

  





  

    		2026-05-18 22:12:35.087698

    		-0.1 ms

  





  

    		2026-05-18 23:12:35.810283

    		0.0 ms

  





  

    		2026-05-19 00:12:38.050613

    		0.0 ms

  





  

    		2026-05-19 01:12:39.632308

    		-0.2 ms

  





  

    		2026-05-19 02:12:40.986074

    		0.0 ms

  





  

    		2026-05-19 03:12:41.079057

    		0.0 ms

  





  

    		2026-05-19 04:12:41.136022

    		0.1 ms

  





  

    		2026-05-19 05:12:41.535078

    		0.0 ms

  





  

    		2026-05-19 06:12:43.132181

    		0.0 ms

  





  

    		2026-05-19 07:12:43.878864

    		0.1 ms

  





  

    		2026-05-19 08:12:44.347705

    		0.0 ms

  





  

    		2026-05-19 09:12:44.869273

    		0.0 ms

  





  

    		2026-05-19 10:12:44.99679

    		0.1 ms

  





  

    		2026-05-19 11:12:45.833264

    		0.0 ms

  





  

    		2026-05-19 12:12:46.016592

    		0.0 ms

  





  

    		2026-05-19 13:12:46.711835

    		0.9 ms

  





  

    		2026-05-19 14:12:48.406057

    		0.0 ms

  





  

    		2026-05-19 15:12:48.779133

    		0.0 ms

  





  

    		2026-05-19 16:12:49.252225

    		0.0 ms

  





  

    		2026-05-19 17:12:49.596425

    		0.2 ms

  





  

    		2026-05-19 18:12:50.015771

    		0.0 ms

  





  

    		2026-05-19 19:12:51.131227

    		0.0 ms

  





  

    		2026-05-19 20:12:51.822736

    		0.0 ms

  





  

    		2026-05-19 21:12:52.013388

    		0.1 ms

  





  

    		2026-05-19 22:12:53.707375

    		0.0 ms

  





  

    		2026-05-19 23:12:55.071359

    		0.2 ms

  





  

    		2026-05-20 00:12:56.846751

    		0.0 ms

  





  

    		2026-05-20 01:12:58.231227

    		0.1 ms

  





  

    		2026-05-20 02:12:59.632288

    		0.1 ms

  





  

    		2026-05-20 03:13:00.898662

    		0.0 ms

  





  

    		2026-05-20 04:13:02.372322

    		0.0 ms

  





  

    		2026-05-20 05:13:04.197989

    		0.1 ms

  





  

    		2026-05-20 06:13:05.227197

    		0.0 ms

  





  

    		2026-05-20 07:13:06.605813

    		0.0 ms

  





  

    		2026-05-20 08:13:07.134952

    		0.0 ms

  





  

    		2026-05-20 09:13:07.505258

    		0.0 ms

  





  

    		2026-05-20 10:13:08.057959

    		0.0 ms

  





  

    		2026-05-20 11:13:08.650678

    		0.0 ms

  





  

    		2026-05-20 12:13:08.810342

    		-0.1 ms

  





  

    		2026-05-20 13:13:09.122907

    		0.0 ms

  





  

    		2026-05-20 14:13:09.176896

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-05-20 12:58:51.72 UTC

    		94.191.136.136

    		Filip Lundquist (FL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-20 13:02:02.897 UTC

    		94.191.136.136

    		Filip Lundquist (FL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-06 15:26:01 UTC.

  

  

    		2026-05-20 13:35:03.124 UTC

    		217.27.187.80

    		Robert Burén (RB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-20 13:35:37.931 UTC

    		217.27.187.80

    		Robert Burén (RB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-06 15:26:01 UTC.

  

  

    		2026-05-20 13:57:31.371 UTC

    		85.24.193.2

    		Mats Jämterud (MJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-20 13:57:47.978 UTC

    		85.24.193.2

    		Mats Jämterud (MJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-06 15:26:01 UTC.

  

  

    		2026-05-20 14:03:53.661 UTC

    		217.119.170.26

    		Joanna Benes (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-20 14:14:42.027 UTC

    		217.119.170.26

    		Joanna Benes (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-06 15:26:01 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



