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DETTA ÄR CLS
CLS adresserar det kritiska behovet inom hälso- och sjukvården av mer 

kostnadseffektiva, säkra och effektiva lösningar för vävnadsresektion i stora 
patientpopulationer med allvarliga och svårbehandlade sjukdomar och komplikationer. 

Våra produkter gör det möjligt för medicinsk personal att utföra minimalt invasiva procedurer 
för termisk destruktion, så kallad ablation, av mjukvävnadsstrukturer på ett okomplicerat och 

precist sätt med minimal påverkan på omliggande vävnad. Ablationen utförs genom att deponera 
laserenergi med hög precision i målvävnaden med övervakning och styrning i realtid med hjälp av 

bildledd övervakning av typen Magnetresonans (MR), Ultraljud, eller Datortomografi (DT/CT). 

Vår egenutvecklade och patentskyddade termoterapiplattform inkluderar unika mobila laserenheter, över-
vakningsprogramvara och sterila engångsartiklar. Tekniken kommersialiseras genom regulatoriskt godkända 

produkter via strategiska partners i USA och Europa, med en vision om att göra det i global skala.

Vi har en verksamhet med fokus på affärsmöjligheter med hög marginal och tillväxt inom neurokirurgi, med po-
tential för snabb expansion in i närliggande applikationer. Vår affärsmodell centrerar kring strategiska partnerskap 

vilket minskar det initiala kapitalbehovet samtidigt som den möjliggör bred och effektiv marknadsåtkomst.

CLS genererar intäkter från försäljning av regulatoriskt godkända produkter, med återkommande intäkter från de 
sterila engångsartiklar som används vid varje behandling.Genom partnerskap för marknadstillträde och kom-

mersiell utveckling kan bolaget hålla de fasta kostnaderna på en låg nivå och samtidigt skapa en stark operativ 
hävstång. Modellen ger förutsättningar för snabb och skalbar expansion inom flera terapeutiska områden. 

CLS är noterat på Nasdaq First North Growth Market under kortnamnet CLS B. 

Antalet behandlingar                 Aktiva marknader

+750                                                     8

Antalet Neurokirurgi- & Urologicentra

+30
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VD HAR ORDET
2025 har varit ett år präglat av disciplinerad fortsatt transformation av CLS till ett fokuserat och kommersiellt drivet 
medicinteknikbolag med tydlig inriktning mot neurokirurgi och strategiska partnerskap.

Under året har vi fortsatt att stärka vår position inom marknaden för minimalt invasiv Laser Interstitial Thermal Therapy 
(LITT), där vårt ClearPoint Prism® Neuro Laser Therapy System adresserar betydande medicinska behov inom bland 
annat läkemedelsresistent epilepsi, hjärntumörer och strålnekros. Vår teknologi möjliggör minimalt invasiva kirurgiska 
högprecisionsbehandlingar i delar av hjärnan där traditionell kirurgi ofta innebär stora risker eller begränsad åtkomst.

Tillsammans med vår strategiska partner ClearPoint Neuro fortsatte vi under året att expandera den installerade 
basen av Prism-system i USA samtidigt som antalet genomförda behandlingar ökade kraftigt. Försäljningen av 
Prism-produkter ökade med 14 procent jämfört med föregående år, trots att försäljningen under årets fjärde kvartal 
tillfälligt påverkades av diskussioner kring villkoren för en framtida accelererad uppskalning av Prism-verksamheten.

Samtidigt fortsatte CLS att leverera tydliga operationella förbättringar. Under 2025 uppgick bruttomarginalen till 67 
procent, vilket överträffar vårt långsiktiga mål om över 60 procent. De operativa kostnaderna reducerades med 38 
procent jämfört med 2024, vilket tydligt överträffade vårt kommunicerade mål om 30 procents kostnadsreduktion. 
Genom förbättrad operationell effektivitet förbättrades rörelseresultatet med 25,4 MSEK jämfört med föregående år.

Under året uppnådde vi även flera strategiskt viktiga milstolpar. FDA-godkännandet för Prism utökades till att om-
fatta både 1,5T och 3,0T MR-bildledning, vilket mer än fördubblar den adresserbara marknaden i USA och sänker 
trösklarna för klinisk adoption. Vi lämnade även in ansökan om CE-märkning i Europa för samma produktkonfigura-
tion, vilket positionerar CLS för framtida geografisk expansion.

Vår positiva långsiktiga syn på neuro-LITT-marknaden stärktes ytterligare under året genom fortsatt kliniskt momen-
tum, etablerade ersättningssystem och uppdaterade kliniska riktlinjer som stödjer användningen av minimalt invasiv 
LITT inom neurokirurgi. Samtidigt fortsätter marknaden att kännetecknas av begränsad konkurrens och växande 
efterfrågan på precisa och vävnadsbevarande behandlingsalternativ.

Under början av 2026 slutfördes de diskussioner som påverkade försäljningen under fjärde kvartalet 2025 och 
resulterade i en gemensamt förankrad plan för accelererad tillväxt av Prism-verksamheten tillsammans med vår 
strategiska partner. Som en del av denna plan mottog CLS order om totalt cirka 23 MSEK för Prism-verksamheten, 
vilket representerar den största ordervolymen hittills inom området.

Framåtblick
CLS går in i nästa fas med en stärkt kommersiell plattform, förbättrad kostnadsstruktur och ett långsiktigt partner-
skap som sträcker sig till 2030. Samtidigt fortsätter vi att utveckla vår bredare partnerskapsstrategi även utanför 
neurokirurgi för att på sikt skapa en bredare och mer balanserad kommersiell bas.

Vi bedömer att 2026 och framåt kommer präglas av successivt ökande kommersiell aktivitet och fortsatt uppskal-
ning av Prism-verksamheten, samtidigt som CLS investerar i regulatorisk expansion, fortsatt produktutveckling och 
ökad skalbarhet i produktplattformen.

Jag vill rikta ett varmt tack till våra medarbetare, partners och aktieägare för ert fortsatta förtroende och stöd när vi 
fortsätter bygga CLS mot långsiktig tillväxt, hållbar lönsamhet och ökat värdeskapande.

Dan J. Mogren
VD, Clinical Laserthermia Systems AB (publ)
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ÅRET I KORTHET
Fortsatt fokus på neurokirurgi och strategiska partnerskap
Under 2025 fortsatte CLS genomförandet av den strategiska omställningen mot ett mer fokuserat och partnerskaps-
drivet bolag med prioritering av neurokirurgi och marknaden för minimalt invasiv Laser Interstitial Thermal Therapy 
(LITT).

Bolaget fortsatte att koncentrera resurser och investeringar till kommersialisering och skalning av ClearPoint Prism® 
Neuro Laser Therapy System tillsammans med den strategiska partnern ClearPoint Neuro.

Kommersiell utveckling inom Prism-verksamheten
Försäljningen av Prism-produkter ökade med 14 procent jämfört med föregående år, drivet av fortsatt tillväxt i anta-
let NeuroLITT-behandlingar och en växande installerad bas av system i USA.
Under årets fjärde kvartal påverkades försäljningen tillfälligt av diskussioner kring villkoren för framtida kommer-
siell uppskalning. Diskussionerna resulterade efter årets utgång i en gemensam plan för accelererad tillväxt av 
Prism-verksamheten samt order om cirka 23 MSEK.

Regulatoriska och kliniska framsteg
CLS erhöll under året ett utökat FDA-godkännande för användning av Prism-systemet med både 1,5T och 3,0T 
MR-bildledning i USA, vilket väsentligt breddar den adresserbara marknaden.
Bolaget lämnade även in ansökan om CE-märkning i Europa för samma produktkonfiguration.

Positiva resultat från den CLS-sponsrade kliniska studien vid Skånes universitetssjukhus presenterades under året 
och stärkte den kliniska grunden för bolagets neurokirurgiska erbjudande.

Förbättrad kostnadsstruktur och finansiell utveckling
CLS fortsatte arbetet med operationell effektivisering och kostnadskontroll under året.
•	 Bruttomarginalen förbättrades till 67 procent
•	 Rörelsekostnaderna minskade med 38 procent jämfört med 2024
•	 Rörelseresultatet förbättrades med 25,4 MSEK jämfört med föregående år

Bolaget genomförde även kapitalanskaffningar om totalt cirka 35 MSEK under året och var fortsatt skuldfritt vid 
årets utgång.

Förberedelser för fortsatt expansion
CLS gick in i 2026 med:
•	 utökad adresserbar marknad för Prism i USA,
•	 pågående regulatorisk godkännandeprocess för Prism i Europa,
•	 förbättrad operationell skalbarhet,
•	 samt ett stärkt strategiskt partnerskap inom neurokirurgi.

Bolaget fortsätter samtidigt att utvärdera möjligheter att expandera partnerskapsmodellen även till ytterligare mark-
nadssegment utanför neurokirurgi.
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AKTIEN
Clinical Laserthermia Systems aktier listades på Aktietorget 2009 och därefter på Nasdaq First North Growth Market 
2017. Antalet aktier per den 31 december 2025 var 31 166 594 (20 166 594), varav 3 000 icke noterade A-aktier. 
Aktien handlas under kortnamnet CLS B.
 

Aktiekapital
CLS har två aktieslag, stamaktier av serie A och B. Varje A-aktie berättigar till tio röster och varje B-aktie berättigar 
till en röst. Varje röstberättigad får vid bolagsstämma rösta för fulla antalet av denne ägda och företrädda aktier. 
Aktiekapitalet uppgick vid årsskiftet till 71 981 748 SEK (46 576 365) och fördelades på totalt 31 166 594 aktier (20 
166 594). Av dessa aktier är 3 000 aktier av stam A och 31 163 594 aktier av stam B. Kvotvärdet per stamaktie är 
2,3096 SEK.

Under räkenskapsåret har det emitterats 11 000 000 aktier, 5 172 416 genom riktad emission, 327 584 genom före-
trädesemission, 5 500 000 genom utnyttjande av teckningsoptioner.

Börsvärde och omsättning 
Vid utgången av 2025 noterades B-aktien till 6,88 SEK (3,68). Under året omsattes 40 555 819 aktier med en 
högsta betalningskurs om 13,36 SEK och en lägsta om 2,43 SEK. Bolagets börsvärde vid årets utgång uppgick till 
214 405 527 SEK (74 213 066). Kursuppgången under 2025 uppgick till 87,0 procent, vilket kan jämföras med en 
kursnedgång på -86,2 procent under 2024.

Utdelning och utdelningspolicy 
CLS är ett bolag i tidig kommersiell fas vilket kräver fortsatta investeringar i utvecklingen av verksamheten. Någon 
utdelning är därför inte planerad de kommande åren. I framtiden när bolagets resultat och finansiella ställning så 
medger, kan utdelning bli aktuell. CLS har hittills inte lämnat någon utdelning till aktieägarna. 

Aktieägande 
Antalet aktieägare i CLS uppgick per den 30 december 2025 till över 6200 (ca. 5800) enligt Euroclear Sweden AB. 
CLS tio största ägare innehade aktier motsvarande 32,6 procent (34,9) av kapital och 32,6 procent (34,8) av röster 
i bolaget.
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AKTIEKAPITALETS UTVECKLING

ÅR HÄNDELSE KVOT- 
VÄRDE

C
OL
U
M
N2

ÖKNING  
AV ANTALET  

AKTIER

ÖKNING AV   
AKTIEKAPITAL  

(SEK)

C
OL
U
M
N4

TOTALT 
ANTAL  
AKTIER

Co
lu
mn
1

TOTALT 
AKTIEKAPITAL

 (SEK)

Co
lu
mn
12

2006 Nyemission (bildande) 100,0000 1 020 102 000 1 020 102 000

2007 Nyemission 100,0000 180 18 000 1 200 120 000

2007 Nyemission 100,0000 75 7 500 1 275 127 500

2008 Nyemission 100,0000 100 10 000 1 375 137 500

2008 Nyemission 100,0000 14 1 400 1 389 138 900

2008 Fondemission 370,0000 N/A 375 030 1 389 513 930

2008 Aktieuppdelning 0,0925 5 554 611 N/A 5 556 000 513 930

2008 Nyemission 0,0925 251 000 23 218 5 807 000 537 148

2008 Nyemission 0,0925 369 000 34 133 6 176 000 571 280

2009 Nyemission 0,0925 770 000 71 225 6 946 000 642 505

2010 Nyemission 0,0925 2 754 398 254 782 9 700 398 897 287

2010 Utnyttjande av teckningsoptioner 0,0925 1 300 120 9 701 698 897 407

2010 Utnyttjande av teckningsoptioner 0,0925 68 592 6 345 9 770 290 903 752

2011 Utnyttjande av teckningsoptioner 0,0925 1 244 621 115 127 11 014 911 1 018 879

2012 Nyemission 0,0925 416 666 38 542 11 431 577 1 057 420

2012 Nyemission 0,0925 1 694 600 156 751 13 126 177 1 214 171

2012 Utnyttjande av teckningsoptioner 0,0925 22 681 2 098 13 148 858 1 216 269

2012 Nyemission 0,0925 596 667 55 192 13 745 525 1 271 461

2012 Utnyttjande av teckningsoptioner 0,0925 20 262 1 874 13 765 787 1 273 335

2012 Utnyttjande av teckningsoptioner 0,0925 797 924 73 808 14 563 711 1 347 143

2013 Nyemission 0,0925 2 427 285 224 524 16 990 996 1 571 667

2013 Utnyttjande av teckningsoptioner 0,0925 57 000 5 273 17 047 996 1 576 940

2014 Nyemission 0,0925 2 595 427 240 077 19 643 423 1 817 017

2015 Nyemission 0,0925 642 850 59 464 20 286 273 1 876 480

2016 Nyemission 0,0925 3 120 965 288 689 23 407 238 2 165 170

2016 Kvittningsemission 0,0925 285 714 26 429 23 692 952 2 191 598

2016 Nyemission 0,0925 89 978 8 323 23 782 930 2 199 921

2017 Nyemission 0,0925 3 397 561 314 274 27 180 491 2 514 195

2017 Riktad nyemission 0,0925 1 470 588 136 029 28 651 079 2 650 225

2017 Riktad nyemission 0,0925 44 664 4 131 28 695 743 2 654 356

2018 Nyemission 0,0925 5 721 207 529 212 34 416 950 3 183 568

2018 Riktad nyemission 0,0925 186 871 17 286 34 603 821 3 200 853

2019 Riktad Nyemission 0,0925 90 732 8 393 34 694 553 3 209 246

2020 Riktad emission 0,0925 862 068 79 741 35 556 621 3 288 987

2020 Riktad emission 0,0925 1 227 241 113 520 36 783 862 3 402 507

2020 Företrädesemission 0,0925 8 673 638 802 312 45 457 500 4 204 819

2021 Nyemission 0,0925 16 377 250 1 514 896 61 834 750 5 719 714

2021 Nyemission 0,0925 3 173 274 293 528 65 008 024 6 013 242

2021 Nyemission 0,0925 100 000 9 250 65 108 024 6 022 492

2021 Nyemission 0,0925 714 286 66 071 65 822 310 6 088 564

2022 Utnyttjande av teckningsoptioner 0,0925 3 484 241 322 292 69 306 551 6 410 856

2022 Nyemission 0,0925 54 366 362 5 028 889 123 672 913 11 439 745
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A-AKTIER B-AKTIER
NAMN  10 RÖSTER / 

AKTIE 
1 RÖST / AKTIE INNEHAV % RÖSTER % 

Försäkringsaktiebolaget Avanza Pension 0 1 955 865 6,28 6,27
Handelsbanken Liv Försäkringsaktiebolag 0 1 465 292 4,70 4,70
Håkanson Ulla 0 1 202 964 3,86 3,86
Deutsche Bank AG 0 1 179 807 3,79 3,78
Nordnet Pensionsförsäkring AB 0 1 168 503 3,75 3,75
Håkanson Arne 0 879 739 2,82 2,82
Ålandsbanken AB 0 838 913 2,69 2,69
Axne Anders 0 517 900 1,66 1,66
Lennartsson Sven 0 505 000 1,62 1,62
Hagelberg Mathias 0 450 819 1,45 1,45
Summa 10 största 0 10 164 802 32,62 32,60
Summa övriga ägare 3 000 20 998 792 67,38 67,40
Summa 3 000 31 163 594 100,00 100,00

ÅR HÄNDELSE KVOT- 
VÄRDE

C
OL
U
M
N2

ÖKNING  
AV ANTALET  

AKTIER

ÖKNING AV   
AKTIEKAPITAL  

(SEK)

C
OL
U
M
N4

TOTALT 
ANTAL  
AKTIER

Co
lu
mn
1

TOTALT 
AKTIEKAPITAL

 (SEK)

Col
um
n1
2

2022 Nyemission 0,0925 1 078 878 99 796 124 751 791 11 539 541

2022 Nyemission 0,0925 5 523 504 510 924 130 275 295 12 050 465

2023 Nyemission 0,0925 4 846 524 448 303 135 121 819 12 498 768

2023 Utnyttjande av teckningsoptioner 0,0925 25 315 836 2 341 715 160 437 655 14 840 483

2023 Nyemission 0,0925 2 406 784 222 628 162 844 439 15 063 111

2023 Företrädesemission 0,0115 1 141 558 050 105 594 120 1 304 402 489 120 657 231

2023 Minskning av aktiekapitalet 0,0115 0 -105 594 120 1 304 402 489 15 063 111

2023 Riktad kvittningsemission 0,0115 31 356 000 362 096 1 335 758 489 15 425 207

2024 Utnyttjande av teckningsoptioner 0,0115 189 182 414 2 184 660 1 524 940 903 17 609 866

2024 Riktad emission 0,0115 45 400 396 524 279 1 570 341 299 18 134 146

2024 Riktad emission 0,0115 101 1 1 570 341 400 18 134 147

2024 Sammanläggning av aktier 2,3096 0 7 851 707 18 134 147

2024 Företrädesemission 2,3096 6 080 000 14 042 247 13 931 707 32 176 394

2024 Utnyttjande av teckningsoptioner 2,3096 4 512 532 10 422 054 18 444 239 42 598 448

2024 Riktad emission 2,3096 1 567 468 3 620 193 20 011 707 46 218 641

2024 Riktad kvittningsemission 2,3096 154 887 357 724 20 166 594 46 576 366

2025 Riktad emission 2,3096 5 172 416 11 946 109 25 339 010 58 522 475

2025 Nyemission 2,3096 327 584 756 582 25 666 594 59 279 057

2025 Teckningsoption 2,3096 5 500 000 12 702 691 31 166 594 71 981 748

BOLAGETS TIO STÖRSTA ÄGARE PER DEN 31 DECEMBER 2025

Aktiekapitalets utveckling forts.

STÖRSTA AKTIEÄGARE
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BOLAGSSTYRNING
 

BOLAGSSTYRNINGSRAPPORT 
Inledning  
Koncernen består av Clinical Laserthermia Systems AB (CLS), de helägda dotterbolagen CLS Americas Inc. och 
CLS GmbH och CLS Asia Pacific som ägs till 50%. Antal anställda är tretton personer. Utöver dessa är sex konsulter 
knutna till bolaget. 

Externa och interna regelverk  
CLS är ett svenskt publikt aktiebolag där styrning, ledning och kontroll fördelas mellan aktieägarna, styrelsen, verk-
ställande direktören och företagsledningen. Till grund för styrningen av bolaget ligger Clinical Laserthermia Systems 
bolagsordning, den svenska aktiebolagslagen, regler och rekommendationer som följer av bolagets listning på 
Nasdaq First North Growth Market, Stockholm, samt andra tillämpliga lagar och regler. CLS ingår inte i den grupp 
företag som, från den 1 juli 2008, är skyldiga att följa svensk kod för bolagsstyrning. Dock är det styrelsens avsikt 
att succesivt anpassa sig till koden. 
 
Valberedning  
Valberedningen genomför en utvärdering av styrelsen och dess arbete. Som underlag för sina förslag inför årsstäm-
man 2025 har valberedningen gjort en bedömning huruvida den nuvarande styrelsen är ändamålsenligt samman-
satt och uppfyller de krav som ställs på styrelsen till följd av bolagets nuvarande position och framtida positionering 
på marknaden.  

I valberedningen för årsstämman 2025 ingick följande representanter, varav Navin Khattar vid den tidpunkten var 
en av de tio största aktieägarna:  

•	 Karl-Göran Tranberg 
•	 Hans von Celsing 
•	 Navin Khattar, företräder Khattar Holdings Pte Ltd 
•	 Henrik Nilsson, företräder Arne Håkanson 

Till ordförande för valberedningen inför årsstämman 2025 utsågs Navin Khattar.  

STYRELSE  
Styrelsen konstituerade sig den 27 juni 2025 och under 2025 har styrelsen hållit 4 protokollförda sammanträden. 
Styrelsens ledamöter har under året varit fem. Andra tjänstemän deltar vid behov under styrelsens sammanträden 
som föredragande eller i administrativa funktioner. Bolagets revisor rapporterar till styrelsen varje år från gransk-
ningen av redovisningen och ger sin bedömning av den interna kontrollen. Styrelsearbetet har, förutom uppföljning 
och rapportering av den fortlöpande affärsverksamheten och lönsamhetsutvecklingen, omfattat exempelvis frågor 
om strategisk utveckling och inriktning, regulatoriska frågor, investeringar i produktutveckling och nya produktkon-
cept, frågor av finansiell karaktär samt bolagets IP-rättigheter.  

Aktieägare 
Antalet ägare av CLS B-aktie uppgick enligt Euroclear per den 30 december 2025 till över 6 200. 

Årsstämma 2025 
10,9 % av aktierna var representerade och 10,95 % av rösterna var representerade på stämman 27 juni 2025.  
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Vid stämman togs följande beslut:

•	 Stämman beslutade att fastställa den framlagda resultaträkningen och balansräkningen samt koncernresul
taträkning och koncernbalansräkning.

•	 Stämman beslutade att disponera över bolagets resultat enligt styrelsens förslag i årsredovisningen. Stäm-
man beslutade att ingen utdelning lämnas för räkenskapsåret 2024. 

•	 Årsstämman beslutade att bevilja styrelsens ledamöter och verkställande direktör ansvarsfrihet för räken-
skapsåret 2024. 

•	 Stämman beslutade att antalet ordinarie styrelseledamöter ska uppgå till fem (5) stycken samt att ingen 
styrelsesuppleant ska utses. 

•	 Stämman beslutade att en (1) revisor och ingen revisorssuppleant ska utses. 

•	 Stämman beslutade att styrelsearvode ska utgå med 250 000 kronor till styrelseordföranden och med vardera 
125 000 kronor till ordinarie styrelseledamöter.

•	 Vidare beslutade stämman att arvode till revisor ska utgå enligt godkänd räkning i enlighet med sedvanliga 
debiteringsnormer. 

•	 Stämman beslutade att till styrelseledamöter omvälja Peter Max samt välja in Lena Höglund, Veronica Byfield 
Sköld, Thomas Binzer och Jerker Nygren. Till styrelseordförande omvaldes Peter Max.

•	 Stämman beslutade att välja Dillon revisionsbyrå som bolagets revisor till slutet av den årsstämma som hålls 
nästa räkenskapsår.

•	 Stämman beslutade om instruktioner för valberedning i enlighet med valberedningens förslag.

•	 Stämman beslutade, i enlighet med styrelsens förslag, att bemyndiga styrelsen, att under tiden fram till nästa 
årsstämma, kunna fatta beslut om emission av högst ett antal aktier, konvertibler och/eller teckningsoptioner som 
berättigar till nyteckning av, eller innebär utgivande av, maximalt ett antal aktier som ryms inom bolagsordningens 
gränser, med eller utan avvikelse från aktieägarnas företrädesrätt. Bemyndigandet ska kunna utnyttjas vid ett 
eller flera tillfällen samt ska styrelsen äga rätt att fatta beslut om de detaljerade emissionsvillkoren vid varje 
enskilt tillfälle. Förutom kontant betalning ska betalning även kunna ske med apportegendom eller genom 
kvittning, eller eljest med villkor.   

•	 För att bolagets nuvarande aktieägare inte skall missgynnas i förhållande till den eller de utomstående 
investerare som kan komma att teckna aktier i bolaget, finner styrelsen lämpligt att emission med avvikelse från 
aktieägarnas företrädesrätt, ska ske till styrelsens marknadsmässigt bedömda teckningskurs, med förbehåll för 
marknadsmässig emissionsrabatt i förekommande fall. 

Finansiell rapportering  
Styrelsen övervakar den finansiella rapporteringens kvalitet genom instruktioner för VD samt fastläggande av 
krav på innehållet i de rapporter om ekonomiska förhållanden som fortlöpande tillställs styrelsen. Styrelsen tar 
del av och säkerställer ekonomisk rapportering såsom kvartalsrapporter och årsredovisning, och har delegerat till 
bolagsledningen att säkerställa pressmeddelanden med ekonomiskt innehåll samt presentationsmaterial i samband 
med möten med media, ägare och finansiella institutioner.  

Externa revisorer  
Huvudrevisor vid Dillon AB är auktoriserade revisorn Oskar Kantoft. Oskar Kantoft innehar inte några aktier i 
bolaget. Dillon AB har inte erhållit ersättning för andra tjänster än revision. I not 3 i koncernredovisningen framgår 
den fullständiga ersättningen till revisorerna de senaste två åren. 
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Den operativa verksamheten  
Verkställande direktören har det övergripande ansvaret för koncernen och verksamhetens strategifrågor. Styrelsen 
har ansvaret för att det finns ett effektivt system för intern kontroll och riskhantering, ansvaret att arbeta med dessa 
frågor har delegerats till VD. I organisationen har befogenheter och ansvar definierats i policys, riktlinjer och an-
svarsbeskrivningar. 

Ersättning till ledande befattningshavare  

Årsstämman 2018 fastställde riktlinjer för ersättning till ledande befattningshavare innebärande i huvudsak följande:  

Ledningens och verkställande direktörens fasta ersättningar ska vara konkurrenskraftiga och baseras på den en-
skildes ansvarsområde och prestation. Den rörliga ersättningen ska vara begränsad och kopplad till förutbestämda 
och mätbara kriterier utformade med syfte att främja bolagets långsiktiga värdeskapande. Den rörliga ersättningen 
får högst uppgå till 25 procent av fast lön och ska fastställas per verksamhetsår. Styrelsen ska varje år överväga om 
ett aktie- eller aktiekursanknutet incitamentsprogram ska föreslås årsstämman eller inte. Ledningen och verkstäl-
lande direktören har rätt till premiebestämd pension. 

För verkställande direktören är uppsägningstiden från företagets sida 9 månader och från individens sida 6 måna-
der. För ledningspersoner är uppsägningstiden från företagets sida 3 månader och från individens sida 3 månader.  

Ledande befattningshavare omfattas av verkställande direktören och bolagets ledningsgrupp, som under 2025 be-
stått av sju personer. Ersättningen för ledande befattningshavare uppgick under året till 9 150 KSEK.  

Arvode till revisorer  
Dillon AB innehar revisionsuppdraget. Med revisionsuppdrag avses granskning av årsredovisningen och bokföring-
en samt styrelsens och verkställande direktörens förvaltning, övriga arbetsuppgifter som det ankommer på bolagets 
revisor att utföra samt rådgivning eller annat biträde som föranleds av iakttagelser vid sådan granskning eller ge-
nomförandet av sådana övriga arbetsuppgifter. Arvode för revisionsuppdraget under 2025 har uppgått till 197 899 
SEK (238 400) SEK.  

Transaktioner med närstående  
Transaktioner med närstående och personal framgår av not 4 och not 6 i Årsredovisningen. 
 
Intern kontroll och riskhantering i den finansiella rapporteringen  
Intern kontroll  
Intern kontroll över finansiell rapportering är en integrerad del av bolagsstyrningen inom CLS- koncernen. Den 
innehåller rutiner för att säkerställa koncernens tillgångar och riktigheten i den finansiella rapporteringen och syftar 
genom detta till att skydda ägarnas investering i bolaget. 

Koncernens organisation är utformad så att den snabbt kan reagera på förändringar i marknaden. Operativa beslut 
fattas därför på bolagsnivå medan beslut om strategi, inriktning, förvärv och övergripande finansiella frågor fattas 
av CLS styrelse. VD rapporterar löpande till styrelsen för att öka kännedom, insyn och kontroll av företagets redo-
visning, ekonomiska rapportering och riskhantering.  

Riskbedömning  
Riskbedömning utgår från koncernens finansiella mål. De övergripande finansiella riskerna är definierade och till 
stor del branschspecifika. Genom att genomföra riskanalyser med utgångspunkt i koncernens balans- och resul-
taträkning identifierar CLS vilka risker som kan utgöra hot mot att nå bolagets affärsmässiga och finansiella mål. 

Styrelse 
Enligt CLS bolagsordning ska styrelsen bestå av lägst tre (3) och högst tio (10) ledamöter, med högst åtta (8) 
styrelsesuppleanter. Styrelsen har sitt säte i Lunds kommun. Samtliga styrelseledamöter kan nås via bolagets 
adress, Scheelevägen 2, 223 81 Lund, Sverige, där bolaget bedriver sin huvudsakliga verksamhet. 
Vid årsstämman 2025 beslutade stämman om omval av Peter Max samt nyval av Thomas Binzer, Lena Höglund, 
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Oberoende i förhållande till

Namn Födelseår Befattning Tillträdesår Bolaget och 
dess ledning

Bolagets större 
aktieägare

Peter Max 1961 Styrelseordförande 2024 Ja Ja

Thomas Binzer 1972 Styrelseledamot 2025 Ja Ja

Veronica Byfeld Sköld 1974 Styrelseledamot 2025 Ja Ja

Lena Höglund 1960 Styrelseledamot 2025 Ja Ja

Jerker Nygren 1971 Styrelseledamot 2025 Ja Nej

Namn Aktier i bolaget Övriga uppdrag Befattning

Peter Max - Gemstone Capital A/S, Sophion Bioscience A/S VD, Styrelseledamot

Thomas Binzer 25 000 B Danish Fundamental Metrology A/S, NeoTargets AB Styrelseledamot, VD

Veronica Byfeld Sköld - Gradientech AB, Impilo Healthcare AB, Stiftelsen 
Dansens Hus, Byfield Invest AB, Byfield Advisory AB, 
Philip Sköld Invest AB, Philip Sköld Advisory AB

Styrelseledamot

Lena Höglund - Bergvik Group AB, Monivent AB, Scandinavian Care AB Styrelseledamot

Jerker Nygren 712 745 B - -

Jerker Nygren och Veronica Byfield Sköld som styrelseledamöter. Till styrelseordförande beslutades omval av Peter 
Max.

Nedanstående tabeller presenterar information om styrelsens ledamöter, deras födelseår, respektive befattning, 
året då de första gången blev invalda i styrelsen och huruvida de kan anses oberoende i förhållande till bolaget och 
dess ledning samt bolagets större aktieägare.

LEDANDE BEFATTNINGSHAVARE
Nedanstående tabell presenterar information om Bolagets ledande befattningshavare, födelseår, befattning, samt 
tillträdesår.

Namn Födelseår Befattning Tillträdesår

Dan J. Mogren  1964 CEO 2020

Jimmy Johansson 1981 EVP Operations 2023

  Håkan Rosqvist  1966 Interim CFO 2024

Verena Knappe 1967 Chief Product Officer 2020

Christina Pantaleone 1987 Chief Technology Officer 2022

Kristian Waldeck 1965  VP Medical Affairs 2023

Anders Qvarlander  1971  VP Regulatory Affairs and Quality 
Assurance

2021
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FINANSIELL INFORMATION 
FÖRVALTNINGSBERÄTTELSE 
Styrelsen och verkställande direktören för Clinical Laserthermia Systems AB (publ),  
organisationsnummer 55+6705-8903, avger följande årsredovisning för räkenskapsåret 2025. 

Allmänt om verksamheten  
Clinical Laserthermia Systems (CLS) utvecklar och kommersialiserar bildledda laserbaserade system för minimalt 
invasiv behandling av svåråtkomliga och sjukdomsdrabbade mjukvävnader. Bolagets teknik möjliggör precis termisk 
ablation med övervakning i realtid genom MR-, ultraljuds- eller CT-bildledning. 

CLS verksamhet är idag främst fokuserad på neurokirurgi och kommersialiseras genom strategiska partnerskap 
i USA och Europa. Affärsmodellen bygger på försäljning av regulatoriskt godkända system och återkommande 
intäkter från sterila engångsprodukter som används vid behandlingar. 

Forskning och utveckling  
CLS har under året fortsatt arbetet att tillsammans med partnern ClearPoint Neuro vidareutveckla ClearPoint® 
Prism Neuro Laser Therapy System för behandling av hjärntumörer och epilepsi med hjälp av laserablation. 

Finansiell utveckling  
Nettoomsättningen för koncernen uppgick till 17 487 KSEK (18 783). Merparten av bolagets försäljning ligger 
utanför Sverige. Periodens kostnader påverkas i första hand av kostnader kopplade till pågående vidareutveckling 
av ClearPoint Prism Neuro Laser Therapy System för behandling av hjärntumörer och epilepsi med hjälp av 
laserablation, säkerställande av teknologi för MR-baserad temperaturmätning samt utökat och förlängt skydd av 
bolagets teknologi.  

Bolaget skriver av på balanserade kostnader inom Forskning och Utveckling.  

Under 2025 har bolaget genom lösen av optionsprogram, direkta och företrädesemissioner tillförts sammanlagt 
cirka 35 MSEK efter emissionskostnader. 
 

Ersättningssystem  
Prissättningen av CLS produkter påverkas av nationella ersättningssystem och, särskilt i USA, att nationella 
försäkringssystem godkänner CLS behandlingsmetoder. Bolagets framgång beror därmed delvis på i vilken 
utsträckning bolagets produkter lyckas erhålla godkännanden från försäkringsbolag. Om ersättning från 
försäkringssystemen inte är tillräcklig eller begränsas på vissa marknader kommer det ha negativ påverkan på 
bolagets eller dess samarbetspartners möjligheter att sälja bolagets produkter med tillräcklig lönsamhet, vilket kan 
påverka bolagets intjäningsförmåga och framtida försäljningstillväxt. 

Patent  
CLS är beroende av know-how och företagshemligheter för att kunna bedriva sin verksamhet och eftersträvar alltid 
att skydda sådan information genom bland annat sekretessavtal med anställda, konsulter och samarbetspartners. 
CLS har dock inte möjlighet att till fullo skydda sig mot obehörig eller oavsiktlig spridning av information, vilket 
medför en risk att bolagets konkurrenter får del av och drar nytta av den know-how som utvecklats av CLS. 
  

Produktutveckling  
CLS kommer att fortsätta att utveckla sina produkter. Det finns alltid en risk att detta kan ta längre tid än planerat 
och därigenom försena introduktionen på marknaden.  
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Produktansvar  
Styrelsen bedömer att bolagets nuvarande försäkringsskydd är tillfredsställande, med hänsyn till verksamhetens 
art och omfattning. 

Lagstiftning och regelverk 
CLS är verksamt inom områden som starkt regleras av lagstiftning och olika regelverk. Vid beslut om ansökan om 
nya regulatoriska marknadsgodkännanden medför en sådan ansökan en ökad belastning för CLS både ekonomiskt 
och personellt. 

Framtidsutsikter 
CLS fokuserar initialt på kommersialisering av ClearPoint® Prism Neuro Laser Therapy System för minimalt inva-
siv vävnadsablation inom neurokirurgi och indikationsområdena hjärntumörer, strålnekros och läkemedelsresistent 
epilepsi, genom bolagets strategiska partnerskap med ClearPoint Neuro. Geografiskt med en början i Nordamerika 
och Europa. Genom investeringar i skalbarhet och en gemensam pipeline av nya produkter och förbättringar avser 
bolagen att accelerera tillväxten i försäljningen av ClearPoint Prism och skapa bättre förutsättningar för CLS att 
uppnå målet att bli kassapositivt under första kvartalet av 2028. Bolaget avser även att expandera geografiskt och 
genom strategiska partnerskap inom angränsande terapiområden och applikationer.

FÖRSLAG TILL VINSTDISPOSITION 

Styrelsen och verkställande direktören föreslår att till förfogande stående vinstmedel (kronor) fördelas enligt följande:

Styrelsen föreslår att ingen utdelning för verksamhetsåret 2025 ska lämnas. Koncernens och moderbolagets resul-
tat och ställning i övrigt framgår av följande resultat- och balansräkningar samt kassaflödesanalyser med tilläggs-
upplysningar och kommer att föreläggas årsstämman den 26 juni 2026.

Balanserat resultat 89 511 106

Överkursfond 9 637 201

Årets förlust -47 828 613

Summa 51 319 694

Disponeras så att i ny räkning överföres 51 319 694

Summa 51 319 694
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VÄSENTLIGA HÄNDELSER UNDER ÅRET 
Väsentliga händelser under första kvartalet 2025 

•	 Data från den kliniska prövningen med MRI-styrd FLA med TRANBERG® Thermal Therapy System hos pa-
tienter med prostatacancer vid Radboud University Medical Center (Nijmegen, NL) publicerades i Journal of 
Vascular and Interventional Radiology. https://www.jvir.org/article/S1051-0443(25)00138-1/fulltext

•	 Lars-Erik Eriksson, medgrundare, mångårig styrelseledamot och tidigare VD, lämnade bolagets styrelse på 
egen begäran. 

•	 CLS beslutade med stöd av bemyndigande från årsstämman den 28 juni 2024, att genomföra en riktad ny-
emission av 5 500 000 units (”Riktad Emission”). Varje unit består av en (1) B-aktie och en (1) teckningsoption 
av serie TO 8B (”Unit”) till en teckningskurs om SEK 2,90 per Unit, motsvarande SEK 2,90 per ny B-aktie. 
Teckningsoptionerna emitterades vederlagsfritt. Genom den Riktade Emissionen tillförs bolaget initialt cirka 
16 MSEK före transaktionskostnader. Vid fullt utnyttjande av samtliga teckningsoptioner av serie TO 8B tillförs 
CLS ytterligare cirka 21 MSEK före transaktionskostnader, vilket innebär att det totala kapitalet som kan tillfö-
ras genom den Riktade Emissionen uppgår till cirka 37 MSEK före transaktionskostnader. Den riktade emis-
sionen riktades till ett begränsat antal kvalificerade investerare, inklusive ett antal befintliga aktieägare. 

Väsentliga händelser under andra kvartalet 2025 

•	 CLS tillkännagav att de lämnat in sin 510(k)-ansökan till den amerikanska läkemedelsmyndigheten (FDA) för 
att utöka indikationen för ClearPoint Prism till att även omfatta 1,5 T MRI-vägledning. 

•	 Vid årsstämman den 27 juni 2025 beslutade stämman att omvälja Peter Max till styrelseledamot och att välja 
Lena Höglund, Veronica Byfield, Thomas Binzer och Jerker Nygren. Peter Max omvaldes till styrelsens ordfö-
rande. 

Väsentliga händelser under tredje kvartalet 2025 

•	 CLS meddelade att den amerikanska läkemedelsmyndigheten (FDA) har beviljat godkännande för utökad 
märkning av ClearPoint Prism® Neuro Laser Therapy System. Utöver det befintliga godkännandet för an-
vändning med 3,0 Tesla (3,0T) magnetisk resonanstomografi (MRI)-vägledning är systemet nu även godkänt 
för användning med 1,5T MRI-vägledning. Det utökade godkännandet breddar avsevärt tillgängligheten för 
Prism Neuro Laser Therapy System för amerikanska sjukhus och patienter, eftersom ungefär hälften av alla 
MRI-vägledda neurokirurgiska ingrepp utförs med 1,5T-skannrar. Godkännandet mer än fördubblar därmed 
den adresserbara amerikanska marknaden för Neuro Laser Interstitial Thermal Therapy (Neuro LITT)-proce-
durer. 

Väsentliga händelser under fjärde kvartalet 2025 

•	 CLS tillfördes 20,9 miljoner SEK genom full teckning av teckningsoptioner av serie TO 8B. Alla 5 500 000 
teckningsoptioner av serie TO 8B, utfärdade i samband med den riktade aktieemissionen i februari 2025, har 
utnyttjats. Åtgärden tillförde 20,9 miljoner SEK före transaktionskostnader för CLS, vilket motsvarar en teck-
ningsgrad på 100 procent. Det totala antalet aktier i CLS kommer att uppgå till 31 166 594, vilket motsvarar 
ett aktiekapital på 71 981 747,85 SEK. 

•	 CLS meddelade positiva resultat från en klinisk säkerhetsstudie om laserablation, utförd med CLS egen 
LITT-plattform hos patienter med malign hjärntumör, genomförd vid Skåne universitetssjukhus. Patienter med 
återkommande maligna hjärntumörer som behandlades med Laser Interstitial Thermal Therapy (LITT) hade 
ökad medianöverlevnad jämfört med en matchad kontrollgrupp som behandlades med öppen kirurgi. Studiens 
huvudsakliga mål – att undersöka om CLS patentskyddade LITT-plattform var säker och genomförbar vid 
behandling av hjärntumörer – uppnåddes framgångsrikt. 
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•	 CLS meddelade att de formellt har ansökt om CE-märkning av sitt ClearPoint Prism varumärkta Neuro 
Laser Therapy System, och söker regulatoriskt godkännande i Europa för användning med 1,5T och 3,0T 
magnetresonanstomografi (MRI) vid neurokirurgiska procedurer och följer på CLS ISO-certifiering 2024 i 
enlighet med European Medical Device Regulation (MDR) 

•	 CLS meddelade att företaget har beslutat att gå från den tillfälliga deltidskonsultlösningen för CFO-rollen till 
en fast heltidstjänst. Rekryteringsprocessen för denna tjänst har påbörjats. 

Väsentliga händelser efter periodens utgång 

•	 CLS meddelade installationen av TRANBERG Thermal Therapy System vid Andros Clinics i Amsterdam, ge-
nom sin distributionspartner MTEC Company. Systemet är avsett för ultraljudsstyrd fokal laserablation (FLA), 
ett minimalt invasivt behandlingsalternativ för radikal prostatektomi för patienter med lokaliserad prostatacan-
cer. 

•	 CLS publicerade Bokslutskommuniké januari – december 2025. 

•	 CLS meddelade att bolaget nått en överenskommelse med sin strategiska partner kring en gemensam 
inriktning för att accelerera tillväxten av ClearPoint Prism®-verksamheten i USA. Planen omfattar mark-
nadsexpansion, produktutveckling och omsättningstillväxt med stärkt långsiktig framtidsutsikt. Det kommer-
siella partnerskapet löper till 2030, med möjlighet till ytterligare förlängning, vilket stödjer CLS ambition att bli 
marknadsledande inom minimalt invasiv Laser Interstitial Thermal Therapy (LITT) inom neurokirurgi. 

•	 CLS meddelade att bolaget erhållit order om totalt cirka 23 MSEK (2,1 MEUR) för sin neurokirurgiska Clear-
Point Prism®-verksamhet från sin strategiska partner inom neurokirurgi. Ordrarna representerar den största 
ordervolymen hittills för Prism-verksamheten och utgör en del av det tidigare kommunicerade avtalet mellan 
parterna om att accelerera tillväxten av Prism-verksamheten med start under 2026. 

•	 CLS publicerar delårsrapport januari – mars 2026
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FLERÅRSÖVERSIKT (TKR)

Koncernen 2025 2024 2023 2022 2021

Soliditet (%) 87 84 75 16 31

Kassalikviditet (%) 264 235 150 51 83

Förändring av eget kapital (%) 1 51 453 -63 52

Resultat efter finansiella poster -42 046 -47 859 -80 875 -71 265 -64 141

Tillfört kapital i nyemissioner 36 851 84 402 123 741 61 544 71 277

Moderbolaget 2025 2024 2023 2022 2021

Soliditet (%) 93 92 90 59 55

Kassalikviditet (%) 267 209 136 45 84

Förändring av eget kapital (%) -9 25 84 11 44

Resultat efter finansiella poster -47 829 -43 409 -57 044 -55 608 -54 787

Tillfört kapital i nyemissioner 36 851 84 402 123 741 61 544 71 277

FÖRÄNDRING AV EGET KAPITAL (TKR)

Koncernen Aktie
kapital

Fond för  
utvecklings-

utgifter

Överkurs
fond Reserver

Annat  
eget  

kapital

Årets
resultat Totalt

Ingående balans per 1 januari 2024 15 425 2 637 9 798 918 96 622 -81 872 43 528
Nyemission 31 151 53 251 84 402
Kostnader för nyemission -13 302 -13 302
Disposition enligt beslut av årets 
årsstämma -81 872 81 872 0
Upplösning till följd av årets avskrivningar 
på utvecklingsavgifter -527 527 0
Förändring av uppskjuten skatt 5 705 5 705
Ombokning överkursfond -9 798 9 798 0
Omräkningsdifferens -951 -3 038 -3 989
Årets resultat -47 622 -47 622
Minoritetens andel -3 036 -3 036

Utgående balans per 31 december 2024 46 576 2 110 39 949 -33 27 742 -50 658 65 686
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Koncernen Aktie
kapital

Fond för  
utvecklings-

utgifter

Överkurs
fond Reserver

Annat  
eget  

kapital

Årets
resultat Totalt

Ingående balans per 1 januari 2025 46 576 2 110 39 949 -33 27 742 -50 658 65 686
Nyemission 25 406 11 445 36 851
Kostnader för nyemission -1 808 -1 808
Disposition enligt beslut av årets 
årsstämma -50 658 50 658 0
Avsättning för utvecklingsutgifter 97 -97 0
Upplösning till följd av årets  
avskrivningar på utvecklingsavgifter -309 309 0
Förändring av uppskjuten skatt -1 502 -1 502
Ombokning överkursfond -39 949 39 949 0
Omräkningsdifferens -18 12 070 12 052
Årets resultat -41 612 -41 612
Minoritetens andel -3 185 -3 185

Utgående balans per 31 december 2025 71 982 1 898 9 637 -51 27 813 -44 797 66 482

FÖRÄNDRING AV EGET KAPITAL (TKR), FORTS.

Moderbolaget Aktie
kapital

Fond för  
utvecklings-

utgifter

Överkurs
fond

Balanserat  
resultat

Årets
resultat Totalt

Ingående balans per 1 januari 2024 15 425 2 637 9 798 139 477 -57 043 110 294
Nyemissioner 31 151 53 251 84 402
Kostnader för nyemission -13 302 -13 302

Disposition enligt beslut av årets 
årstämma -57 043 57 043 0

Upplösning till följd av årets avskrivningar 
på  utvecklingsavgifter -527 527 0
Ombokning överkursfond -9 798 9 798 0
Årets resultat -43 409 -43 409

Utgående balans per 31 december 2024 46 576 2 110 39 949 92 759 -43 409 137 985

Ingående balans per 1 januari 2025 46 576 2 110 39 949 92 759 -43 409 137 985
Nyemissioner 25 406 11 445 36 851
Kostnader för nyemission -1 808 -1 808
Avsättning för utvecklingsutgifter 97 -97

Disposition enligt beslut av årets 
årstämma -43 409 43 409 0
Upplösning till följd av årets avskrivningar 
på  utvecklingsavgifter -309 309 0
Ombokning överkursfond -39 949 39 949 0
Årets resultat -47 829 -47 829

Utgående balans per 31 december 2025 71 982 1 898 9 637 89 511 -47 829 125 199
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KONCERNENS RAPPORT ÖVER RESULTAT OCH ÖVRIGT TOTALRESULTAT FÖR
PERIODEN (TKR)

  Rapport över totalresultat Not 2025-01-01  
-2025-12-31

Co
lu
m

2024-01-01  
-2024-12-31

Co
lu
m

Rörelsens intäkter
Nettoomsättning 1 17 487 18 783

Förändring av varulager 5 746 -807

Övriga rörelseintäkter 2 377 526

Summa rörelsens intäkter 23 610 18 502

Rörelsens kostnader
Varuinköp -12 314 -7 557

Övriga externa kostnader 3, 4, 5 -20 685 -41 411

Kostnader för ersättningar till anställda 6 -16 645 -20 630

Avskrivningar av materiella & immateriella 
anläggningstillgångar 12,14 -2 584 -2 670

Övriga rörelsekostnader 7 -191 -487

Summa rörelsens kostnader -52 419 -72 755

Rörelseresultat -28 809 -54 253

Resultat från finansiella poster                                                                                                    

Resultat från övriga värdepapper och fordringar som är 
anläggningstillgångar 9 -13 004 6 589

Övriga ränteintäkter och liknande resultatposter 10 -139 238

Räntekostnader och liknande resultatposter 11 -94 -433

Summa resultat från finansiella poster                                                                                                    -13 237 6 394

Resultat efter finansiella poster -42 046 -47 859

Resultat före skatt                                                                                                                               -42 046 -47 859

Årets resultat 
hänförligt till Moderbolagets aktieägare -41 612 -47 622
innehav utan bestämmande inflytande -434 -237

Resultat per aktie före utspädning i SEK 29 -1,63 -4,35

Resultat per aktie efter utspädning i SEK 29 -1,35 -2,37

Övrigt totalresultat
Poster som kan komma omklassificeras till resultaträkningen

Omräkning av utländskt dotterbolag -18 -951

ÅRETS TOTALRESULTAT -41 630 -48 573
Årets resultat hänförligt till Moderbolagets aktieägare -41 630 -48 573
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KONCERNENS RAPPORT ÖVER FINANSIELL STÄLLNING VID 
PERIODENS SLUT (TKR)

Tillgångar Not 2025-12-31 2024-12-31

Anläggningstillgångar 
Immateriella anläggningstillgångar 
Balanserade utvecklingsutgifter 12 8 884 10 925

Koncessioner, patent, licenser, varumärken samt liknande rättigheter13 2 411 2 559

11 295 13 484

Materiella anläggningstillgångar 
Inventarier, verktyg och installationer 14 3 516 4 579

Pågående nyanläggningar 14 10 527 8 362

Nyttjanderättstillgångar 23 0 199

14 043 13 140
Finansiella anläggningstillgångar
Uppskjuten skattefordran 16 12 026 13 528

12 026 13 528

Summa anläggningstillgångar 37 364 40 152
  

Omsättningstillgångar     

Varulager m m 18     

Lager av handelsvaror 9 593 3 903

Förskott till leverantörer 3 102 4 248

12 695 8 151
Kortfristiga fordringar
Kundfordringar 19 2 602 4 591

Övriga fordringar 19 1 632 2 177

Förutbetalda kostnader och upplupna intäkter 20 647 983

4 881 7 751

Likvida medel 21 21 546 22 506

Summa omsättningstillgångar 39 122 38 408
  

SUMMA TILLGÅNGAR 76 486 78 560
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KONCERNENS RAPPORT ÖVER FINANSIELL STÄLLNING VID 
PERIODENS SLUT (TKR)

Eget kapital och skulder Not 2025-12-31 2024-12-31

Eget kapital  22

Eget kapital hänförligt till moderföretagets aktieägare 

Aktiekapital 71 982 46 576

Fond för utvecklingsutgifter 1 898 2 110

Övrigt tillskjutet kapital 9 637 39 949

Reserver -51 -33

Balanserade resultat              27 813 27 742

Årets resultat -41 612 -47 622

Eget kapital hänförligt till moderföretagets aktieägare 69 667 68 722
Minoritetens andel -3 185 -3 036

Summa eget kapital 66 482 65 686

Långfristiga skulder
Långfristiga leasingskulder 23 0 8

Kortfristiga skulder 
Kortfristiga leasingskulder 23 0 216

Leverantörsskulder 19 5 875 6 295

Aktuella skatteskulder 100 70

Övriga skulder 24 1 381 1 447

Upplupna kostnader och förutbetalda intäkter 25 2 648 4 838

10 004 12 866
             

SUMMA EGET KAPITAL OCH SKULDER    76 486 78 560
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Kassaflödesanalys Not 2025-01-01  
-2025-12-31

Co
lu
m

2024-01-01  
-2024-12-31

Co
lu
m

Den löpande verksamheten 
Inbetalningar från kunder 18 913 17 236

Utbetalningar till leverantrörer och anställda -52 490 -73 999

Betald skatt 414 -337
Kassaflöde från den löpande verksamheten före 
förändringar av rörelsekapital -33 163 -57 100

Erlagd ränta -94 -433

Erhållen ränta 53 238

Kassaflöde från den löpande verksamheten -33 204 -57 295
 

Investeringsverksamheten   

Förvärv av materiella anläggningstillgångar 27 -2 702 -6 630

Förvärv av immateriella anläggningstillgångar 26 -97 0

Förvärv av finansiella anläggningstillgångar 0 0

Försäljning kortfristiga placeringar 0 0

Kassaflöde från investeringsverksamheten -2 799 -6 630

Finansieringsverksamheten 
Nyemission 35 043 71 100

Upptagna lån 0 12 500
Amortering av lån 0 -12 500

Kassaflöde från finansieringsverksamheten 35 043 71 100

PERIODENS KASSAFLÖDE -960 7 175

Likvida medel vid periodens början 22 506 15 331
Kursdifferens i likvida medel 0 0

Likvida medel vid periodens slut 21 21 546 22 506

KONCERNENS RAPPORT ÖVER KASSAFLÖDEN FÖR PERIODEN 
(TKR)
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MODERBOLAGETS RAPPORT ÖVER RESULTAT OCH ÖVRIGT 
TOTALRESULTAT FÖR PERIODEN (TKR)

Resultaträkning Not 2025-01-01 
-2025-12-31

2024-01-01 
-2024-12-31

Nettoomsättning 1 11 845 9 906

Förändring varulager 5 746 -807

Övriga rörelseintäkter 2 356 463

17 947 9 562

Rörelsens kostnader
Varuinköp -11 899 -8 787

Övriga externa kostnader 3,4,5 -18 302 -35 200

Personalkostnader 6 -15 851 -14 637
Avskrivningar av materiella & immateriella 
anläggningstillgångar -2 573 -2 658

Övriga rörelsekostnader  7 -191 -487

-48 816 -61 769

Rörelseresultat 8 -30 869 -52 207
      

Resultat från finansiella poster  
Resultat från övriga värdepapper och fordringar som är 
anläggningstillgångar 9 -16 812 8 962

Övriga ränteintäkter och liknande resultatposter 10 -139 237

Räntekostnader och liknande resultatposter 11 -9 -401

Resultat efter finansiella poster -47 829 -43 409

Resultat före skatt -47 829 -43 409

ÅRETS RESULTAT  -47 829 -43 409
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MODERBOLAGETS RAPPORT ÖVER FINANSIELL STÄLLNING VID 
PERIODENS SLUT (TKR)

Tillgångar Not 2025-12-31 2024-12-31

Anläggningstillgångar
Immateriella anläggningstillgångar 
Balanserade utvecklingsutgifter 12 8 884 10 925

8 884 10 925

Materiella anläggningstillgångar 
Inventarier och installationer 14 1 152 1 106

Pågående nyanläggningar 14 10 527 8 362

Nyttjanderättstillgångar 23 0 198

11 679 9 666
Finansiella anläggningstillgångar 
Andelar i koncernföretag 15 371 371

Långfristiga fordringar hos koncernföretag 17 77 459 98 494

77 830 98 865
    

Summa anläggningstillgångar 98 393 119 456
    

Omsättningstillgångar   

Varulager m m 18

Lager av handelsvaror 8 556 1 972

Förskott till leverantör 3 102 4 248

11 658 6 220

Kortfristiga fordringar
Kundfordringar 19 1 074 343

Övriga fordringar 19 1 132 1 794

Förutbetalda kostnader och upplupna intäkter 20 607 552

2 813 2 689
  

Kassa och bank 21 21 402 20 925

Summa omsättningstillgångar 35 873 29 834

SUMMA TILLGÅNGAR 134 266 149 290
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MODERBOLAGETS RAPPORT ÖVER FINANSIELL STÄLLNING VID 
PERIODENS SLUT (TKR)

Eget kapital och skulder Not 2025-12-31 2024-12-31

Eget kapital 22

Bundet eget kapital 
Aktiekapital 71 982 46 576
Fond för utvecklingsutgifter 1 898 2 110

73 880 48 686

Fritt eget kapital 
Fri överkursfond 9 637 39 949

Balanserade resultat 89 511 92 759

Årets resultat -47 829 -43 409

51 319 89 299

Summa eget kapital 125 199 137 985

Långfristiga skulder
Långfristig leasingskuld 23 0 8

Kortfristiga skulder
Kortfristig leasingskuld 23 0 215

Leverantörsskulder 19 5 651 5 754

Skatteskulder 100 70

Övriga skulder 24 668 420

Upplupna kostnader och förutbetalda intäkter 25 2 648 4 838

9 067 11 297
    

SUMMA EGET KAPITAL OCH SKULDER 134 266 149 290
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MODERBOLAGETS RAPPORT ÖVER KASSAFLÖDEN FÖR 
PERIODEN (TKR)

Kassaflödesanalys  Not 2025-01-01 
-2025-12-31

2024-01-01 
-2024-12-31

Den löpande verksamheten 

Inbetalningar från kunder 11 467 12 138

Utbetalningar till leverantörer och anställda -48 168 -61 557

Betald skatt 414 -337
Kassaflöde från den löpande verksamheten före förändring 
av rörelsekapital -36 287 -49 756

 

Erlagd ränta 53 237

Erhållen ränta -10 -401

Kassaflöde från den löpande verksamheten -36 244 -49 920
 

Investeringsverksamheten  

Förvärv av materiella anläggningstillgångar     27 -2 448 -5 008
Förvärv av f inansiella anläggningstillgångar 4 223 -6 949

Förvärv av immateriella anläggningstillgångar 26 -97 0
Försäljning av kortfristiga placeringar 0 0

Kassaflöde från investeringsverksamheten 1 678 -11 957

Finansieringsverksamheten  

Nyemission 35 043 71 100
Upptagna lån 0 12 500
Amortering av lån 0 -12 500

Kassaflöde från finansieringsverksamheten 35 043 71 100

PERIODENS KASSAFLÖDE 477 9 223
  

Likvida medel vid periodens början  20 925 11 702
Kursdifferens i likvida medel 0 0
Likvida medel vid årets slut 21 21 402 20 925
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NOTER
REDOVISNINGS- OCH VÄRDERINGSPRINCIPER 
Clinical Laserthermia Systems AB:s (publ) (CLS) koncernredovisning har upprättats med tillämpning av Årsre-
dovisningslagen (ÅRL), International Financial Reporting Standards (IFRS) utgivna av International Accounting 
Standards Board (IASB) samt tolkningar från International Financial Reporting Interpretations Committee (IFRIC) 
som har godkänts av EG-kommissionen för tillämpning inom EU. Vidare har Rådet för finansiell rapporterings re-
kommendation RFR 1 “Kompletterande redovisningsregler för koncerner” tillämpats. 

Moderföretagets årsredovisning har upprättats i enlighet med Årsredovisningslagen samt Rådet för finansiell rap-
porteringsrekommendation RFR 2 “Redovisning för juridiska personer”. Koncern- och årsredovisningarna är avgiv-
na i svenska kronor och avser perioden 1 januari - 31 december för resultaträkningsrelaterade poster respektive 
den 31 december för balansräkningsrelaterade poster. Tillgångar och skulder är redovisade till anskaffningsvärde-
metoden. Investeringar i koncernföretag värderas till anskaffningsvärde. I de fall det redovisade värdet avseende 
investeringen överstiger återvinningsvärdet sker nedskrivning. 

Ändrade redovisningsprinciper föranledda av ändringar av IFRS
Ändringar av IFRS med tillämpning från och med 1 januari 2025 har inte haft någon väsentlig effekt på koncernens 
redovisning.

Standarder, ändringar och tolkningar som ännu inte börjat tillämpas
Av IASB antagna nya och ändrade IFRS med framtida tillämpning förväntas inte komma att ha någon väsentlig 
effekt på bolagets finansiella rapporter.
IFRS 18 kommer att ersätta IAS 1 Utformning av finansiella rapporter, och införa nya krav som kommer att bidra 
till att uppnå jämförbarhet i resultatrapporteringen för liknande företag och ge användarna mer relevant information 
och transparens. Även om IFRS 18 inte kommer att påverka redovisningen eller värderingen av poster i de finan-
siella rapporterna, förväntas dess effekter på presentation och upplysningar vara genomgripande, särskilt de som 
är relaterade till resultaträkningen och vad gäller av ledningen definierade resultatmått. Projekt har startats för att 
utvärdera och implementera anpassningar för att tillämpa den nya standarden på årsredovisningen.

VIKTIGA UPPSKATTNINGAR OCH BEDÖMNINGAR 
För att upprätta de finansiella rapporterna i enlighet med IFRS krävs att koncernledningen gör bedömningar och 
uppskattningar samt antaganden, vilka påverkar resultat- och balansräkning samt övriga upplysningar. Uppskatt-
ningar, bedömningar och antaganden ses över regelbundet. Det faktiska utfallet kan skilja sig från dessa bedöm-
ningar, uppskattningar och antaganden. Styrelsen och den verkställande ledningen gör löpande en bedömning av 
uppskjuten skatt och immateriella tillgångar. Moderbolaget har en uppskjuten skattefordran och denna uppgick vid 
periodens utgång till 108 874 tkr, motsvarande ett underskottsavdrag på 528 516 tkr. Denna redovisas inte på grund 
av försiktighetsskäl.

Värderingen av förlustavdrag och företagets förmåga att utnyttja outnyttjade förlustavdrag bygger på antagandet 
att skattemässiga överskott kommer att genereras i bolaget inom en prognostiserbar framtid. Värderingen av im-
materiella tillgångar prövas minst en gång per år eller oftare om det finns indikation på att en värdeminskning kan 
ha inträffat. 

CLS genomförde en riktad emission i februari 2025 som tillförde cirka 15,95 miljoner kronor före emissionskost-
nader, som följts av ytterligare cirka 20,9 miljoner kronor före emissionskostnader relaterade till teckningsoptioner 
under tredje kvartalet 2025.
  
Koncernens likvida medel uppgick vid årets slut till 21 546 (22 506) tkr.  Styrelsen och ledningen bedömer att bo-
laget kommer att behöva tillgång till ytterligare kapital för att genomföra den kommersiella tillväxtplanen och nå 
målsättningen om positivt kassaflöde under första kvartalet 2028. Bedömningen baseras på bolagets nuvarande 
affärsplan, förväntad marknadsexpansion inom neurokirurgi samt planerade investeringar i uppskalning, produktut-
veckling, regulatoriska aktiviteter och rörelsekapital.
Mot bakgrund av att CLS är ett noterat bolag med etablerad tillgång till kapitalmarknaden, en tydlig strategisk in-
riktning samt löpande dialoger med investerare och finansiella rådgivare, bedömer styrelsen att bolaget har goda 
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förutsättningar att vid behov säkerställa framtida finansiering. Styrelsen och ledningen utvärderar kontinuerligt bo-
lagets kapitalstruktur och olika finansieringsalternativ i syfte att stödja verksamhetens långsiktiga utveckling och 
finansiella flexibilitet.

Den 31 december 2025 uppgick koncernens eget kapital till 66 482 (65 686) tkr och eget kapital i CLS AB uppgick 
till 125 199(137 985) tkr. 

KONCERNREDOVISNING 
CLS koncernredovisning omfattar Moderbolaget CLS AB samt dotterbolagen CLS America Inc., CLS Berlin GmbH 
och CLS Asia. Dotterbolag medtages i koncernredovisningen fr.o.m. den tidpunkt då det bestämmande inflytandet 
överförs till koncernen och ingår inte i koncernredovisningen från den tidpunkt då det bestämmande inflytandet 
upphör. Internvinster respektive mellanhavanden inom koncernen elimineras i koncernredovisningen. 

Dotterbolag redovisas enligt förvärvsmetoden. Metoden innebär att förvärv av ett dotterbolag betraktas som en 
transaktion varigenom koncernen indirekt förvärvar dotterbolagets tillgångar och övertar dess skulder och eventual
förpliktelser. Det koncernmässiga anskaffningsvärdet fastställs genom en förvärvsanalys i anslutning till förvärvet. I 
analysen fastställs dels anskaffningsvärdet för andelarna eller rörelsen, dels det verkliga värdet på förvärvsdagen 
av förvärvade identifierbara tillgångar samt övertagna skulder och eventualförpliktelser. Anskaffningsvärdet för dot-
terbolagsaktierna respektive rörelsen utgörs av de verkliga värdena per överlåtelsedagen för tillgångar, uppkomna 
eller övertagna skulder och emitterade eget kapitalinstrument som lämnats som vederlag och i utbyte mot de för-
värvade nettotillgångarna samt transaktionskostnader som är direkt hänförbara till förvärvet. 

Vid rörelseförvärv där anskaffningskostnaden överstiger nettovärdet av förvärvade tillgångar och övertagna skulder 
samt eventualförpliktelser, redovisas skillnaden som goodwill. När skillnaden är negativ redovisas denna direkt i 
resultaträkningen. Dotterbolags finansiella rapporter tas in i koncernredovisningen från och med förvärvstidpunkten 
till det datum då det bestämmande inflytandet upphör. Redovisningsprinciperna för dotterbolag har i förekommande 
fall ändrats för att garantera en konsekvent tillämpning av Koncernens principer.
 

REDOVISNING AV INTÄKTER 
Redovisning av intäkter sker enligt IFRS 15. En intäkt uppstår i koncernen när kunden erhåller kontroll över den 
försålda varan eller tjänsten. Koncernens intäktsflöden består huvudsakligen av försäljning av egna produkter. In-
täkter redovisas när kunden erhåller kontroll över den försålda varan eller tjänsten och har möjlighet att använda 
och erhåller nyttan från varan eller tjänsten. 

FINANSIELLA INSTRUMENT 
Finansiella instrument som redovisas i balansräkningen inkluderar på tillgångssidan likvida medel, lånefordringar 
samt kundfordringar. På skuldsidan återfinns leverantörsskulder. En finansiell tillgång eller finansiell skuld tas upp i 
balansräkning när bolaget blir part enligt instrumentets avtalsmässiga villkor. En fordran tas upp när bolaget pres
terat och avtalsenlig skyldighet föreligger för motparten att betala, även om faktura ännu inte skickats. Skuld tas upp 
när motparten har presterat och avtalsenlig skyldighet föreligger att betala, även om faktura ännu inte mottagits. En 
finansiell tillgång tas bort från balansräkningen när rättigheterna i avtalet realiseras, förfaller eller bolaget förlorar 
kontrollen över dem. Detsamma gäller för del av en finansiell tillgång. En finansiell skuld tas bort från balansräkning 
när förpliktelsen i avtalet fullgörs eller på annat sätt utsläcks. Detsamma gäller för del av en finansiell skuld. En 
finansiell tillgång och en finansiell skuld kvittas och redovisas med ett nettobelopp i balansräkning endast när det 
föreligger en legal rätt att kvitta beloppen samt att det föreligger en avsikt att reglera posterna med ett nettobelopp 
eller att samtidigt realisera tillgången och reglera skulden. Förvärv och avyttring av finansiella tillgångar redovisas 
när transaktionen utförs.
 

LEASING 
Koncernen redovisar en nyttjanderättstillgång och en leasingskuld vid leasingavtalets inledningsdatum. Nyttjan-
derättstillgången värderas initialt till anskaffningsvärde, vilket består av leasingskuldens initiala värde med tillägg 
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för leasingavgifter som betalats vid eller före inledningsdatumet plus eventuella initiala direkta utgifter. Nyttjande-
rättstillgången skrivs av linjärt från inledningsdatumet till det tidigare av slutet av tillgångens nyttjandeperiod och 
leasingperiodens slut, vilket i normalfallet för Koncernen är leasingperiodens slut.

I de mer sällsynta fall då anskaffningsvärdet för nyttjanderätten återspeglar att Koncernen kommer att utnyttja en 
option att köpa den underliggande tillgången skrivs tillgången av till nyttjandeperiodens slut. Leasingskulden, som 
delas upp i långfristig och kortfristig del, värderas initialt till nuvärdet av återstående leasingavgifter under den 
bedömda leasingperioden. Leasingperioden utgörs av den ej uppsägningsbara perioden med tillägg för ytterligare 
perioder i avtalet om det vid inledningsdatumet bedöms som rimligt säkert att dessa kommer att nyttjas.

Leasingavgifterna diskonteras i normalfallet med Koncernens implicita ränta. För leasingavtal som har en leasing
period på 12 månader eller mindre eller med en underliggande tillgång av lågt värde, redovisas inte någon nyttjan-
derättstillgång och leasingskuld. Leasingavgifter för dessa leasingavtal redovisas som kostnad linjärt över leasing-
perioden.

Leasingavtal där de ekonomiska fördelar och risker som är hänförliga till leasingobjektet i allt väsentligt kvarstår hos 
leasegivaren, klassificeras som operationell leasing i moderbolaget. Betalningar, inklusive en första förhöjd hyra, 
enligt dessa avtal redovisas som kostnad linjärt över leasingperioden.
Nyttjanderättstillgångar har i balansräkningen inkluderats i posterna Byggnader respektive Maskiner och inventarier 
medan leasingskulden särredovisas under Långfristiga skulder och Kortfristiga skulder

UPPSKJUTNA SKATTER 
Uppskjutna skattefordringar och skatteskulder redovisas på alla temporära skillnader förutom på skattemässiga 
underskott i de fall företagen inte förväntar sig kunna utnyttja dessa.

UTLÄNDSKA VALUTOR 
Funktionell valuta 
Funktionell valuta är i valutan i de primära ekonomiska miljöer företagen bedriver sin verksamhet. Moderföretagets 
redovisningsvaluta är svenska kronor som även utgör rapporteringsvalutan för moderbolaget och funktionell valuta 
för koncernen.

Transaktioner i utländsk valuta 
Transaktioner i utländsk valuta omräknas till den funktionella valutan till den valutakurs som föreligger på trans-
aktionsdagen. Monetära tillgångar och skulder i utländsk valuta räknas om till den funktionella valutan till den 
valutakurs som föreligger på balansdagen. Valutakursdifferenser som uppstår vid omräkningarna redovisas i årets 
resultat. Kursvinster och kursförluster på rörelsefordringar och rörelseskulder redovisas i rörelseresultatet, medan 
kursvinster och kursförluster på finansiella fordringar och skulder redovisas som finansiella poster.
 
Omräkning av utlandsverksamhet 
Transaktioner i utländsk valuta omräknas till den funktionella valutan till den valutakurs som föreligger på trans-
aktionsdagen. Monetära tillgångar och skulder i utländsk valuta räknas om till den funktionella valutan till den 
valutakurs som föreligger på balansdagen. Valutakursdifferenser som uppstår vid omräkningarna redovisas i årets 
resultat. Kursvinster och kursförluster på rörelsefordringar och rörelseskulder redovisas i rörelseresultatet, medan 
kursvinster och kursförluster på finansiella fordringar och skulder redovisas som finansiella poster.

IMMATERIELLA ANLÄGGNINGSTILLGÅNGAR 
Immateriella anläggningstillgångar redovisas till anskaffningsvärde med avdrag för ackumulerade avskrivningar och 
eventuella nedskrivningar. Tillgångarna skrivs av linjärt över tillgångarnas bedömda nyttjandeperiod. Nyttjandepe
rioden omprövas per varje balansdag. Pågående projekt skrivs inte av utan nedskrivningsprövas årligen. Nyttjan-
deperioder på 10 år tillämpas.
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MATERIELLA ANLÄGGNINGSTILLGÅNGAR 
Materiella anläggningstillgångar redovisas till anskaffningsvärde med avdrag för ackumulerade avskrivningar och 
eventuella nedskrivningar. Tillgångarna skrivs av linjärt över tillgångarnas bedömda nyttjandeperiod förutom mark 
som inte skrivs av. Nyttjandeperioden omprövas per varje balansdag. Nyttjandeperioder om 5 –10 år tillämpas.

 
VARULAGER 
Varulagret värderas till det lägsta av anskaffningsvärdet och nettoförsäljningsvärdet. Anskaffningsvärdet beräknas 
genom tillämpning av först in först ut principen (FIFO). Nettoförsäljningsvärdet är det förväntade försäljningspriset 
i den löpande verksamheten med avdrag för försäljningskostnader. lnkuransrisk och konstaterad inkurans har be-
aktats i värderingen

ERSÄTTNINGAR TILL ANSTÄLLDA 
Kortfristiga ersättningar till anställda inkluderar semesterlöneskulder beräknade på balansdagen i enlighet med 
gällande lagar och villkoren i anställningsavtalen. Löner och semesterlöneskulder med tillhörande sociala avgifter 
redovisas under upplupna kostnader i balansräkningen och som lönekostnader i respektive funktion resultaträk-
ningen i takt med att tjänster tillhandahålls av de anställda. 

FINANSIELLA ANLÄGGNINGSTILLGÅNGAR
Finansiella instrument 
Finansiella instrument som redovisas i balansräkningen inkluderar på tillgångssidan likvida medel, lånefordringar 
samt kundfordringar. På skuldsidan återfinns leverantörsskulder. En finansiell tillgång eller finansiell skuld tas upp i 
balansräkning när bolaget blir part enligt instrumentets avtalsmässiga villkor. En fordran tas upp när bolaget pres
terat och avtalsenlig skyldighet föreligger för motparten att betala, även om faktura ännu inte skickats. Skuld tas upp 
när motparten har presterat och avtalsenlig skyldighet föreligger att betala, även om faktura ännu inte mottagits. En 
finansiell tillgång tas bort från balansräkningen när rättigheterna i avtalet realiseras, förfaller eller bolaget förlorar 
kontrollen över dem. Detsamma gäller för del av en finansiell tillgång. En finansiell skuld tas bort från balansräkning 
när förpliktelsen i avtalet fullgörs eller på annat sätt utsläcks. Detsamma gäller för del av en finansiell skuld. En 
finansiell tillgång och en finansiell skuld kvittas och redovisas med ett nettobelopp i balansräkning endast när det 
föreligger en legal rätt att kvitta beloppen samt att det föreligger en avsikt att reglera posterna med ett nettobelopp 
eller att samtidigt realisera tillgången och reglera skulden. Förvärv och avyttring av finansiella tillgångar redovisas 
när transaktionen utförs.

KASSAFLÖDESANALYS 
Kassaflödesanalysen upprättas enligt IAS 7, Rapport över kassaflöden, indirekt metod. Det redovisade kassaflödet 
omfattar enbart transaktioner som medfört in- eller utbetalningar. Som likvida medel räknas kassa och banktill
godohavanden.
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NOT 1 – Nettoomsättning

Försäljningen baseras på ett mått som benämns nettoomsättning, detta mått exkluderar intäkter som inte är hän-
förliga till försäljning  av produkter och tjänster.  Företagsledningen bedömer verksamheten ur ett produktperspektiv 
där verksamhet endast omfattar ett rörelsesegment* som används för att fatta strategiska beslut. Segmentet utgörs 
av bolagets mobila laserenhet samt tillhörande engångsprodukter. Hänvisning görs till resultat- och balansräkning-
arna rörande den primära segmentsredovisningen. Intäkter redovisas i resultaträkningen när väsentliga risker och 
förmåner som är förknippade med varornas ägande överförts till kunden. Intäkter för tjänsteuppdrag  redovisas i 
resultaträkningen när uppdraget är slutfört då de tjänster CLS utför löper på mycket kort tid.

*Ett segment är en redovisningsmässigt identifierbar del av koncernen som antingen tillhandahåller produkter eller tjänster inom en viss ekono-
misk omgivning och som är utsatt för risker och möjligheter som skiljer sig från andra segment. Rörelsesegment ska rapporteras på ett sätt som 
överensstämmer med den interna rapportering som lämnas till den högste verkställande beslutsfattaren. I CLS har denna funktion identifierats 
som koncernens vd.

NOT 2 – Övriga intäkter

NOT 3 – Arvode till revisor

Med revisionsuppdrag avses granskning av årsredovisning och bokföring samt styrelsens och verkställande direk-
törens förvaltning, övriga arbetsuppgifter som det ankommer på bolagets revisor att utföra samt rådgivning eller 
annat  biträde som föranleds av  iakttagelser vid sådan granskning eller genomförandet av sådana arbetsuppgifter.

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Kursvinster 323 530 463 335 323 530 463 335

Övrigt 53 308 63 140 32 894 0

Totalt 376 838 526 475 356 424 463 335

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Dillon AB 197 899 238 400 197 899 238 400
Matthew Ozurovich CPA, Inc 142 377 142 560 0 0

Totalt 340 276 380 960 197 899 238 400

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Singapore 0 629 583 0 629 583

Europa 1 723 398 0 1 723 398 0

USA 15 763 784 18 153 798 10 121 717 9 276 738

Totalt 17 487 182 18 783 381 11 845 115 9 906 321
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NOT 5 – Hyra

Lokalhyror avser Moderbolagets och dotterbolaget, CLS Berlin GmbH, lokaler. 
Moderbolaget har under 2026 flyttat in i nya lokaler med kontrakt 20260401-20290331.
CLS Berlin GmbH har inget hyreskontrakt sedan juni 2025.

NOT 6 – Personal

Samtliga anställda i Moderbolaget omfattas av en pensionsplan. Avhängigt av tidpunkten för anställningens påbör-
jan administreras pensionsplanen av SPP eller individuellt val och klassificeras som en avgiftsbestämd pensions-
plan. I en avgiftsbestämd plan görs fastställda betalningar till en separat enhet och därefter föreligger inga legala 
eller formella förpliktelser att betala ytterligare avgifter. Avgifter för pensionsförsäkringar redovisas som en kostnad 
i resultaträkningen när de uppstår.

NOT 4 – Transaktioner med närstående

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Paolo Rafaelli via Paolo Rafaelli 
Consulting AB 0 120 000 0 120 000

L-E Eriksson via Elano AB 0 943 200 0 943 200

Stephan Dymling via Allinug
0 138 000 0 138 000

Peter Max via Maxelle management ApS
0 300 000 0 300 000

Hans von Celsing via Berkshire 
Investment Management Ltd 0 1 015 200 0 1 015 200

Totalt 0 2 516 400 0 2 516 400

Årets kostnad Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Lokalhyror 789 889 920 539 771 696 759 732

Totalt 789 889 920 539 771 696 759 732

Framtida betalningsförpliktelser
nominellt värde Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024

Lokalhyror
Inom 1 år 1 606 725 825 566 1 606 725 759 732

Mellan 1 och 5 år 4 781 403 533 919 4 781 403 506 488

Totalt 6 388 128 1 359 485 6 388 128 1 266 220

Medelantal anställda Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Totalt 13 16 12 11

Varav kvinnor 8 8 8 7

Löner och ersättningar har utgått med:
Styrelse och vd 2 584 768 4 757 736 2 584 768 2 851 546

Övriga anställda 8 313 239 11 036 006 7 693 402 7 446 678

Totala löner 10 898 007 15 793 742 10 278 170 10 298 224

Sociala kostnader 3 399 215 2 834 746 3 287 907 2 514 850

Pensionskostnader vd 544 479 544 479 541 474 544 479

Pensionskostnader övriga anställda 1 444 466 1 444 466 1 471 792 1 325 938

Totalt sociala och pensionskostnader 5 388 160 4 823 691 5 301 173 4 385 267
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Ersättningar och övriga förmåner till styrelse, vd och ledande befattningshavare

Styrelsen bestod 2025 av 2 kvinnor och 3 män. 2024 bestod styrelsen av 2 kvinnor och 4 män. 
Koncernledningen utgörs av verkställande direktör och ledningsgrupp, 5 män och 2 kvinnor.

NOT 7 – Övriga rörelsekostnader

NOT 9 – Resultat från övriga värdepapper och fordringar som är anläggningstillgångar

NOT 8 – Inköp och försäljningar mellan koncernföretag			 

Grundlön/ 
Styrelsearvode Pensionskostnad Summa

Dan Mogren, VD 1 664 905 541 474 2 206 379

Peter Max, styrelsens ordförande 298 913 0 298 913

Marika Crohns, ledamot 123 964 0 123 964

Sandra Brandmeier, ledamot 123 964 0 123 964

Peter Mantas, ledamot 60 522 0 60 522

Lars-Erik Eriksson, ledamot 62 500 0 62 500

Thomas Binzer, ledamot 62 500 0 62 500

Veronica Byfield, ledamot 62 500 0 62 500

Lena Höglund, ledamot 62 500 0 62 500

Jerker Nygren, ledamot 62 500 0 62 500

Summa 2 584 768 541 474 3 126 242

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Kursförluster 190 877 487 155 190 877 487 155

Totalt 190 877 487 155 190 877 487 155

Moderbolag 2025 Moderbolag 2024
0% 0%

85% 73%
Andel av årets totala inköp som skett från andra företag i koncernen

Andel av årets totala försäljning som skett till andra företag i koncernen

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Ränteintäkter 0 0 2 123 505 2 372 217

Nedskrivningar -970 623 0 -6 901 839 0
Kursdifferenser -12 033 358 6 589 512 -12 033 358 6 589 513

Totalt -13 003 981 6 589 512 -16 811 692 8 961 730
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NOT 10 – Övriga ränteintäkter och liknande resultatposter

NOT 11 – Räntekostnader och liknande resultatposter

NOT – 12 Balanserade utgifter för forsknings- och utvecklingsarbeten

Koncernens balanserade utgifter aktiveras när de uppfyller förutsättningarna för att tas upp som immateriell tillgång 
enligt IAS 38. Avskrivningsperioden inleds när tillgången har kommersialiserats. Balanserade utgifter har en av-
skrivningstid om 10 år. Tillgångar bedöms med avseende på värdeminskning närhelst händelser eller förändringar i 
förhållanden indikerar att det redovisade värdet inte är återvinningsbart. En nedskrivning görs med det belopp med 
vilket tillgångens redovisade värde överstiger dess återvinningsvärde, vilket är det högsta av nettoförsäljningsvär-
det och nyttjandevärdet. Vid beräkning av nyttjandevärde diskonteras framtida kassaflöden till en räntesats som 
beaktar marknadens bedömning av riskfri ränta och risk förknippad med den specifika tillgången. För immateriella 
tillgångar med obestämd nyttjande period och immateriella tillgångar som ännu ej är färdiga för användning beräk-
nas återvinningsvärdet årligen.

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024

Ingående anskaffningsvärde 24 172 750 27 526 785 24 172 750 27 526 785

Omklassificering 0 -3 354 035 0 -3 354 035

Årets inköp pågående nyanläggningar 97 399 0 97 399 0

Utgående anskaffningsvärden 24 270 149 24 172 750 24 270 149 24 172 750

Ingående ackumulerade avskrivningar -13 247 698 -11 118 182 -13 247 698 -11 118 182

Årets avskrivning -2 138 453 -2 129 516 -2 138 453 -2 129 516

Utgående ackumulerade avskrivningar -15 386 151 -13 247 698 -15 386 151 -13 247 698

Redovisat värde 8 883 998 10 925 052 8 883 998 10 925 052

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Övriga ränteintäkter 53 217 237 595 53 217 237 595

Kursdifferenser -192 004 0 -192 004 0

Totalt -138 787 237 595 -138 787 237 595

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Övriga räntekostnader 93 965 432 561 9 774 400 517

Totalt 93 965 432 561 9 774 400 517
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NOT 13 – Koncessioner, patent, licenser, varumärken m m

Koncernens utgifter för patent aktiveras när de uppfyller förutsättningarna för att tas upp som immateriell tillgång 
enligt IAS 38. Patent har en begränsad nyttjandeperiod och redovisas därför till anskaffningsvärde minskat med 
ackumulerade avskrivningar. Avskrivningsperioden inleds  när patentet har kommersialiserats, dvs lanserats som 
en ny produkt eller applikation. Tillgångar bedöms med avseende på värdeminskning närhelst händelser eller 
förändringar i förhållanden indikerar att det redovisade värdet inte är återvinningsbart.

NOT 14 – Materiella anläggningstillgångar och pågående nyanläggningar

Materiella anläggningstillgångar, bestående av laboratorieutrustning, övriga inventarier samt datorutrustning redo-
visas till anskaffningsvärde med avdrag för ackumulerade avskrivningar. Avskrivningarna är baserade på tillgångar-
nas anskaffningsvärden, nyttjandeperioder och eventuella restvärden. Tillgångarnas restvärden och nyttjandeperi-
od prövas varje balansdag och justeras vid behov. Vinster och förluster vid avyttring fastställs genom en jämförelse 
mellan försäljningsintäkt och redovisat värde och redovisas i resultaträkningen.
Materiella anläggningstillgångar skrivs av linjärt över tillgångens bedömda nyttjandeperiod, baserat på tillgångarnas 
anskaffningsvärde enligt följande:
Laboratorieutrustning 5 år
Övriga inventarier 5 år

Inventarier, verktyg och installationer Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024

Ingående anskaffningsvärde 15 027 348 5 043 701 11 361 381 2 999 309

Nyanskaffningar 2 701 664 6 629 612 2 448 076 5 008 037

Omklassificering 0 3 354 035 0 3 354 035

Utgående anskaffningsvärde 17 729 012 15 027 348 13 809 457 11 361 381

Ingående ackumulerade avskrivningar -2 086 155 -1 601 388 -1 893 761 -1 601 391

Omklassificering -796 117 0 0 0

Årets avskrivning -246 822 -303 767 -236 308 -292 370

Valutakursdifferens -556 484 -181 000 0 0

Utgående ackumulerade avskrivningar -3 685 579 -2 086 155 -2 130 069 -1 893 761
Redovisat värde 14 043 433 12 941 193 11 679 388 9 467 620

Patent och licenser Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Ingående anskaffningsvärde 2 559 433 2 472 422 0 0

Valutakursdifferens -148 955 87 011 0 0

Utgående anskaffninsvärde 2 410 478 2 559 433 0 0
Ingående ackumulerade avskrivningar 0 0 0 0

Årets avskrivning 0 0 0 0

Utgående ackumulerade avskrivningar 0 0 0 0

Redovisat värde 2 410 478 2 559 433 0 0
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NOT 15 – Andelar i koncernföretag

NOT 16 – Uppskjuten skattefordran

NOT 17 – Fordringar hos koncernföretag

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024

Skattemässiga underskottsavdrag 12 026 138 13 527 761 0 0

Totalt uppskjuten skattefodran 12 026 138 13 527 761 0 0

Belopp per den 31 dec Moderbolag 2025 Moderbolag 2024
Ingående anskaffninsvärde 98 494 218 82 583 089

Tillkommande fordringar 15 066 777 20 993 665

Avgående fordringar -17 166 666 -11 672 049

Valutajustering -12 033 359 6 589 513

Utgående anskaffningsvärde 84 360 970 98 494 218

Ingående ackumulerade nedskrivningar 0 0

Årets nedskrivningar -6 901 839 0

Utgående ackumulerade nedskrivningar -6 901 839 0

Utgående redovisat värde 77 459 131 98 494 218

Årets nedskrivning avser fordran på Clinical Asia Pacific Pte.Ltd

NOT 15 Andelar i koncernföretag
Moderbolag 2025 Moderbolag 2024

Ingående anskaffningsvärde 371 284 371 284
Utgående ackumulerat anskaffninsvärde 371 284 371 284

Bokfört värde 371 284 371 284

Namn Säte Org.nr Ägarandel Antal aktier Bokfört värde

Clinical Asia Pacific Pte.Ltd Singapore 202004466N 50% 16 250 129 162

CLS America Inc. San Diego, USA 47-1229568 100% 1 000 672

CLS Berlin GmbH Berlin, Tyskland DE312254134 100% 25 000 241 450

Namn Säte Org.nr Ägarandel Resultat

Clinical Asia Pacific Pte.Ltd Singapore 202004466N -3 185 454 -434 416

CLS America Inc. San Diego, USA 47-1229568 -34 349 928 1 458 731

CLS Berlin GmbH Berlin, Tyskland DE312254134 -24 401 614 -1 727 247

Koncernens uppskjutna skattefordran uppgick vid periodens utgång till 12 026 138 kr. Den  uppskjutna skattefor-
dran är hänförlig till outnyttjade förlustavdrag i dotterbolaget CLS America Inc. Utöver detta förlustavdrag finns en 
uppskjuten skattefordran på 108 874 tkr som hänförlig till outnyttjat förlustavdrag på 528 516 tkr i moderbolaget 
Clinical Laserthermia Systems AB. Av försiktighetsskäl har bolaget valt att inte boka upp denna skattefordran.
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NOT 18 – Varulager

NOT 19 – Övriga fordringar

NOT 20 – Förutbetalda kostnader och upplupna intäkter

Belopp per den 31 dec Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Färdiga varor och handelsvaror 9 593 469 3 903 437 8 555 855 1 972 513

Förskott till leverantör 3 102 327 4 248 230 3 102 327 4 248 230

Redovisat värde 12 695 796 8 151 667 11 658 182 6 220 743

Belopp per den 31 dec Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Momsfordran 1 355 376 1 683 298 1 131 184 1 494 785

Övrigt 276 157 493 527 560 299 463

Totalt 1 631 533 2 176 825 1 131 744 1 794 248

Koncern
Bokfört värde

Koncern
Verkligt värde

Moderbolag
Bokfört värde

Moderbolag
Verkligt värde

Finansiella tillgångar

Kundfordringar 2 602 175 2 602 175 1 074 425 1 074 425

Koncernfordringar 0 0 77 459 131 77 459 131

Övriga fordringar 1 631 533 1 631 533 1 131 744 1 131 744

Likvida medel 21 546 189 21 546 189 21 401 446 21 401 446

Finansiella skulder

Leverantörsskulder 5 875 581 5 875 581 5 651 494 5 651 494

Övriga skulder 1 381 444 1 381 444 667 703 667 703

För närvarande innehas inga derivat inom koncernen. Koncernens finansiella instrument omfattar främst kundford-
ringar, likvida medel och leverantörsskulder och redovisas enligt affärsdagsprincipen. Kundfordringar är belopp som 
ska betalas av kunder för sålda  varor eller utförda tjänster i den löpande verksamheten. De ingår i omsättningstill-
gångar med undantag för poster med förfallodag mer än 12 månader efter rapportperiodens slut, vilka klassificeras 
som anläggningstillgångar. Kundfordringar redovisas vid första redovisningstillfället till verkligt värde och i efterföl-
jande perioder till upplupet anskaffningsvärde. Kundfordrans förväntade löptid är kort, varför värdet redovisats till 
nominellt belopp utan diskontering. Eventuella nedskrivningar av kundfordringar redovisas i rörelsens kostnader. 
Verkligt värde på kundfordringar överensstämmer med redovisat värde. Kreditkvalitet på ej reserverade fordringar 
bedöms vara god.

Rörelseskulder redovisas till anskaffningsvärde. Leverantörsskulder upptas till det värde som företaget har för av-
sikt att betala leverantören för att avveckla skuldförhållandet. Leverantörsskulder redovisas inledningsvis till verkligt 
värde och därefter till upplupet anskaffningsvärde med tillämpning av effektivräntemetoden.

Belopp per den 31 dec Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Förutbetalda försäkringspremier 283 998 138 735 283 998 138 735

Övriga poster 362 757 843 713 322 514 413 042

Totalt 646 755 982 448 606 512 551 777
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NOT 21 – Likvida medel

NOT 22 – Aktier

Samtliga aktier är emitterade och fullt betalda.

NOT 23 – Leasingavtal avseende inventarier

Belopp per den 31 dec Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Banktillgodohavande 21 546 189 22 505 873 21 401 446 20 924 933
Totalt 21 546 189 22 505 873 21 401 446 20 924 933

Antal aktier Kvotvärde Aktier
Per den 31 december 2024 2,31 20 166 594
Riktad emission registrerad 2025-03-12 2,31 5 172 416

Riktad emission registrerad 2025-05-08 2,31 327 584

Teckningsoption registrerad 2025-10-06 2,31 5 500 000

Per den 31 december 2025 2,31 31 166 594

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Ingående anskaffningsvärde 708 850 708 850 708 850 708 850

Avslutade leasingavtal -708 850 0 -708 850 0

Utgående anskaffningsvärde 0 708 850 0 708 850

Ingående ackumulerade avskrivningar -510 457 -274 174 -510 457 -274 174

Årets avskrivningar -198 393 -236 283 -198 393 -236 283

Avslutade leasingavtal 708 850 0 708 850 0

Utgående avskrivningar 0 -510 457 -708 850 -510 457

Redovisat värde per 31 december 0 198 393 0 198 393

Leasingskuld per 31 december
Långfristig leasingskuld, 2-5 år 0 7 709 0 7 709

Kortfristig leasingskuld 0 215 591 0 215 591
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NOT 24 – Övriga skulder

NOT 25 – Upplupna kostnader och förutbetalda intäkter

NOT 26 – Investeringar i immateriella anläggningstillgångar

NOT 27 – Investeringar i materiella anläggningstillgångar

NOT 28 – Ställda säkerheter och ansvarsförbindelser

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Övriga poster 1 381 445 1 447 515 667 702 419 692
Totalt 1 381 445 1 447 515 667 702 419 692

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Upplupna lönerelaterade kostnader 2 213 348 2 542 685 2 213 348 2 542 685

Övriga poster 434 315 2 295 237 434 315 2 295 237

Totalt 2 647 663 4 837 922 2 647 663 4 837 922

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Förändring av posten i balansräkningen -2 041 054 -5 396 540 -2 041 054 -5 483 551

Årets avskrivningar enligt plan 2 138 453 2 129 516 2 138 453 2 129 516

Omklassificeringar 0 3 354 035 0 3 354 035

Kursdifferenser 0 -87 011 0 0

Totalt 97 399 0 97 399 0

Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
Förändring i posten i balansräkningen 1 102 166 9 498 954 2 211 768 8 069 701

Omklassificeringar 796 117 -3 354 035 0 -3 354 035

Årets avskrivningar enligt plan 246 822 303 767 236 308 292 370

Kursdifferenser 556 559 180 925 0 0

Totalt 2 701 664 6 629 611 2 448 076 5 008 036

Belopp per den 31 dec Koncern 2025 Koncern 2024 Moderbolag 2025 Moderbolag 2024
För reverslån 2 000 000 2 000 000 2 000 000 2 000 000

Totalt 2 000 000 2 000 000 2 000 000 2 000 000
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NOT 29 – Resultat per aktie

Resultat per aktie, före utspädning, beräknas genom att dividera årets totalresultat hänförligt till moderföretagets  
aktieägare med det vägda genomsnittliga antalet utestående aktier under perioden.

Resultat per aktie, efter utspädning, beräknas genom att dividera årets totalresultat hänförligt till moderföretagets 
aktieägare med antal aktier vid årets slut.

NOT 30 – Risk och osäkerhetsfaktorer	

Koncern             
2025

Koncern             
2024

Årets resultat, SEK -42 046 299 -47 859 013

Vägt genomsnittligt antal utestående aktier 25 871 601 11 011 028

Antal aktier vid årets slut 31 166 594 20 166 594

Resultat per aktie före utspädning, SEK -1,63 -4,35

Resultat per aktie efter utspädning, SEK -1,35 -2,37

Finansieringsbehov och kapital 
CLS kan komma att behöva ytterligare kapital för att genomföra sina expansionsplaner och etableringar i nya 
marknader. Det kan finnas en osäkerhet om CLS lyckas få in nödvändigt kapital. 

Nyckelpersoner och medarbetare 
CLS nyckelpersoner har stor kompetens och lång erfarenhet inom bolagets verksamhetsområde. En förlust av en 
eller flera nyckelpersoner kan medföra negativa konsekvenser för bolagets verksamhet och resultat. 

Konkurrenter 
Det investeras idag betydande resurser inom hela cancerområdet, både inom läkemedelsindustrin och inom det 
medicintekniska området. Det finns en risk att konkurrenter, med tillgång till större resurser och investeringskapi-
tal än CLS, genomför omfattande satsningar och produktutveckling av nya behandlingsmetoder som konkurrerar 
med bolagets. Sådana satsningar kan leda till att konkurrenter på ett snabbare eller mer effektivt sätt kan komma 
att utveckla nya metoder som är mer effektiva, enklare att administrera eller mer prisvärda än bolagets metod för 
cancerbehandling samt att konkurrenter bättre lyckas erhålla patentskydd och kommersialisera sina produkter än 
CLS. 

Konjunkturutveckling och valutarisker 
Externa faktorer såsom inflation, valuta- och ränteförändringar, tillgång och efterfrågan samt låg- och högkonjunk-
turer kan ha inverkan på rörelsekostnader, försäljningspriser och aktievärdering. CLS framtida intäkter och aktievär-
dering kan bli negativt påverkade av dessa faktorer, vilka står utom bolagets kontroll. En del av försäljningsintäkter-
na kan komma att inflyta i internationella valutor. Valutakurser kan förändras väsentligt. 

 

FINANSIELLA RISKER 
Prognososäkerhet 
CLS är verksamt på en relativt ny marknad. Därmed försvåras möjligheterna att förutsäga den framtida utvecklingen 
av företagets verksamhet. Avvikelser från prognostiserade kundorder och likviditetsprognoser kan påverka koncer-
nens resultat, likviditet och fortsatta drift negativt. 
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NOT 31 – Förslag till vinstdisposition

Styrelsen och verkställande direktören föreslår att till förfogande stående vinstmedel (kronor) enligt följande:

Valutarisk 
Koncernens omkostnader är till övervägande del hänförliga till svenska kronor, men även en betydande andel upp-
står i EUR. Då koncernens intäkter nästan uteslutande genereras i EUR har nettoexponeringen beräknats utifrån 
detta. Beräkningen nedan visar den uppskattade effekten på resultat och eget kapital 2026 vid en valutakursföränd-
ring om 5 procent.

Kreditrisk 
Kreditrisk innebär exponering för förluster om en motpart till ett finansiellt instrument inte kan möta sina åtaganden. 
Det är bolagets uppfattning att det inte föreligger någon betydande kreditrisk i förhållande till någon viss kund eller 
motpart.

Nettoexponering 2026 I 
SEK

Påverkan på resultatet/ eget 
kapital vi 5% kursrörelse

16 000 000 800 000

Valutaestimerad kurs 
2026

EUR: 11SEK

Balanserat resultat 89 511 106

Överkursfond 9 637 201

Årets förlust -47 828 613

Summa 51 319 694

Disponeras så att i ny räkning överföres 51 319 694

Summa 51 319 694
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Styrelsen och verkställande direktören intygar att koncernredovisningen har upprättats i enlighet med de interna-
tionella redovisningsstandarderna IFRS så som de har antagits av EU och ger en rättvisande bild av koncernens 
ekonomiska ställning och resultat. Moderbolagets redovisning har upprättats i enlighet med god redovisningssed i 
Sverige och ger en rättvisande bild av Moderbolagets ekonomiska ställning och resultat.  

Förvaltningsberättelsen för koncernen och Moderbolaget ger en rättvisande översikt över utvecklingen av koncer-
nens och Moderbolagets verksamhet, ställning och resultat samt beskriver väsentliga risker och osäkerhetsfaktorer 
som rör Moderbolaget och bolagen inom koncernen.  

Årsredovisningen och koncernredovisningen har godkänts för utfärdande av styrelsen den 29 maj 2026. Koncer-
nens resultat- och balansräkning och Moderbolagets resultat- och balansräkning blir föremål för fastställelse på 
årsstämman den 29 juni 2026. 

Lund den 29 maj 2026  

Peter Max								        Dan J. Mogren
Ordförande								        Verkställande Direktör

Jerker Nygren 								        Veronica Byfield Sköld

Lena Höglund								        Thomas Binzer					   
		

 

Vår revisionsberättelse har lämnats den 29 maj 2026. 

Dillon AB 

 

 

 
Oskar Kantoft 
Auktoriserad revisor 
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Revisionsberättelse 
  
Till årsstämman i Clinical Laserthermia Systems AB (publ) 
Org.nr 556705-8903 
 
  
Rapport om årsredovisningen och koncernredovisningen 
 
Uttalanden 
Vi har utfört en revision av årsredovisningen och koncernredovisningen för Clinical Laserthermia Systems 
AB (publ) för räkenskapsåret 2025. Bolagets årsredovisning och koncernredovisning ingår på sidorna 17-47 i 
detta dokument. 
 
Enligt vår uppfattning har årsredovisningen upprättats i enlighet med årsredovisningslagen och ger en i alla 
väsentliga avseenden rättvisande bild av moderbolagets finansiella ställning per den 2025-12-31 och av dess 
finansiella resultat och kassaflöde för året enligt årsredovisningslagen. Koncernredovisningen har upprättats i 
enlighet med årsredovisningslagen och ger en i alla väsentliga avseenden rättvisande bild av koncernens 
finansiella ställning per den 2025-12-31 och av dess finansiella resultat och kassaflöde för året enligt IFRS 
Redovisningsstandarder, som de antagits av EU, och årsredovisningslagen. Förvaltningsberättelsen är förenlig 
med årsredovisningens och koncernredovisningens övriga delar. 
 
Vi tillstyrker därför att bolagsstämman fastställer rapport över totalresultat och balansräkningen för 
moderbolaget och koncernen. 
 
Grund för uttalanden 
Vi har utfört revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vårt 
ansvar enligt dessa standarder beskrivs närmare i avsnittet Revisorns ansvar. Vi är oberoende i förhållande till 
moderbolaget och koncernen enligt god revisorssed i Sverige och har i övrigt fullgjort vårt yrkesetiska ansvar 
enligt dessa krav.  
 
Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och ändamålsenliga som grund för våra 
uttalanden. 
 
Annan information än årsredovisningen och koncernredovisningen 
Detta dokument innehåller även annan information än årsredovisningen och koncernredovisningen och 
återfinns på sidorna 1-16. Det är styrelsen och verkställande direktören som har ansvaret för denna andra 
information. 
 
Vårt uttalande avseende årsredovisningen och koncernredovisningen omfattar inte denna information och vi 
gör inget uttalande med bestyrkande avseende denna andra information. 
 
I samband med vår revision av årsredovisningen och koncernredovisningen är det vårt ansvar att läsa den 
information som identifieras ovan och överväga om informationen i väsentlig utsträckning är oförenlig med 
årsredovisningen och koncernredovisningen. Vid denna genomgång beaktar vi även den kunskap vi i övrigt 
inhämtat under revisionen samt bedömer om informationen i övrigt verkar innehålla väsentliga felaktigheter. 
 
Om vi, baserat på det arbete som har utförts avseende denna information, drar slutsatsen att den andra 
informationen innehåller en väsentlig felaktighet, är vi skyldiga att rapportera detta. Vi har inget att rapportera 
i det avseendet. 
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Styrelsens och verkställande direktörens ansvar  
Det är styrelsen och verkställande direktören som har ansvaret för att årsredovisningen och 
koncernredovisningen upprättas och att de ger en rättvisande bild enligt årsredovisningslagen och, vad gäller 
koncernredovisningen, enligt IFRS Redovisningsstandarder, som de antagits av EU, och årsredovisningslagen. 
Styrelsen och verkställande direktören ansvarar även för den interna kontroll som de bedömer är nödvändig 
för att upprätta en årsredovisning och koncernredovisning som inte innehåller några väsentliga felaktigheter, 
vare sig dessa beror på oegentligheter eller misstag. 
   
Vid upprättandet av årsredovisningen och koncernredovisningen ansvarar styrelsen och verkställande 
direktören för bedömningen av bolagets och koncernens förmåga att fortsätta verksamheten. De upplyser, när 
så är tillämpligt, om förhållanden som kan påverka förmågan att fortsätta verksamheten och att använda 
antagandet om fortsatt drift. Antagandet om fortsatt drift tillämpas dock inte om styrelsen och verkställande 
direktören avser att likvidera bolaget, upphöra med verksamheten eller inte har något realistiskt alternativ till 
att göra något av detta. 
  
Revisorns ansvar 
Våra mål är att uppnå en rimlig grad av säkerhet om huruvida årsredovisningen och koncernredovisningen 
som helhet inte innehåller några väsentliga felaktigheter, vare sig dessa beror på oegentligheter eller misstag, 
och att lämna en revisionsberättelse som innehåller våra uttalanden. Rimlig säkerhet är en hög grad av 
säkerhet, men är ingen garanti för att en revision som utförs enligt ISA och god revisionssed i Sverige alltid 
kommer att upptäcka en väsentlig felaktighet om en sådan finns. Felaktigheter kan uppstå på grund av 
oegentligheter eller misstag och anses vara väsentliga om de enskilt eller tillsammans rimligen kan förväntas 
påverka de ekonomiska beslut som användare fattar med grund i årsredovisningen och koncernredovisningen. 
 
En ytterligare beskrivning av vårt ansvar för revisionen av årsredovisningen och koncernredovisningen finns 
på Revisorsinspektionens webbplats: 
http://www.revisorsinspektionen.se/rn/showdocument/documents/rev_dok/revisors_ansvar.pdf. 
Denna beskrivning är en del av revisionsberättelsen. 
 
 
Rapport om andra krav enligt lagar och andra författningar 
 
Uttalanden 
Utöver vår revision av årsredovisningen och koncernredovisningen har vi även utfört en revision av styrelsens 
och verkställande direktörens förvaltning för Clinical Laserthermia Systems AB (publ) för räkenskapsåret 
2025 samt av förslaget till dispositioner beträffande bolagets vinst eller förlust. 
 
Vi tillstyrker att bolagsstämman disponerar vinsten enligt förslaget i förvaltningsberättelsen och beviljar 
styrelsens ledamöter och verkställande direktören ansvarsfrihet för räkenskapsåret.  
 
Grund för uttalanden 
Vi har utfört revisionen enligt god revisionssed i Sverige. Vårt ansvar enligt denna beskrivs närmare i avsnittet 
Revisorns ansvar. Vi är oberoende i förhållande till moderbolaget och koncernen enligt god revisorssed i 
Sverige och har i övrigt fullgjort vårt yrkesetiska ansvar enligt dessa krav. 
 
Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och ändamålsenliga som grund för våra 
uttalanden. 
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Styrelsens och verkställande direktörens ansvar 
Det är styrelsen som har ansvaret för förslaget till dispositioner beträffande bolagets vinst eller förlust. Vid 
förslag till utdelning innefattar detta bland annat en bedömning av om utdelningen är försvarlig med hänsyn 
till de krav som bolagets och koncernens verksamhetsart, omfattning och risker ställer på storleken av 
moderbolagets och koncernens egna kapital, konsolideringsbehov, likviditet och ställning i övrigt. 
  
Styrelsen ansvarar för bolagets organisation och förvaltningen av bolagets angelägenheter. Detta innefattar 
bland annat att fortlöpande bedöma bolagets och koncernens ekonomiska situation och att tillse att bolagets 
organisation är utformad så att bokföringen, medelsförvaltningen och bolagets ekonomiska angelägenheter i 
övrigt kontrolleras på ett betryggande sätt. Den verkställande direktören ska sköta den löpande förvaltningen 
enligt styrelsens riktlinjer och anvisningar och bland annat vidta de åtgärder som är nödvändiga för att 
bolagets bokföring ska fullgöras i överensstämmelse med lag och för att medelsförvaltningen ska skötas på ett 
betryggande sätt. 
  
Revisorns ansvar 
Vårt mål beträffande revisionen av förvaltningen, och därmed vårt uttalande om ansvarsfrihet, är att inhämta 
revisionsbevis för att med en rimlig grad av säkerhet kunna bedöma om någon styrelseledamot eller 
verkställande direktören i något väsentligt avseende: 
  
- företagit någon åtgärd eller gjort sig skyldig till någon försummelse som kan föranleda ersättningsskyldighet 
mot bolaget, eller 
  
- på något annat sätt handlat i strid med aktiebolagslagen, årsredovisningslagen eller bolagsordningen. 
  
Vårt mål beträffande revisionen av förslaget till dispositioner av bolagets vinst eller förlust, och därmed vårt 
uttalande om detta, är att med rimlig grad av säkerhet bedöma om förslaget är förenligt med aktiebolagslagen.  
  
Rimlig säkerhet är en hög grad av säkerhet, men ingen garanti för att en revision som utförs enligt god 
revisionssed i Sverige alltid kommer att upptäcka åtgärder eller försummelser som kan föranleda 
ersättningsskyldighet mot bolaget, eller att ett förslag till dispositioner av bolagets vinst eller förlust inte är 
förenligt med aktiebolagslagen. 
 
En ytterligare beskrivning av vårt ansvar för revisionen av förvaltningen finns på Revisorsinspektionens 
webbplats: http://www.revisorsinspektionen.se/rn/showdocument/documents/rev_dok/revisors_ansvar.pdf. 
Denna beskrivning är en del av revisionsberättelsen. 
  
  
Malmö 29 maj 2026 
  
Dillon AB 
  
  
  
Oskar Kantoft   
Auktoriserad revisor 
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FINANSIELL KALENDER

	 Årsstämma 					     2026-06-29

	 Delårsrapport januari-juni			   2026-08-29
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      149.7.79.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The initiator Dan Mogren (DM) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-08-27 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pm@gemstonecapital.com) to Peter Max (PM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jerker.nygren@nygrenconsult.com) to Jerker Nygren (JN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (tbinzer@gmail.com) to Thomas Binzer (TB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (l.m.hoglund9@gmail.com) to Lena Höglund (LH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 09:56:58.511942 UTC ±2 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (veronica.skold@gmail.com) to Veronica Byfield Sköld (VBS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 09:57:05.329374 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Dan Mogren (DM) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:05.354033 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Max (PM) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:05.400663 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jerker Nygren (JN) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:05.423808 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thomas Binzer (TB) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:05.446497 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Höglund (LH) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:05.468684 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Veronica Byfield Sköld (VBS) was delivered.

      


    

  



  

  

    		2026-05-29 09:57:11.343424 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      149.7.79.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The party Dan Mogren (DM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 09:58:06.714381 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      149.7.79.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The signatory Dan Mogren (DM) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		47		0.623		0.353



 

      


    

  



  

  

    		2026-05-29 09:58:06.714381 UTC ±3 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      149.7.79.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The signatory Dan Mogren (DM) signed the document.

      


    

  



  

  

    		2026-05-29 10:15:50.078347 UTC ±4 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      95.194.140.3

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/30.0 Chrome/143.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jerker Nygren (JN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 10:16:50.077877 UTC ±4 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      95.194.140.3

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/30.0 Chrome/143.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jerker Nygren (JN) signed in the signature box “signature 1”.
[image: signature]fLim







The box’s placement in the Main Document:		Page		X		Y

		47		0.087		0.483



 

      


    

  



  

  

    		2026-05-29 10:16:50.077877 UTC ±4 ms

    		2026-05-29 09:24:30.831795 UTC

    		

      95.194.140.3

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/30.0 Chrome/143.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jerker Nygren (JN) signed the document.

      


    

  



  

  

    		2026-05-29 10:28:10.546094 UTC ±0 ms

    		2026-05-29 10:24:31.265343 UTC

    		

      152.115.127.58

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Peter Max (PM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 10:29:00.468313 UTC ±1 ms

    		2026-05-29 10:24:31.265343 UTC

    		

      152.115.127.58

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Peter Max (PM) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		47		0.085		0.353



 

      


    

  



  

  

    		2026-05-29 10:29:00.468313 UTC ±1 ms

    		2026-05-29 10:24:31.265343 UTC

    		

      152.115.127.58

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Peter Max (PM) signed the document.

      


    

  



  

  

    		2026-05-29 12:13:07.456875 UTC ±4 ms

    		2026-05-29 11:24:31.621115 UTC

    		

      77.218.32.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lena Höglund (LH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 12:14:42.679571 UTC ±4 ms

    		2026-05-29 11:24:31.621115 UTC

    		

      77.218.32.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lena Höglund (LH) signed in the signature box “signature 1”.
[image: signature]dipr







The box’s placement in the Main Document:		Page		X		Y

		47		0.085		0.593



 

      


    

  



  

  

    		2026-05-29 12:14:42.679571 UTC ±4 ms

    		2026-05-29 11:24:31.621115 UTC

    		

      77.218.32.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lena Höglund (LH) signed the document.

      


    

  



  

  

    		2026-05-29 14:29:25.715346 UTC ±0 ms

    		2026-05-29 14:24:33.041301 UTC

    		

      107.2.195.175

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Veronica Byfield Sköld (VBS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 14:57:36.994288 UTC ±2 ms

    		2026-05-29 14:24:33.041301 UTC

    		

      107.2.195.175

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Veronica Byfield Sköld (VBS) signed in the signature box “signature 1”.
[image: signature]Veronica E)WLIA, Besed.







The box’s placement in the Main Document:		Page		X		Y

		47		0.614		0.480



 

      


    

  



  

  

    		2026-05-29 14:57:36.994288 UTC ±2 ms

    		2026-05-29 14:24:33.041301 UTC

    		

      107.2.195.175

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Veronica Byfield Sköld (VBS) signed the document.

      


    

  



  

  

    		2026-05-29 19:13:31.617523 UTC ±17 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      104.28.31.9

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thomas Binzer (TB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 19:15:45.189102 UTC ±18 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      104.28.31.9

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Thomas Binzer (TB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		47		0.618		0.593



 

      


    

  



  

  

    		2026-05-29 19:15:45.189102 UTC ±18 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      104.28.31.9

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Thomas Binzer (TB) signed the document.

      


    

  



  

  

    		2026-05-29 19:15:45.189102 UTC ±18 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (oskar.kantoft@dillon.se) to Oskar Kantoft (OK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-29 19:15:50.157809 UTC ±18 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Oskar Kantoft (OK) was delivered.

      


    

  



  

  

    		2026-05-29 19:19:15.526163 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      94.255.220.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Oskar Kantoft (OK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-29 19:20:06.649078 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      94.255.220.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Oskar Kantoft (OK) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		47		0.085		0.813



 

      


    

  



  

  

    		2026-05-29 19:20:06.649078 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      94.255.220.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Oskar Kantoft (OK) signed in the signature box “signature 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		50		0.099		0.795



 

      


    

  



  

  

    		2026-05-29 19:20:06.649078 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      94.255.220.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/148.0.3967.84 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Oskar Kantoft (OK) signed the document.

      


    

  



  

  

    		2026-05-29 19:20:06.649078 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-05-29 19:20:07.144888 UTC ±19 ms

    		2026-05-29 18:24:37.46381 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-04-18 03:01:07.266472 UTC and 2026-05-29 18:24:37.46381 UTC:







  		Time collected

  		Clock offset







  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  





  

    		2026-04-30 09:05:31.355849

    		-0.1 ms

  





  

    		2026-04-30 10:05:31.834834

    		-0.1 ms

  





  

    		2026-04-30 11:05:32.027711

    		0.0 ms

  





  

    		2026-04-30 12:05:32.519487

    		-0.3 ms

  





  

    		2026-04-30 13:05:33.103213

    		0.0 ms

  





  

    		2026-04-30 14:05:33.613159

    		-0.1 ms

  





  

    		2026-04-30 15:05:34.544498

    		0.0 ms

  





  

    		2026-04-30 16:05:34.838638

    		-0.1 ms

  





  

    		2026-04-30 17:05:37.123363

    		0.0 ms

  





  

    		2026-04-30 18:05:37.216209

    		-0.1 ms

  





  

    		2026-04-30 19:05:38.42571

    		0.0 ms

  





  

    		2026-04-30 20:05:38.522881

    		0.0 ms

  





  

    		2026-04-30 21:05:39.325477

    		0.0 ms

  





  

    		2026-04-30 22:05:41.002853

    		0.1 ms

  





  

    		2026-04-30 23:05:42.104996

    		0.0 ms

  





  

    		2026-05-01 00:05:43.438738

    		0.0 ms

  





  

    		2026-05-01 01:05:44.908367

    		-0.3 ms

  





  

    		2026-05-01 02:05:46.737501

    		0.0 ms

  





  

    		2026-05-01 03:05:48.33308

    		-0.1 ms

  





  

    		2026-05-01 04:05:50.015409

    		0.0 ms

  





  

    		2026-05-01 05:05:51.293336

    		0.0 ms

  





  

    		2026-05-01 06:05:52.710036

    		0.0 ms

  





  

    		2026-05-01 07:05:54.085917

    		0.0 ms

  





  

    		2026-05-01 08:05:54.300052

    		0.0 ms

  





  

    		2026-05-01 09:05:55.486612

    		0.0 ms

  





  

    		2026-05-01 10:05:57.033163

    		0.0 ms

  





  

    		2026-05-01 11:05:57.314675

    		0.0 ms

  





  

    		2026-05-01 12:05:59.905679

    		0.0 ms

  





  

    		2026-05-01 13:06:00.051498

    		0.2 ms

  





  

    		2026-05-01 14:06:00.737396

    		0.0 ms

  





  

    		2026-05-01 15:06:01.312431

    		0.0 ms

  





  

    		2026-05-01 16:06:01.346625

    		-0.1 ms

  





  

    		2026-05-01 17:06:02.924695

    		-0.1 ms

  





  

    		2026-05-01 18:06:04.183531

    		0.1 ms

  





  

    		2026-05-01 19:06:04.598541

    		0.0 ms

  





  

    		2026-05-01 20:06:05.568569

    		0.1 ms

  





  

    		2026-05-01 21:06:07.625681

    		0.0 ms

  





  

    		2026-05-01 22:06:09.952805

    		-0.1 ms

  





  

    		2026-05-01 23:06:11.642523

    		0.0 ms

  





  

    		2026-05-02 00:06:13.208696

    		0.1 ms

  





  

    		2026-05-02 01:06:14.370572

    		0.0 ms

  





  

    		2026-05-02 02:06:16.124312

    		-0.1 ms

  





  

    		2026-05-02 03:06:17.603125

    		0.0 ms

  





  

    		2026-05-02 04:06:19.020821

    		0.0 ms

  





  

    		2026-05-02 05:06:20.520233

    		0.0 ms

  





  

    		2026-05-02 06:06:20.951878

    		-0.1 ms

  





  

    		2026-05-02 07:06:21.332964

    		-0.1 ms

  





  

    		2026-05-02 08:06:21.425427

    		-0.2 ms

  





  

    		2026-05-02 09:06:21.737995

    		-0.1 ms

  





  

    		2026-05-02 10:06:22.408947

    		0.0 ms

  





  

    		2026-05-02 11:06:22.670258

    		0.0 ms

  





  

    		2026-05-02 12:06:23.344779

    		-0.2 ms

  





  

    		2026-05-02 13:06:23.356353

    		0.0 ms

  





  

    		2026-05-02 14:06:23.940797

    		0.0 ms

  





  

    		2026-05-02 15:06:25.045577

    		0.0 ms

  





  

    		2026-05-02 16:06:26.116211

    		0.0 ms

  





  

    		2026-05-02 17:06:26.575735

    		0.1 ms

  





  

    		2026-05-02 18:06:27.69659

    		0.0 ms

  





  

    		2026-05-02 19:06:29.36539

    		0.0 ms

  





  

    		2026-05-02 20:06:29.616939

    		0.0 ms

  





  

    		2026-05-02 21:06:31.527317

    		0.1 ms

  





  

    		2026-05-02 22:06:33.284638

    		0.0 ms

  





  

    		2026-05-02 23:06:33.370601

    		0.1 ms

  





  

    		2026-05-03 00:06:34.942682

    		0.0 ms

  





  

    		2026-05-03 01:06:36.290357

    		0.0 ms

  





  

    		2026-05-03 02:06:37.749933

    		0.1 ms

  





  

    		2026-05-03 03:06:38.97754

    		0.0 ms

  





  

    		2026-05-03 04:06:40.270743

    		0.0 ms

  





  

    		2026-05-03 05:06:40.349311

    		0.0 ms

  





  

    		2026-05-03 06:06:40.750739

    		0.0 ms

  





  

    		2026-05-03 07:06:40.8474

    		0.0 ms

  





  

    		2026-05-03 08:06:41.420058

    		0.0 ms

  





  

    		2026-05-03 09:06:42.525349

    		0.0 ms

  





  

    		2026-05-03 10:06:42.737276

    		0.0 ms

  





  

    		2026-05-03 11:06:42.894754

    		0.0 ms

  





  

    		2026-05-03 12:06:43.274715

    		0.0 ms

  





  

    		2026-05-03 13:06:43.477342

    		0.0 ms

  





  

    		2026-05-03 14:06:44.076665

    		0.0 ms

  





  

    		2026-05-03 15:06:44.89179

    		0.0 ms

  





  

    		2026-05-03 16:06:45.265646

    		0.0 ms

  





  

    		2026-05-03 17:06:46.976314

    		0.0 ms

  





  

    		2026-05-03 18:06:47.34733

    		0.0 ms

  





  

    		2026-05-03 19:06:48.502367

    		0.0 ms

  





  

    		2026-05-03 20:06:49.487176

    		0.1 ms

  





  

    		2026-05-03 21:06:49.842252

    		-0.1 ms

  





  

    		2026-05-03 22:06:52.178702

    		0.0 ms

  





  

    		2026-05-03 23:06:53.689176

    		0.0 ms

  





  

    		2026-05-04 00:06:55.022845

    		0.0 ms

  





  

    		2026-05-04 01:06:55.068236

    		0.0 ms

  





  

    		2026-05-04 02:06:56.185168

    		0.0 ms

  





  

    		2026-05-04 03:06:57.405444

    		0.0 ms

  





  

    		2026-05-04 04:06:57.410228

    		0.0 ms

  





  

    		2026-05-04 05:06:57.885332

    		0.0 ms

  





  

    		2026-05-04 06:06:57.947814

    		0.0 ms

  





  

    		2026-05-04 07:06:59.142697

    		0.0 ms

  





  

    		2026-05-04 08:06:59.429099

    		0.0 ms

  





  

    		2026-05-04 09:06:59.531113

    		0.0 ms

  





  

    		2026-05-04 10:06:59.820669

    		0.0 ms

  





  

    		2026-05-04 11:06:59.94617

    		0.0 ms

  





  

    		2026-05-04 12:07:00.277025

    		0.0 ms

  





  

    		2026-05-04 13:07:00.755385

    		0.0 ms

  





  

    		2026-05-04 14:07:01.55

    		-0.1 ms

  





  

    		2026-05-04 15:07:01.68513

    		0.0 ms

  





  

    		2026-05-04 16:07:02.548045

    		0.0 ms

  





  

    		2026-05-04 17:07:03.046596

    		0.0 ms

  





  

    		2026-05-04 18:07:03.348329

    		0.1 ms

  





  

    		2026-05-04 19:07:05.173202

    		0.0 ms

  





  

    		2026-05-04 20:07:05.904606

    		0.0 ms

  





  

    		2026-05-04 21:07:05.921568

    		0.0 ms

  





  

    		2026-05-04 22:07:06.117342

    		0.0 ms

  





  

    		2026-05-04 23:07:06.630339

    		0.0 ms

  





  

    		2026-05-05 00:07:07.089678

    		0.0 ms

  





  

    		2026-05-05 01:07:08.457544

    		-0.1 ms

  





  

    		2026-05-05 02:07:09.96866

    		0.0 ms

  





  

    		2026-05-05 03:07:11.307625

    		0.0 ms

  





  

    		2026-05-05 04:07:13.010008

    		0.0 ms

  





  

    		2026-05-05 05:07:14.487031

    		0.0 ms

  





  

    		2026-05-05 06:07:16.506589

    		0.1 ms

  





  

    		2026-05-05 07:07:16.986934

    		-0.1 ms

  





  

    		2026-05-05 08:07:17.208389

    		0.0 ms

  





  

    		2026-05-05 09:07:17.293893

    		0.0 ms

  





  

    		2026-05-05 10:07:17.406448

    		0.0 ms

  





  

    		2026-05-05 11:07:17.650124

    		0.3 ms

  





  

    		2026-05-05 12:07:18.346982

    		0.0 ms

  





  

    		2026-05-05 13:07:19.024592

    		0.0 ms

  





  

    		2026-05-05 14:07:19.16407

    		0.0 ms

  





  

    		2026-05-05 15:07:19.449299

    		0.0 ms

  





  

    		2026-05-05 16:07:19.91005

    		-0.1 ms

  





  

    		2026-05-05 17:07:19.970699

    		0.0 ms

  





  

    		2026-05-05 18:07:20.673345

    		0.0 ms

  





  

    		2026-05-05 19:07:21.940182

    		0.0 ms

  





  

    		2026-05-05 20:07:22.326349

    		0.0 ms

  





  

    		2026-05-05 21:07:23.373941

    		-0.1 ms

  





  

    		2026-05-05 22:07:24.229774

    		0.4 ms

  





  

    		2026-05-05 23:07:26.105006

    		0.4 ms

  





  

    		2026-05-06 00:07:27.609708

    		0.0 ms

  





  

    		2026-05-06 01:07:28.930103

    		0.0 ms

  





  

    		2026-05-06 02:07:30.367036

    		0.0 ms

  





  

    		2026-05-06 03:07:31.660364

    		0.1 ms

  





  

    		2026-05-06 04:07:33.06202

    		0.0 ms

  





  

    		2026-05-06 05:07:34.355972

    		0.0 ms

  





  

    		2026-05-06 06:07:34.539432

    		0.1 ms

  





  

    		2026-05-06 07:07:34.721813

    		0.0 ms

  





  

    		2026-05-06 08:07:35.155035

    		0.0 ms

  





  

    		2026-05-06 09:07:36.239792

    		0.0 ms

  





  

    		2026-05-06 10:07:37.348976

    		0.0 ms

  





  

    		2026-05-06 11:07:37.947762

    		0.0 ms

  





  

    		2026-05-06 12:07:38.080615

    		0.0 ms

  





  

    		2026-05-06 13:07:38.120097

    		-0.1 ms

  





  

    		2026-05-06 14:07:38.301412

    		0.3 ms

  





  

    		2026-05-06 15:07:38.741838

    		0.0 ms

  





  

    		2026-05-06 16:07:39.251074

    		0.0 ms

  





  

    		2026-05-06 17:07:40.589769

    		0.1 ms

  





  

    		2026-05-06 18:07:40.771816

    		-0.2 ms

  





  

    		2026-05-06 19:07:42.665851

    		0.0 ms

  





  

    		2026-05-06 20:07:43.130151

    		0.0 ms

  





  

    		2026-05-06 21:07:43.276748

    		0.0 ms

  





  

    		2026-05-06 22:07:44.770735

    		-0.1 ms

  





  

    		2026-05-06 23:07:46.580223

    		0.0 ms

  





  

    		2026-05-07 00:07:47.984373

    		0.0 ms

  





  

    		2026-05-07 01:07:49.282445

    		0.0 ms

  





  

    		2026-05-07 02:07:50.582039

    		0.1 ms

  





  

    		2026-05-07 03:07:51.851509

    		0.0 ms

  





  

    		2026-05-07 04:07:53.181241

    		0.0 ms

  





  

    		2026-05-07 05:07:54.552498

    		0.0 ms

  





  

    		2026-05-07 06:07:54.811

    		0.0 ms

  





  

    		2026-05-07 07:07:55.30255

    		0.0 ms

  





  

    		2026-05-07 08:07:55.457745

    		0.0 ms

  





  

    		2026-05-07 09:07:56.338807

    		0.0 ms

  





  

    		2026-05-07 10:07:56.477338

    		0.0 ms

  





  

    		2026-05-07 11:07:57.776806

    		0.0 ms

  





  

    		2026-05-07 12:07:57.8801

    		0.0 ms

  





  

    		2026-05-07 13:07:58.132305

    		0.0 ms

  





  

    		2026-05-07 14:07:58.547651

    		0.1 ms

  





  

    		2026-05-07 15:07:58.928193

    		0.0 ms

  





  

    		2026-05-07 16:07:59.064242

    		0.0 ms

  





  

    		2026-05-07 17:07:59.090625

    		0.0 ms

  





  

    		2026-05-07 18:08:01.300397

    		0.1 ms

  





  

    		2026-05-07 19:08:03.671222

    		0.1 ms

  





  

    		2026-05-07 20:08:03.677307

    		-0.1 ms

  





  

    		2026-05-07 21:08:04.15424

    		0.0 ms

  





  

    		2026-05-07 22:08:05.750752

    		0.0 ms

  





  

    		2026-05-07 23:08:07.396116

    		0.1 ms

  





  

    		2026-05-08 00:08:08.898436

    		0.0 ms

  





  

    		2026-05-08 01:08:10.272834

    		-0.1 ms

  





  

    		2026-05-08 02:08:11.438348

    		-0.1 ms

  





  

    		2026-05-08 03:08:12.757518

    		-0.1 ms

  





  

    		2026-05-08 04:08:12.883321

    		0.0 ms

  





  

    		2026-05-08 05:08:14.170471

    		-0.1 ms

  





  

    		2026-05-08 06:08:16.393747

    		0.0 ms

  





  

    		2026-05-08 07:08:18.837529

    		0.0 ms

  





  

    		2026-05-08 08:08:19.118946

    		0.0 ms

  





  

    		2026-05-08 09:08:20.232288

    		-0.1 ms

  





  

    		2026-05-08 10:08:21.20343

    		0.0 ms

  





  

    		2026-05-08 11:08:21.324182

    		0.0 ms

  





  

    		2026-05-08 12:08:21.825685

    		0.0 ms

  





  

    		2026-05-08 13:08:22.461839

    		0.0 ms

  





  

    		2026-05-08 14:08:23.875275

    		0.0 ms

  





  

    		2026-05-08 15:08:24.992288

    		-0.1 ms

  





  

    		2026-05-08 16:08:25.030065

    		-0.1 ms

  





  

    		2026-05-08 17:08:25.223896

    		0.0 ms

  





  

    		2026-05-08 18:08:27.758162

    		0.0 ms

  





  

    		2026-05-08 19:08:29.588764

    		0.0 ms

  





  

    		2026-05-08 20:08:29.923776

    		0.0 ms

  





  

    		2026-05-08 21:08:30.013176

    		0.0 ms

  





  

    		2026-05-08 22:08:31.015121

    		0.0 ms

  





  

    		2026-05-08 23:08:32.521192

    		0.0 ms

  





  

    		2026-05-09 00:08:34.156149

    		0.0 ms

  





  

    		2026-05-09 01:08:35.298797

    		0.0 ms

  





  

    		2026-05-09 02:08:36.891199

    		0.0 ms

  





  

    		2026-05-09 03:08:38.133698

    		0.0 ms

  





  

    		2026-05-09 04:08:39.453945

    		0.0 ms

  





  

    		2026-05-09 05:08:40.842168

    		0.0 ms

  





  

    		2026-05-09 06:08:41.561257

    		0.0 ms

  





  

    		2026-05-09 07:08:42.77733

    		0.0 ms

  





  

    		2026-05-09 08:08:42.817796

    		0.0 ms

  





  

    		2026-05-09 09:08:43.068242

    		-0.1 ms

  





  

    		2026-05-09 10:08:43.522233

    		-0.1 ms

  





  

    		2026-05-09 11:08:43.552404

    		0.0 ms

  





  

    		2026-05-09 12:08:44.211156

    		0.0 ms

  





  

    		2026-05-09 13:08:44.491463

    		-0.1 ms

  





  

    		2026-05-09 14:08:44.730385

    		0.0 ms

  





  

    		2026-05-09 15:08:47.37743

    		0.0 ms

  





  

    		2026-05-09 16:08:47.402271

    		0.1 ms

  





  

    		2026-05-09 17:08:48.357397

    		0.0 ms

  





  

    		2026-05-09 18:08:49.427221

    		0.0 ms

  





  

    		2026-05-09 19:08:49.758559

    		0.0 ms

  





  

    		2026-05-09 20:08:50.955451

    		0.0 ms

  





  

    		2026-05-09 21:08:51.799071

    		0.0 ms

  





  

    		2026-05-09 22:08:53.578476

    		0.0 ms

  





  

    		2026-05-09 23:08:55.346779

    		0.0 ms

  





  

    		2026-05-10 00:08:56.932108

    		0.2 ms

  





  

    		2026-05-10 01:08:58.443776

    		0.0 ms

  





  

    		2026-05-10 02:08:59.685227

    		0.0 ms

  





  

    		2026-05-10 03:09:01.068253

    		0.0 ms

  





  

    		2026-05-10 04:09:02.810217

    		0.0 ms

  





  

    		2026-05-10 05:09:04.493041

    		0.0 ms

  





  

    		2026-05-10 06:09:04.962125

    		0.0 ms

  





  

    		2026-05-10 07:09:06.134878

    		0.0 ms

  





  

    		2026-05-10 08:09:06.43081

    		0.0 ms

  





  

    		2026-05-10 09:09:06.490668

    		-0.1 ms

  





  

    		2026-05-10 10:09:07.202024

    		0.1 ms

  





  

    		2026-05-10 11:09:07.744434

    		0.1 ms

  





  

    		2026-05-10 12:09:08.535899

    		0.0 ms

  





  

    		2026-05-10 13:09:09.697014

    		0.0 ms

  





  

    		2026-05-10 14:09:09.953662

    		0.0 ms

  





  

    		2026-05-10 15:09:10.478713

    		0.0 ms

  





  

    		2026-05-10 16:09:10.537127

    		0.0 ms

  





  

    		2026-05-10 17:09:11.077765

    		-0.1 ms

  





  

    		2026-05-10 18:09:11.970908

    		0.0 ms

  





  

    		2026-05-10 19:09:13.227874

    		0.0 ms

  





  

    		2026-05-10 20:09:14.057227

    		-0.1 ms

  





  

    		2026-05-10 21:09:15.864687

    		-0.1 ms

  





  

    		2026-05-10 22:09:17.570174

    		0.0 ms

  





  

    		2026-05-10 23:09:19.062117

    		0.0 ms

  





  

    		2026-05-11 00:09:20.7948

    		0.0 ms

  





  

    		2026-05-11 01:09:22.800712

    		0.0 ms

  





  

    		2026-05-11 02:09:24.555044

    		0.0 ms

  





  

    		2026-05-11 03:09:25.912036

    		0.0 ms

  





  

    		2026-05-11 04:09:27.630756

    		0.0 ms

  





  

    		2026-05-11 05:09:29.469468

    		0.1 ms

  





  

    		2026-05-11 06:09:30.019077

    		0.0 ms

  





  

    		2026-05-11 07:09:30.901631

    		-0.1 ms

  





  

    		2026-05-11 08:09:31.99215

    		-0.1 ms

  





  

    		2026-05-11 09:09:32.619863

    		0.0 ms

  





  

    		2026-05-11 10:09:33.350205

    		0.0 ms

  





  

    		2026-05-11 11:09:33.367377

    		-0.1 ms

  





  

    		2026-05-11 12:09:34.080124

    		0.0 ms

  





  

    		2026-05-11 13:09:34.4433

    		0.0 ms

  





  

    		2026-05-11 14:09:34.852496

    		0.0 ms

  





  

    		2026-05-11 15:09:35.239966

    		0.0 ms

  





  

    		2026-05-11 16:09:36.201769

    		0.0 ms

  





  

    		2026-05-11 17:09:37.207122

    		0.1 ms

  





  

    		2026-05-11 18:09:37.737682

    		0.0 ms

  





  

    		2026-05-11 19:09:39.61665

    		0.0 ms

  





  

    		2026-05-11 20:09:39.735137

    		0.2 ms

  





  

    		2026-05-11 21:09:41.942942

    		0.2 ms

  





  

    		2026-05-11 22:09:43.473992

    		0.3 ms

  





  

    		2026-05-11 23:09:44.877741

    		0.0 ms

  





  

    		2026-05-12 00:09:46.061149

    		0.0 ms

  





  

    		2026-05-12 01:09:47.421215

    		0.0 ms

  





  

    		2026-05-12 02:09:48.594141

    		0.0 ms

  





  

    		2026-05-12 03:09:50.036554

    		0.0 ms

  





  

    		2026-05-12 04:09:51.321936

    		0.0 ms

  





  

    		2026-05-12 05:09:51.339626

    		0.0 ms

  





  

    		2026-05-12 06:09:52.153473

    		0.0 ms

  





  

    		2026-05-12 07:09:52.359291

    		0.0 ms

  





  

    		2026-05-12 08:09:52.58599

    		0.0 ms

  





  

    		2026-05-12 09:09:52.622806

    		0.0 ms

  





  

    		2026-05-12 10:09:54.341142

    		0.0 ms

  





  

    		2026-05-12 11:09:54.697617

    		0.0 ms

  





  

    		2026-05-12 12:09:55.707752

    		0.0 ms

  





  

    		2026-05-12 13:09:56.407371

    		0.2 ms

  





  

    		2026-05-12 14:09:56.881178

    		0.0 ms

  





  

    		2026-05-12 15:09:57.229262

    		0.0 ms

  





  

    		2026-05-12 16:09:59.188302

    		-0.1 ms

  





  

    		2026-05-12 17:09:59.225685

    		0.0 ms

  





  

    		2026-05-12 18:10:00.649906

    		0.0 ms

  





  

    		2026-05-12 19:10:01.706205

    		0.0 ms

  





  

    		2026-05-12 20:10:02.407607

    		0.0 ms

  





  

    		2026-05-12 21:10:03.317592

    		0.0 ms

  





  

    		2026-05-12 22:10:04.857594

    		0.0 ms

  





  

    		2026-05-12 23:10:06.291684

    		0.0 ms

  





  

    		2026-05-13 00:10:07.677923

    		0.0 ms

  





  

    		2026-05-13 01:10:09.106003

    		0.0 ms

  





  

    		2026-05-13 02:10:09.185927

    		0.3 ms

  





  

    		2026-05-13 03:10:10.775782

    		0.1 ms

  





  

    		2026-05-13 04:10:12.562369

    		0.0 ms

  





  

    		2026-05-13 05:10:14.245642

    		0.0 ms

  





  

    		2026-05-13 06:10:16.202788

    		0.1 ms

  





  

    		2026-05-13 07:10:16.744713

    		0.0 ms

  





  

    		2026-05-13 08:10:17.615904

    		0.0 ms

  





  

    		2026-05-13 09:10:18.740926

    		0.0 ms

  





  

    		2026-05-13 10:10:19.074128

    		0.0 ms

  





  

    		2026-05-13 11:10:20.157834

    		0.0 ms

  





  

    		2026-05-13 12:10:20.974376

    		0.0 ms

  





  

    		2026-05-13 13:10:22.113981

    		0.0 ms

  





  

    		2026-05-13 14:10:22.216139

    		0.0 ms

  





  

    		2026-05-13 15:10:22.761896

    		0.1 ms

  





  

    		2026-05-13 16:10:23.017404

    		0.0 ms

  





  

    		2026-05-13 17:10:23.358253

    		0.1 ms

  





  

    		2026-05-13 18:10:23.851411

    		0.1 ms

  





  

    		2026-05-13 19:10:23.931864

    		0.0 ms

  





  

    		2026-05-13 20:10:26.094333

    		0.0 ms

  





  

    		2026-05-13 21:10:28.070618

    		0.0 ms

  





  

    		2026-05-13 22:10:29.724804

    		0.0 ms

  





  

    		2026-05-13 23:10:31.407973

    		0.0 ms

  





  

    		2026-05-14 00:10:32.962995

    		0.0 ms

  





  

    		2026-05-14 01:10:34.576484

    		0.0 ms

  





  

    		2026-05-14 02:10:35.951199

    		0.1 ms

  





  

    		2026-05-14 03:10:37.50288

    		0.0 ms

  





  

    		2026-05-14 04:10:38.758996

    		0.0 ms

  





  

    		2026-05-14 05:10:38.772371

    		0.1 ms

  





  

    		2026-05-14 06:10:39.358915

    		0.0 ms

  





  

    		2026-05-14 07:10:39.724714

    		0.0 ms

  





  

    		2026-05-14 08:10:41.953283

    		0.0 ms

  





  

    		2026-05-14 09:10:42.510757

    		-0.1 ms

  





  

    		2026-05-14 10:10:43.113854

    		0.1 ms

  





  

    		2026-05-14 11:10:43.772393

    		0.0 ms

  





  

    		2026-05-14 12:10:44.555838

    		0.0 ms

  





  

    		2026-05-14 13:10:44.978886

    		-0.2 ms

  





  

    		2026-05-14 14:10:46.17186

    		0.0 ms

  





  

    		2026-05-14 15:10:46.84049

    		-0.1 ms

  





  

    		2026-05-14 16:10:47.549031

    		-0.1 ms

  





  

    		2026-05-14 17:10:48.599631

    		0.0 ms

  





  

    		2026-05-14 18:10:49.943616

    		0.0 ms

  





  

    		2026-05-14 19:10:50.433626

    		0.0 ms

  





  

    		2026-05-14 20:10:51.839974

    		0.0 ms

  





  

    		2026-05-14 21:10:53.741649

    		0.0 ms

  





  

    		2026-05-14 22:10:55.553918

    		0.0 ms

  





  

    		2026-05-14 23:10:57.162873

    		0.0 ms

  





  

    		2026-05-15 00:10:58.87957

    		0.0 ms

  





  

    		2026-05-15 01:11:00.530017

    		0.1 ms

  





  

    		2026-05-15 02:11:02.068982

    		0.0 ms

  





  

    		2026-05-15 03:11:03.659012

    		0.0 ms

  





  

    		2026-05-15 04:11:05.573243

    		-0.1 ms

  





  

    		2026-05-15 05:11:07.408716

    		0.0 ms

  





  

    		2026-05-15 06:11:09.191654

    		0.0 ms

  





  

    		2026-05-15 07:11:09.867668

    		0.0 ms

  





  

    		2026-05-15 08:11:10.028629

    		0.0 ms

  





  

    		2026-05-15 09:11:10.55885

    		0.0 ms

  





  

    		2026-05-15 10:11:11.004921

    		0.0 ms

  





  

    		2026-05-15 11:11:11.887005

    		0.1 ms

  





  

    		2026-05-15 12:11:12.595909

    		0.1 ms

  





  

    		2026-05-15 13:11:12.767957

    		0.0 ms

  





  

    		2026-05-15 14:11:13.092253

    		0.0 ms

  





  

    		2026-05-15 15:11:13.174386

    		0.0 ms

  





  

    		2026-05-15 16:11:13.492566

    		0.0 ms

  





  

    		2026-05-15 17:11:15.528496

    		0.0 ms

  





  

    		2026-05-15 18:11:17.847435

    		0.0 ms

  





  

    		2026-05-15 19:11:19.36874

    		0.0 ms

  





  

    		2026-05-15 20:11:21.046762

    		0.0 ms

  





  

    		2026-05-15 21:11:22.758359

    		0.0 ms

  





  

    		2026-05-15 22:11:24.151241

    		0.1 ms

  





  

    		2026-05-15 23:11:25.712741

    		0.0 ms

  





  

    		2026-05-16 00:11:27.063414

    		0.0 ms

  





  

    		2026-05-16 01:11:27.459469

    		0.0 ms

  





  

    		2026-05-16 02:11:29.343708

    		0.0 ms

  





  

    		2026-05-16 03:11:30.884343

    		0.0 ms

  





  

    		2026-05-16 04:11:32.312859

    		0.0 ms

  





  

    		2026-05-16 05:11:33.915378

    		0.0 ms

  





  

    		2026-05-16 06:11:35.295684

    		0.1 ms

  





  

    		2026-05-16 07:11:35.59383

    		0.0 ms

  





  

    		2026-05-16 08:11:35.914798

    		0.0 ms

  





  

    		2026-05-16 09:11:36.89778

    		0.0 ms

  





  

    		2026-05-16 10:11:37.110573

    		0.0 ms

  





  

    		2026-05-16 11:11:37.526755

    		0.0 ms

  





  

    		2026-05-16 12:11:37.614884

    		0.0 ms

  





  

    		2026-05-16 13:11:37.694357

    		0.0 ms

  





  

    		2026-05-16 14:11:38.519856

    		0.0 ms

  





  

    		2026-05-16 15:11:39.11439

    		0.1 ms

  





  

    		2026-05-16 16:11:39.541178

    		0.0 ms

  





  

    		2026-05-16 17:11:39.939339

    		0.0 ms

  





  

    		2026-05-16 18:11:41.818927

    		-0.1 ms

  





  

    		2026-05-16 19:11:44.100708

    		0.0 ms

  





  

    		2026-05-16 20:11:46.22552

    		-0.1 ms

  





  

    		2026-05-16 21:11:47.843923

    		0.0 ms

  





  

    		2026-05-16 22:11:49.67076

    		0.0 ms

  





  

    		2026-05-16 23:11:49.818982

    		0.0 ms

  





  

    		2026-05-17 00:11:50.052718

    		0.0 ms

  





  

    		2026-05-17 01:11:51.620298

    		0.0 ms

  





  

    		2026-05-17 02:11:53.224494

    		0.0 ms

  





  

    		2026-05-17 03:11:54.578189

    		0.0 ms

  





  

    		2026-05-17 04:11:55.0252

    		0.0 ms

  





  

    		2026-05-17 05:11:55.518368

    		0.1 ms

  





  

    		2026-05-17 06:11:56.004193

    		0.0 ms

  





  

    		2026-05-17 07:11:56.189436

    		-0.1 ms

  





  

    		2026-05-17 08:11:57.961254

    		0.0 ms

  





  

    		2026-05-17 09:11:58.883527

    		0.0 ms

  





  

    		2026-05-17 10:12:00.512945

    		0.0 ms

  





  

    		2026-05-17 11:12:00.847657

    		0.1 ms

  





  

    		2026-05-17 12:12:01.006342

    		0.0 ms

  





  

    		2026-05-17 13:12:01.24351

    		0.0 ms

  





  

    		2026-05-17 14:12:01.53541

    		0.0 ms

  





  

    		2026-05-17 15:12:01.806641

    		-0.1 ms

  





  

    		2026-05-17 16:12:02.869038

    		0.1 ms

  





  

    		2026-05-17 17:12:03.860892

    		0.1 ms

  





  

    		2026-05-17 18:12:04.811375

    		0.0 ms

  





  

    		2026-05-17 19:12:07.163839

    		-0.1 ms

  





  

    		2026-05-17 20:12:09.915659

    		0.2 ms

  





  

    		2026-05-17 21:12:12.119765

    		0.2 ms

  





  

    		2026-05-17 22:12:13.654098

    		0.0 ms

  





  

    		2026-05-17 23:12:15.390649

    		0.1 ms

  





  

    		2026-05-18 00:12:16.857097

    		0.1 ms

  





  

    		2026-05-18 01:12:18.153937

    		0.0 ms

  





  

    		2026-05-18 02:12:18.907779

    		0.0 ms

  





  

    		2026-05-18 03:12:20.974508

    		0.0 ms

  





  

    		2026-05-18 04:12:22.627234

    		0.0 ms

  





  

    		2026-05-18 05:12:24.572451

    		0.0 ms

  





  

    		2026-05-18 06:12:25.078435

    		0.0 ms

  





  

    		2026-05-18 07:12:25.480312

    		-0.1 ms

  





  

    		2026-05-18 08:12:25.644772

    		0.0 ms

  





  

    		2026-05-18 09:12:26.006688

    		0.0 ms

  





  

    		2026-05-18 10:12:26.218711

    		0.0 ms

  





  

    		2026-05-18 11:12:27.504325

    		0.0 ms

  





  

    		2026-05-18 12:12:28.047913

    		0.0 ms

  





  

    		2026-05-18 13:12:28.561169

    		0.1 ms

  





  

    		2026-05-18 14:12:28.739892

    		0.0 ms

  





  

    		2026-05-18 15:12:30.375261

    		0.0 ms

  





  

    		2026-05-18 16:12:30.70847

    		0.0 ms

  





  

    		2026-05-18 17:12:30.735353

    		0.1 ms

  





  

    		2026-05-18 18:12:32.133849

    		0.0 ms

  





  

    		2026-05-18 19:12:32.323617

    		0.0 ms

  





  

    		2026-05-18 20:12:33.781792

    		-0.2 ms

  





  

    		2026-05-18 21:12:35.047428

    		0.0 ms

  





  

    		2026-05-18 22:12:35.087698

    		-0.1 ms

  





  

    		2026-05-18 23:12:35.810283

    		0.0 ms

  





  

    		2026-05-19 00:12:38.050613

    		0.0 ms

  





  

    		2026-05-19 01:12:39.632308

    		-0.2 ms

  





  

    		2026-05-19 02:12:40.986074

    		0.0 ms

  





  

    		2026-05-19 03:12:41.079057

    		0.0 ms

  





  

    		2026-05-19 04:12:41.136022

    		0.1 ms

  





  

    		2026-05-19 05:12:41.535078

    		0.0 ms

  





  

    		2026-05-19 06:12:43.132181

    		0.0 ms

  





  

    		2026-05-19 07:12:43.878864

    		0.1 ms

  





  

    		2026-05-19 08:12:44.347705

    		0.0 ms

  





  

    		2026-05-19 09:12:44.869273

    		0.0 ms

  





  

    		2026-05-19 10:12:44.99679

    		0.1 ms

  





  

    		2026-05-19 11:12:45.833264

    		0.0 ms

  





  

    		2026-05-19 12:12:46.016592

    		0.0 ms

  





  

    		2026-05-19 13:12:46.711835

    		0.9 ms

  





  

    		2026-05-19 14:12:48.406057

    		0.0 ms

  





  

    		2026-05-19 15:12:48.779133

    		0.0 ms

  





  

    		2026-05-19 16:12:49.252225

    		0.0 ms

  





  

    		2026-05-19 17:12:49.596425

    		0.2 ms

  





  

    		2026-05-19 18:12:50.015771

    		0.0 ms

  





  

    		2026-05-19 19:12:51.131227

    		0.0 ms

  





  

    		2026-05-19 20:12:51.822736

    		0.0 ms

  





  

    		2026-05-19 21:12:52.013388

    		0.1 ms

  





  

    		2026-05-19 22:12:53.707375

    		0.0 ms

  





  

    		2026-05-19 23:12:55.071359

    		0.2 ms

  





  

    		2026-05-20 00:12:56.846751

    		0.0 ms

  





  

    		2026-05-20 01:12:58.231227

    		0.1 ms

  





  

    		2026-05-20 02:12:59.632288

    		0.1 ms

  





  

    		2026-05-20 03:13:00.898662

    		0.0 ms

  





  

    		2026-05-20 04:13:02.372322

    		0.0 ms

  





  

    		2026-05-20 05:13:04.197989

    		0.1 ms

  





  

    		2026-05-20 06:13:05.227197

    		0.0 ms

  





  

    		2026-05-20 07:13:06.605813

    		0.0 ms

  





  

    		2026-05-20 08:13:07.134952

    		0.0 ms

  





  

    		2026-05-20 09:13:07.505258

    		0.0 ms

  





  

    		2026-05-20 10:13:08.057959

    		0.0 ms

  





  

    		2026-05-20 11:13:08.650678

    		0.0 ms

  





  

    		2026-05-20 12:13:08.810342

    		-0.1 ms

  





  

    		2026-05-20 13:13:09.122907

    		0.0 ms

  





  

    		2026-05-20 14:13:09.176896

    		0.0 ms

  





  

    		2026-05-20 15:13:09.245671

    		0.0 ms

  





  

    		2026-05-20 16:13:09.853526

    		0.0 ms

  





  

    		2026-05-20 17:13:09.986359

    		0.0 ms

  





  

    		2026-05-20 18:13:10.423056

    		0.1 ms

  





  

    		2026-05-20 19:13:11.546876

    		0.0 ms

  





  

    		2026-05-20 20:13:12.601402

    		0.0 ms

  





  

    		2026-05-20 21:13:13.034602

    		0.1 ms

  





  

    		2026-05-20 22:13:14.625479

    		0.1 ms

  





  

    		2026-05-20 23:13:14.639037

    		0.0 ms

  





  

    		2026-05-21 00:13:16.396106

    		0.0 ms

  





  

    		2026-05-21 01:13:17.556645

    		0.0 ms

  





  

    		2026-05-21 02:13:19.123354

    		0.0 ms

  





  

    		2026-05-21 03:13:20.361286

    		0.0 ms

  





  

    		2026-05-21 04:13:21.847928

    		0.0 ms

  





  

    		2026-05-21 05:13:23.39773

    		0.0 ms

  





  

    		2026-05-21 06:13:23.606251

    		0.0 ms

  





  

    		2026-05-21 07:13:24.142134

    		0.1 ms

  





  

    		2026-05-21 08:13:24.95061

    		0.1 ms

  





  

    		2026-05-21 09:13:25.696555

    		0.0 ms

  





  

    		2026-05-21 10:13:25.787993

    		0.0 ms

  





  

    		2026-05-21 11:13:26.366227

    		0.0 ms

  





  

    		2026-05-21 12:13:26.730856

    		0.0 ms

  





  

    		2026-05-21 13:13:26.918925

    		0.0 ms

  





  

    		2026-05-21 14:13:27.565075

    		-0.4 ms

  





  

    		2026-05-21 15:13:28.650794

    		0.0 ms

  





  

    		2026-05-21 16:13:28.951958

    		0.0 ms

  





  

    		2026-05-21 17:13:29.391013

    		-0.6 ms

  





  

    		2026-05-21 18:13:30.028105

    		-0.1 ms

  





  

    		2026-05-21 19:13:31.425721

    		-0.1 ms

  





  

    		2026-05-21 20:13:33.708552

    		0.0 ms

  





  

    		2026-05-21 21:13:35.380908

    		0.0 ms

  





  

    		2026-05-21 22:13:36.739874

    		0.0 ms

  





  

    		2026-05-21 23:13:38.117791

    		0.1 ms

  





  

    		2026-05-22 00:13:39.212148

    		-0.1 ms

  





  

    		2026-05-22 01:13:39.268982

    		0.0 ms

  





  

    		2026-05-22 02:13:40.721638

    		0.0 ms

  





  

    		2026-05-22 03:13:42.171177

    		0.0 ms

  





  

    		2026-05-22 04:13:43.593428

    		0.0 ms

  





  

    		2026-05-22 05:13:45.42015

    		0.0 ms

  





  

    		2026-05-22 06:13:47.234436

    		0.2 ms

  





  

    		2026-05-22 07:13:49.452022

    		0.0 ms

  





  

    		2026-05-22 08:13:49.609453

    		0.0 ms

  





  

    		2026-05-22 09:13:49.953297

    		0.0 ms

  





  

    		2026-05-22 10:13:50.910509

    		0.0 ms

  





  

    		2026-05-22 11:13:50.985862

    		0.0 ms

  





  

    		2026-05-22 12:13:51.682495

    		0.0 ms

  





  

    		2026-05-22 13:13:52.116344

    		0.0 ms

  





  

    		2026-05-22 14:13:52.708919

    		0.0 ms

  





  

    		2026-05-22 15:13:53.19905

    		-0.1 ms

  





  

    		2026-05-22 16:13:55.346508

    		0.0 ms

  





  

    		2026-05-22 17:13:56.990296

    		0.0 ms

  





  

    		2026-05-22 18:13:57.072592

    		0.0 ms

  





  

    		2026-05-22 19:13:57.793293

    		0.0 ms

  





  

    		2026-05-22 20:13:59.21019

    		0.0 ms

  





  

    		2026-05-22 21:14:00.993803

    		0.0 ms

  





  

    		2026-05-22 22:14:02.197183

    		0.0 ms

  





  

    		2026-05-22 23:14:03.346391

    		0.0 ms

  





  

    		2026-05-23 00:14:05.007479

    		0.1 ms

  





  

    		2026-05-23 01:14:06.428177

    		-0.1 ms

  





  

    		2026-05-23 02:14:07.874236

    		0.0 ms

  





  

    		2026-05-23 03:14:09.080186

    		0.1 ms

  





  

    		2026-05-23 04:14:10.635037

    		0.0 ms

  





  

    		2026-05-23 05:22:08.921072

    		0.0 ms

  





  

    		2026-05-23 06:22:09.297979

    		0.0 ms

  





  

    		2026-05-23 07:22:11.326746

    		0.0 ms

  





  

    		2026-05-23 08:22:11.824569

    		0.0 ms

  





  

    		2026-05-23 09:22:13.180143

    		-0.1 ms

  





  

    		2026-05-23 10:22:14.02994

    		0.0 ms

  





  

    		2026-05-23 11:22:14.808146

    		0.0 ms

  





  

    		2026-05-23 12:22:15.532561

    		0.0 ms

  





  

    		2026-05-23 13:22:15.557921

    		0.0 ms

  





  

    		2026-05-23 14:22:15.770907

    		-0.1 ms

  





  

    		2026-05-23 15:22:17.447081

    		0.0 ms

  





  

    		2026-05-23 16:22:18.452577

    		0.0 ms

  





  

    		2026-05-23 17:22:21.222609

    		0.0 ms

  





  

    		2026-05-23 18:22:21.249569

    		0.0 ms

  





  

    		2026-05-23 19:22:21.265158

    		0.1 ms

  





  

    		2026-05-23 20:22:22.299215

    		0.0 ms

  





  

    		2026-05-23 21:22:22.850643

    		0.0 ms

  





  

    		2026-05-23 22:22:24.353436

    		0.0 ms

  





  

    		2026-05-23 23:22:25.471087

    		0.0 ms

  





  

    		2026-05-24 00:22:26.913498

    		0.0 ms

  





  

    		2026-05-24 01:22:27.999796

    		0.0 ms

  





  

    		2026-05-24 02:22:28.474448

    		0.1 ms

  





  

    		2026-05-24 03:22:29.796557

    		-0.2 ms

  





  

    		2026-05-24 04:22:31.299469

    		0.0 ms

  





  

    		2026-05-24 05:22:32.83844

    		0.1 ms

  





  

    		2026-05-24 06:22:34.024286

    		0.0 ms

  





  

    		2026-05-24 07:22:35.79249

    		0.0 ms

  





  

    		2026-05-24 08:22:35.842449

    		0.0 ms

  





  

    		2026-05-24 09:22:36.112648

    		-0.1 ms

  





  

    		2026-05-24 10:22:36.417242

    		0.0 ms

  





  

    		2026-05-24 11:22:37.364943

    		-0.2 ms

  





  

    		2026-05-24 12:22:37.575233

    		-0.1 ms

  





  

    		2026-05-24 13:22:37.745654

    		0.1 ms

  





  

    		2026-05-24 14:22:38.235118

    		-0.1 ms

  





  

    		2026-05-24 15:22:38.429925

    		0.0 ms

  





  

    		2026-05-24 16:22:38.733654

    		0.2 ms

  





  

    		2026-05-24 17:22:39.642825

    		0.0 ms

  





  

    		2026-05-24 18:22:41.248507

    		0.0 ms

  





  

    		2026-05-24 19:22:41.431441

    		-0.1 ms

  





  

    		2026-05-24 20:22:43.753736

    		0.1 ms

  





  

    		2026-05-24 21:22:45.434827

    		0.0 ms

  





  

    		2026-05-24 22:22:47.039648

    		0.5 ms

  





  

    		2026-05-24 23:22:48.496

    		0.0 ms

  





  

    		2026-05-25 00:22:49.612134

    		0.1 ms

  





  

    		2026-05-25 01:22:50.919656

    		0.0 ms

  





  

    		2026-05-25 02:22:51.038776

    		0.0 ms

  





  

    		2026-05-25 03:22:52.922263

    		0.0 ms

  





  

    		2026-05-25 04:22:54.741054

    		0.2 ms

  





  

    		2026-05-25 05:22:56.324869

    		-0.1 ms

  





  

    		2026-05-25 06:22:57.059015

    		-0.1 ms

  





  

    		2026-05-25 07:22:57.811729

    		0.0 ms

  





  

    		2026-05-25 08:22:59.270584

    		0.0 ms

  





  

    		2026-05-25 09:22:59.968733

    		0.1 ms

  





  

    		2026-05-25 10:23:00.11641

    		0.0 ms

  





  

    		2026-05-25 11:23:00.237303

    		-0.1 ms

  





  

    		2026-05-25 12:23:01.015281

    		0.2 ms

  





  

    		2026-05-25 13:23:01.669069

    		-0.1 ms

  





  

    		2026-05-25 14:23:02.355561

    		0.0 ms

  





  

    		2026-05-25 15:23:02.452646

    		0.0 ms

  





  

    		2026-05-25 16:23:02.572514

    		-0.1 ms

  





  

    		2026-05-25 17:23:02.819058

    		0.0 ms

  





  

    		2026-05-25 18:23:02.883379

    		0.0 ms

  





  

    		2026-05-25 19:23:03.734395

    		0.0 ms

  





  

    		2026-05-25 20:23:04.354937

    		0.0 ms

  





  

    		2026-05-25 21:23:06.579665

    		0.0 ms

  





  

    		2026-05-25 22:23:08.591093

    		0.0 ms

  





  

    		2026-05-25 23:23:09.808594

    		0.0 ms

  





  

    		2026-05-26 00:23:11.39789

    		0.0 ms

  





  

    		2026-05-26 01:23:12.728425

    		-0.1 ms

  





  

    		2026-05-26 02:23:13.932263

    		0.0 ms

  





  

    		2026-05-26 03:23:14.733848

    		0.0 ms

  





  

    		2026-05-26 04:23:16.294182

    		0.0 ms

  





  

    		2026-05-26 05:23:18.65998

    		-0.1 ms

  





  

    		2026-05-26 06:23:19.113132

    		0.0 ms

  





  

    		2026-05-26 07:23:20.822884

    		0.0 ms

  





  

    		2026-05-26 08:23:21.409342

    		0.0 ms

  





  

    		2026-05-26 09:23:21.521993

    		0.0 ms

  





  

    		2026-05-26 10:23:21.894948

    		0.0 ms

  





  

    		2026-05-26 11:23:22.950131

    		0.0 ms

  





  

    		2026-05-26 12:23:23.200567

    		-0.1 ms

  





  

    		2026-05-26 13:23:23.940264

    		-0.1 ms

  





  

    		2026-05-26 14:23:23.981548

    		0.0 ms

  





  

    		2026-05-26 15:23:23.991093

    		-0.2 ms

  





  

    		2026-05-26 16:23:25.775143

    		0.0 ms

  





  

    		2026-05-26 17:23:27.197121

    		0.0 ms

  





  

    		2026-05-26 18:23:28.013349

    		0.0 ms

  





  

    		2026-05-26 19:23:28.655365

    		0.5 ms

  





  

    		2026-05-26 20:23:29.276777

    		0.1 ms

  





  

    		2026-05-26 21:23:30.098139

    		0.0 ms

  





  

    		2026-05-26 22:23:30.502171

    		0.0 ms

  





  

    		2026-05-26 23:23:30.624474

    		0.0 ms

  





  

    		2026-05-27 00:23:30.810588

    		-0.1 ms

  





  

    		2026-05-27 01:23:32.592876

    		0.0 ms

  





  

    		2026-05-27 02:23:34.136329

    		0.0 ms

  





  

    		2026-05-27 03:23:35.823565

    		0.0 ms

  





  

    		2026-05-27 04:23:37.558434

    		0.0 ms

  





  

    		2026-05-27 05:23:37.603446

    		-0.1 ms

  





  

    		2026-05-27 06:23:38.316378

    		0.0 ms

  





  

    		2026-05-27 07:23:38.672446

    		0.0 ms

  





  

    		2026-05-27 08:23:38.684092

    		-0.1 ms

  





  

    		2026-05-27 09:23:38.698951

    		0.0 ms

  





  

    		2026-05-27 10:23:39.395122

    		0.0 ms

  





  

    		2026-05-27 11:23:39.690157

    		-0.4 ms

  





  

    		2026-05-27 12:23:39.891242

    		0.0 ms

  





  

    		2026-05-27 13:23:40.508472

    		-0.1 ms

  





  

    		2026-05-27 14:23:40.637531

    		0.0 ms

  





  

    		2026-05-27 15:23:41.326216

    		0.0 ms

  





  

    		2026-05-27 16:23:42.852708

    		0.4 ms

  





  

    		2026-05-27 17:23:43.261755

    		0.0 ms

  





  

    		2026-05-27 18:23:45.221646

    		0.1 ms

  





  

    		2026-05-27 19:23:45.95778

    		0.1 ms

  





  

    		2026-05-27 20:23:46.27791

    		0.1 ms

  





  

    		2026-05-27 21:23:48.420076

    		0.4 ms

  





  

    		2026-05-27 22:23:49.994771

    		0.3 ms

  





  

    		2026-05-27 23:23:51.306927

    		0.0 ms

  





  

    		2026-05-28 00:23:52.872452

    		-0.1 ms

  





  

    		2026-05-28 01:23:54.243263

    		-0.2 ms

  





  

    		2026-05-28 02:23:55.808724

    		0.0 ms

  





  

    		2026-05-28 03:23:57.446747

    		0.0 ms

  





  

    		2026-05-28 04:23:58.797238

    		0.0 ms

  





  

    		2026-05-28 05:24:00.48262

    		0.0 ms

  





  

    		2026-05-28 06:24:01.078949

    		0.0 ms

  





  

    		2026-05-28 07:24:01.908148

    		-0.2 ms

  





  

    		2026-05-28 08:24:02.687395

    		0.0 ms

  





  

    		2026-05-28 09:24:03.526107

    		-0.1 ms

  





  

    		2026-05-28 10:24:03.604465

    		0.0 ms

  





  

    		2026-05-28 11:24:04.133094

    		-0.1 ms

  





  

    		2026-05-28 12:24:04.436082

    		-0.1 ms

  





  

    		2026-05-28 13:24:04.761515

    		0.0 ms

  





  

    		2026-05-28 14:24:04.947216

    		0.1 ms

  





  

    		2026-05-28 15:24:05.659482

    		0.0 ms

  





  

    		2026-05-28 16:24:05.831582

    		0.0 ms

  





  

    		2026-05-28 17:24:07.847782

    		-0.2 ms

  





  

    		2026-05-28 18:24:08.21141

    		0.0 ms

  





  

    		2026-05-28 19:24:10.426268

    		0.0 ms

  





  

    		2026-05-28 20:24:12.862837

    		-0.1 ms

  





  

    		2026-05-28 21:24:14.271407

    		0.0 ms

  





  

    		2026-05-28 22:24:14.633194

    		0.1 ms

  





  

    		2026-05-28 23:24:16.845122

    		0.0 ms

  





  

    		2026-05-29 00:24:18.471883

    		-0.1 ms

  





  

    		2026-05-29 01:24:19.963393

    		0.0 ms

  





  

    		2026-05-29 02:24:21.61873

    		0.1 ms

  





  

    		2026-05-29 03:24:22.854653

    		0.0 ms

  





  

    		2026-05-29 04:24:24.445253

    		0.0 ms

  





  

    		2026-05-29 05:24:26.265822

    		0.1 ms

  





  

    		2026-05-29 06:24:29.12752

    		0.0 ms

  





  

    		2026-05-29 07:24:30.53123

    		-0.2 ms

  





  

    		2026-05-29 08:24:30.55072

    		0.0 ms

  





  

    		2026-05-29 09:24:30.831795

    		0.0 ms

  





  

    		2026-05-29 10:24:31.265343

    		-0.1 ms

  





  

    		2026-05-29 11:24:31.621115

    		0.0 ms

  





  

    		2026-05-29 12:24:31.795818

    		0.0 ms

  





  

    		2026-05-29 13:24:32.489329

    		0.0 ms

  





  

    		2026-05-29 14:24:33.041301

    		-0.1 ms

  





  

    		2026-05-29 15:24:33.955403

    		-0.1 ms

  





  

    		2026-05-29 16:24:35.501282

    		-0.1 ms

  





  

    		2026-05-29 17:24:36.805498

    		0.1 ms

  





  

    		2026-05-29 18:24:37.46381

    		0.1 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-05-29 09:57:12.319 UTC

    		149.7.79.113

    		Dan Mogren (DM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 09:58:05.008 UTC

    		149.7.79.113

    		Dan Mogren (DM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 10:15:54.133 UTC

    		95.194.140.3

    		Jerker Nygren (JN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 10:16:49.39 UTC

    		95.194.140.3

    		Jerker Nygren (JN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 10:28:14.315 UTC

    		152.115.127.58

    		Peter Max (PM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 10:29:00.093 UTC

    		152.115.127.58

    		Peter Max (PM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 12:13:11.035 UTC

    		77.218.32.209

    		Lena Höglund (LH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 12:14:42.294 UTC

    		77.218.32.209

    		Lena Höglund (LH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 14:29:29.247 UTC

    		107.2.195.175

    		Veronica Byfield Sköld (VBS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 14:57:35.841 UTC

    		107.2.195.175

    		Veronica Byfield Sköld (VBS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 19:13:33.923 UTC

    		104.28.31.9

    		Thomas Binzer (TB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 19:15:44.239 UTC

    		104.28.31.9

    		Thomas Binzer (TB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.

  

  

    		2026-05-29 19:19:17.981 UTC

    		94.255.220.106

    		Oskar Kantoft (OK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-29 19:20:06.373 UTC

    		94.255.220.106

    		Oskar Kantoft (OK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-05-19 16:05:09 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



