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WannaCry ransomware highlights need for resiliency, advises
Cognosec
Cognosec AB (Nasdaq: COGS), an international leader in IT security, GRC and PCI services, has today announced its take on the recent
‘WannaCry’ ransomware attacks. The attacks, which spread like wildfire across the globe, encrypted computers running older or unpatched
Windows systems and demanded $300 to $600 in Bitcoins.

Some of the code used to programme the worm had previously been utilised for malware distributed by the Lazarus Group – hackers that were
also responsible for the 2014 Sony attack which was blamed on North Korea. The Windows vulnerability that had been identified was originally
stolen from the NSA by a group of hackers called Shadow Brokers.

The attack uses a vulnerability known as EternalBlue, a weakness in the NetBIOS implementation. Microsoft has issued a patch which can be
found here: https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

In Britain, hospitals were locked out of their systems. In Germany, railway displays stopped working. Russia was badly affected and China, a
booming marketplace for pirated software, was also badly affected. In Spain, the telecom provider Telefonica broke down.

A 20-year-old software engineer found the ‘kill switch’ for the software over the weekend. However, as the worm mutated, the switch didn’t stop
its distribution for very long. As businesses opened after the weekend and computers were turned on, the worm began spreading further. So
far, more than 230,000 computers in over 150 countries were taken out, and numbers are still rising.

This once again shows us how vulnerable our digital society is. It is another wakening call for enterprises to take security more serious. On the
one hand, the vulnerability was known for several months and many failed to adequately assess the risk they were exposed to and failed to
secure their systems. On the other hand, many organisations still operate equipment running on outdated unsupported operating systems.
While it is understandable that critical infrastructure hardware is difficult and expensive to replace, modern antimalware systems could have
stopped the worm from reaching them.

It remains to be seen how long it will take for the affected organisations to return to normal operations. Once again, we will see the importance
of resiliency. It is not enough to detect and attempt to contain malware, we also need to focus on restoring our systems as soon as possible
once the breach is contained. How well we do this remains to be seen over the next few weeks.

Media contacts:

For Cognosec AB:

Magnus Stuart, IR Officer
T: +46 706 211 350
Email: ir1@cognosec.com

UK Media:

Matthew Watkins / Astor Sonnen
Finn Partners
SecureTrading@FinnPartners.com
+44 (0)20 3217 7060

ABOUT COGNOSEC

We help organizations reduce cyber risks and become resilient to attacks by assessing their processes, procedures and systems for non-
compliance and vulnerabilities. We assess, design, implement and manage solutions that protect critical IT infrastructure and data assets. We
are a NASDAQ-listed, agile EMEA company operating across the public and private sectors. Please visit www.cognosec.se for Investor
information.


